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T H E  P R O B L E M

In IKEv2, the hard part of PQ migration is authentication — not secrecy

Source: v27a analysis, Executive Summary and Sections 1, 3–4.

Keep it quantum-safe, stay hybrid.  IKEv2 must keep mutual authentication 

secure against quantum adversaries while retaining classical ECDHE.

Secrecy is the easy half.  Ephemeral KEMs make session-key secrecy cheap; 

the expensive, unavoidable piece is online mutual authentication.

Root cause — PQ objects are huge.  Keys, signatures, and ciphertexts are 

1–2 orders of magnitude larger than classical, with heavier sign/verify 

(ML-DSA-65: ~1.9 KB key + ~3.3 KB signature, per peer).

Paid every handshake.  Busy responders also pay a signing tail-latency 

penalty on top of the bytes and CPU.

FIVE DIMENSIONS COMPARED

Wire bytes  — handshake payload, both peers

CPU  — sign/verify vs encap/decap

Memory  — code size + peak dynamic RAM

Tail latency  — p99 vs mean, capacity planning

Exchange count  — round-trips on the wire

Three authentication designs are compared on all five dimensions, at NIST Level III (ML-KEM-768 / ML-DSA-65).
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A P P R O A C H E S

Three authentication designs over one hybrid core

Source: v27a analysis, Sections 4.2–4.4. Proposed = draft-wang-ipsecme-kem-auth-ikev2-03.

All three keep classical ECDHE (IKE_SA_INIT) + ephemeral ML-KEM-768 (IKE_INTERMEDIATE, RFC 9370). They differ only in how peers 
authenticate.

EXISTING

Explicit signatures

Auth  PQ certificate + digital signature in 
IKE_AUTH
Per peer  1 signature + 1 verification
Trade-off  Simple; gives non-repudiation; 
largest bytes & CPU

PROPOSED-A  ·  BEST OVERALL

Implicit — ML-KEM

Auth  ML-KEM-768 static auth-KEM + 
HMAC key confirmation
Per peer  auth encapsulate + decapsulate
Trade-off  Fastest; smallest footprint; 
deterministic

PROPOSED-B

Implicit — McEliece

Auth  Classic McEliece auth-KEM, public 
keys preloaded
Per peer  McEliece encapsulate + 
decapsulate
Trade-off  Minimum wire bytes; 
algorithm diversity

Implicit-auth lineage: MQV/HMQV → KEMTLS / AuthKEM → PQuAKE. Authentication is implicit in the derived key, 
then made explicit by HMAC key confirmation.
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P R O T O C O L  M E C H A N I C S

The 4th exchange buys quantum identity privacy

Source: v27a analysis, Sections 8 and 10.6 (identity privacy); RFC 9370 IKE_INTERMEDIATE.

Signatures take 3 exchanges. Implicit KEM-auth as drafted takes 4: auth-KEM ciphertexts and identities are sent only after the PQ 
ephemeral secret exists.

EXISTING · PQ SIGNATURES — 3 exchanges  (≈ 60 ms at 20 ms /  RT)

1 · IKE_SA_INIT
ECDHE ›

2 · IKE_INTERMEDIATE
ML-KEM ephemeral ›

3 · IKE_AUTH
Cert + Sig + ESP

PROPOSED · IMPLICIT KEM-AUTH — 4 exchanges  (≈ 80 ms)

1 · IKE_SA_INIT
ECDHE + ADDKE ›

2 · IKE_INTERMEDIATE
ML-KEM ephem + CertR ›

3 · IKE_INTERMEDIATE
auth-KEM ct_i / ct_r ›

4 · IKE_AUTH
ID + KC + ESP

Collapsing auth-KEM into the ephemeral exchange saves one RT, but only ECDHE would protect identities — a CRQC-capable 
passive adversary could then recover them. Not recommended: it downgrades the RFC 7296 identity-privacy guarantee.
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R E S U L T S  ·  C P U

CPU: Proposed-A cuts combined handshake work by 63%

Source: v27a analysis, Table S-1. Both peers combined; Intel x86-64 AVX2 @ 3.0 GHz; excludes common ECDHE.

−63%
Proposed-A combined PQ CPU vs ML-DSA-65

+32%
Proposed-B vs ML-DSA-65 (diversity)

Approach CPU µs vs ML-DSA-65

Existing + ML-DSA-65 161 1.00× (baseline)

Existing + FN-DSA-512 525 3.26×

Proposed-A (ML-KEM-768) 59 0.37×  (−63%)

Proposed-B (McEliece-460896) 213 1.32×  (+32%)

ML-DSA-65 costs ~69 µs (sign + verify) per peer; two ML-KEM ops cost ~17 µs. KEM operations are deterministic — no 
rejection-sampling tail — which simplifies gateway capacity planning.
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R E S U L T S  ·  BY T E S

Wire bytes: 44–64% smaller (ML-KEM), 78% (McEliece)

Source: v27a analysis, Table S-2. IKEv2 headers/framing excluded; preloaded = 20-byte cert fingerprint on the wire.

−64%
Proposed-A bytes, preloaded (−44% with on-wire 
certs)

−78%
Proposed-B bytes (McEliece, preloaded)

Approach Bytes vs baseline

Existing + ML-DSA-65 (certs) 13,194 1.00×

Existing + ML-DSA-65 (preloaded) 8,930 0.68×

Existing + FN-DSA-512 (certs) 5,798 0.44×

Proposed-A (ML-KEM, preloaded) 4,728 0.36×  (−64%)

Proposed-B (McEliece, preloaded) 2,864 0.22×  (−78%)

ML-DSA-65 sends ~1.9 KB key + 3.3 KB signature per peer — >10 KB of the 13.2 KB handshake. KEM ciphertexts 
replace them: ML-KEM 1,088 B, McEliece only 156 B (the 524 KB key stays off-wire).
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R E S U L T S  ·  FO O T PR I N T

Smaller code, lower RAM, predictable latency

Source: v27a analysis, Table S-3 and Section 2.2 (performance variance).

Approach Code Peak dynamic RAM Notes

Existing + ML-DSA-65 ~20 KB ~30 KB
Moderate; rejection-sampling sign 
variance

Existing + FN-DSA-512 ~37 KB ~55 KB
High complexity; Gaussian 
sampler / FFT

Proposed-A (ML-KEM-768) ~11 KB ~22 KB
Lowest; one KEM family; 
deterministic

Proposed-B (ML-KEM + McEliece) ~115 KB ~32 KB mmap / 550+ KB RAM
Large public key preloaded or 
memory-mapped

Tail latency: ML-DSA signing has high variance (analysis cites p99 ≈ 4× mean). ML-KEM and McEliece operations are 
essentially deterministic — easier gateway capacity planning and tighter connection-setup SLAs.
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D E P L O Y A B I L I T Y

Negotiable, hybrid, and backward-compatible

Source: v27a analysis, Sections 4.1, 5.3 (backward compatibility), and Notes on IKE_SA_INIT placement.

Negotiated, with fallback

KEM-auth is selected via ADDKE in IKE_SA_INIT. A peer that 

does not support it falls back to ML-DSA / FN-DSA 
signatures — no flag day.

Superset of today's flow

The 4-exchange structure extends the 3-exchange signature 

flow; RFC 9370 already permits additional 
IKE_INTERMEDIATE exchanges. Incremental rollout.

Hybrid by construction

Session keys bind classical ECDHE + PQ KEM. ECDHE is the 

classical safety net if a PQ break appears, though it adds no 
quantum security itself.

Why ML-KEM rides in IKE_INTERMEDIATE

Its public key + ciphertext exceed safe UDP MTU, and 

IKE_SA_INIT cannot yet fragment — so per RFC 9370 the 
PQ KE moves to IKE_INTERMEDIATE.
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S E C U R IT Y

What the implicit design rests on

Source: v27a analysis, Section 10 (Security Analysis). First quantum-setting formal IKEv2 model: Gazdag et al., ACSAC 2021 (Tamarin).

Reduces to IND-CCA2 security of the auth-KEM (and the ephemeral 

KEM): a peer must decapsulate a ciphertext sent to its own static key to 

participate.

A 48-byte HMAC key confirmation — the KEMTLS / AuthKEM “Finished” 

analog — proves both sides derived the same Master_Key, closing the 

implicit-auth gap.

Inherits the MQV / HMQV guarantees: forward secrecy, KCI-resistance, 

UKS-resistance, mutual authentication.

Hybrid confidentiality — keys derive from classical ECDHE + ephemeral 

ML-KEM (+ optional PPK).

KEY-SCHEDULE INPUTS

SS_cl  — classical ECDHE

SS₁  — ephemeral ML-KEM-768

SS_auth,I + SS_auth,R  — static auth-KEMs

PPK (optional)  — store-now/decrypt-later 
hardening

→ Master_Key + HMAC KC  (both views confirmed)

ECDHE provides no quantum security but keeps the handshake safe against classical adversaries 
if a PQ algorithm is broken before deployment.
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T R A D E - O FF S

Two trade-offs to weigh

Source: v27a analysis, Sections 10.3 (non-repudiation), 10.5–10.6 (identity privacy, PPK), 10.4 (diversity).

No non-repudiation

Implicit auth gives entity authentication but not non-repudiation. 

For IKEv2 / IPsec session setup that is usually acceptable — often 

desirable. Keep explicit signatures only where policy requires 

non-repudiation.

Identity privacy  exchange count

The 4th exchange is the price of quantum identity privacy. 

Harden it with PPK (RFC 9867, mixed in at IKE_INTERMEDIATE 

— RFC 8784 is too late) and preloaded certs. Proposed-B adds 

code-based (non-lattice) diversity.

Implicit rejection (ML-KEM): a wrong static key does not fail at decapsulation — it is detected when HMAC 
key confirmation fails, which aborts the session.
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R E C O M M E N D A T IO N

Choosing a design

Source: v27a analysis, Summary Comparison Tables (S-1–S-4) and Conclusions.

Recommendation Use it when Caveat

Default: Proposed-A
Best balance of CPU, code size, RAM, deployability, and 
identity privacy.

Requires one extra IKEv2 exchange vs 
the signature flow.

Use Proposed-B
Wire bytes or algorithm diversity are overriding; static keys 
can be preloaded.

Large McEliece public-key 
management.

Keep signatures
Non-repudiation, legacy interop, or strict policy requires 
explicit signatures.

Higher CPU and larger wire image.

Harden privacy
Adversary may record traffic now to decrypt after a CRQC 
exists.

Keep the 4-exchange design; add PPK 
and preloaded certs.

Overall: Proposed-A is the best general-purpose design; Proposed-B is the specialist for minimum bytes and lattice-diversity.
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T A K E A W A Y S

Where this leaves SAAG and IPSECME

For SAAG

PQ authentication cost in IKEv2 is real but tractable. Implicit KEM-auth removes the online signature and wins on CPU (−63%), 
wire bytes (−44 to −78%), and footprint, with deterministic latency.

For IPSECME

The analysis supports draft-wang-ipsecme-kem-auth-ikev2. Keep the 4-exchange structure for its quantum identity-privacy 
property; use PPK (RFC 9867) against store-now / decrypt-later.

The ask

Feedback on the comparison and the draft — and is there working-group interest in advancing KEM-based authentication for 
IKEv2?

Drafts: draft-wang-ipsecme-kem-auth-ikev2 · draft-ietf-ipsecme-ikev2-mlkem · draft-uri-cfrg-pquake   |   RFCs 7296, 9370, 9867  |   Full analysis: v27a
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