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Since last time

» Simplified pr £+ construction

« KMAC is an XOF (and a NIST-approved KDF), so prf+
construction not necessary

*prft+ (K, S, L) = prif(K, S, L)
« Removed iteration count

* Mostly aligns with draft-ietf-ipsecme-ikev2-prf-plus



Question: Customisation strings?

prf+ (K, S, L) = prf(K, S, L)

» Two different functions give the same output given the same
Inputs
 Deviation from vanilla IKEv2

» Could use customisation strings:
* "ikev2 prf", "ikev2 kdf", "ikev2 integ", "ipsec integ"



Question: Customisation strings?

* Provides domain separation, ruling out possibility of cross-
context attacks ¥

» Potentially makes formal analysis easier ¥
- Strings are fixed, so easy to implement ¥

* May require a change in core of existing implementations to
allow for new APl X

* Future XOFs might have different APls without
customisation strings X
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Possible approaches

1.

2.

Don’t use customisation strings
Specify customisation strings on a per-algorithm basis

Specify use of customisation strings in all algorithms that
support them

Use customisation strings in all algorithms (would require
defining wrappers, not backwards compatible &)

Something else (keep iteration count in pr£+7?)



What now?

* Discuss!

* | will post something to the IPSECME mailing list as soon
as | sit back down

* If you have opinions, please reply!
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