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Fingerprinting Deep Packet Inspection Devices
by Their Ambiguities





Dual-use Deep Packet Inspection (DPI)

● Intrusion Detection
● Malware Blocking
● Network Management

But also…

● Censorship
● Traffic Interception
● Targeted Throttling
● InjectionDPI  devices

ServerRouters

Commoditization of DPIs → 
Increased need for transparency and accountability



Example: Targeted Throttling by DPIs

March, 2021:
First-ever large-scale, targeted 
throttling of user traffic by DPIs

100 Mbps 100 Kbps



100 Mbps 100 Kbps

Unthrottled Recording
Original Replay
Scrambled Replay

Record a transcript, and
1) replay from affected networks
    (throttled)
2) replay with permutations
    (baseline)

3) Reliably observe the effect of 
                throttling

➔ Xue, Diwen, et al. "Throttling Twitter: an emerging 
censorship technique in Russia." Proceedings of the 21st 
ACM internet measurement conference (IMC’21).

March, 2021:
First-ever large-scale, targeted 
throttling of user traffic by DPIs

Example: Targeted Throttling by DPIs



Existing measurement studies focus on the effect of interference, not DPI devices responsible 

The Problem: Measuring DPIs

➔ What gets censored?

➔ What gets throttled?

➔ Who built them?

➔ How they’re being disseminated?



1. Network intermediaries
    “invisible” to typical 
     scanning (Nmap, ZMap)

2. Vendors intentionally 
    obscure their devices

➔ How to characterize these intermediaries?
➔ How do we make the invisible visible?

Measuring DPIs is technically 
challenging

Existing measurement studies focus on the effect of interference, not DPI devices responsible 
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1. Network intermediaries
    “invisible” to typical 
     scanning (Nmap, ZMap)

2. Vendors intentionally 
    obscure their devices

Measuring DPIs is technically 
challenging

Existing measurement studies focus on the effect of interference, not DPI devices responsible 

The Problem: Measuring DPIs

➔ No banner, no vendor-identifying blockpages. 
Aim to be anonymous intermediaries.



1. Network intermediaries
    “invisible” to typical 
     scanning (Nmap, ZMap)

2. Vendors intentionally 
    obscure their devices

Measuring DPIs is technically 
challenging

Existing measurement studies focus on the effect of interference, not DPI devices responsible 

The Problem: Measuring DPIs

Previously: blockpages are vendor-identifying
- “Measuring the Deployment of Network Censorship Filters at Global 
Scale” (NDSS’20)

Problem: DPI actions are becoming generic



Example: Throttling DPIs in Russia

The throttling is real — but whose devices?

Context: Russia followed a decentralized censorship model prior to 2021

- One unified censorship blocklist
- Enforcement left to the discretion of individual ISPs (each with own commercial DPI devices)
- “Decentralized Control: A Case Study of Russia” (NDSS’20)
- Rumor about a new, centralized DPI system

Throttling: ISP commercial DPIs or national firewall?



Example: Throttling DPIs in Russia

The throttling is real — but whose devices?

- Throttling itself carries little identifying information.

- But the throttling DPIs have a strange IP 

fragmentation reassembly behaviors

- Discards overlapping fragments

- Changes the TTL of fragments

- Accepts up to 45 fragments 

- High degree of uniformity suggested central control



Example: Throttling DPIs in Russia

The throttling is real — but whose devices?

- Throttling itself carries little identifying information.

- But the throttling DPIs have a strange IP 

fragmentation reassembly behaviors

- Discards overlapping fragments

- Changes the TTL of fragments

- Accepts up to 45 fragments 

- High degree of uniformity suggested central control

“TSPU: Russia’s Decentralized Censorship System” (IMC’22)



dMAP : Framework for Fingerprinting DPIs

Fingerprinting Deep Packet Inspection Devices 
by their Ambiguities

Diwen Xue, A. Huremagic, W. Wang, R. Ram Sundara Raman, R. Ensafi

dMAP :
A framework for characterizing and 
fingerprinting network intermediaries (e.g., firewall, DPI)

Following the same naming convention, but fundamentally different 
from traditional scanners



Fingerprinting Deep Packet Inspection Devices 
by their Ambiguities

Diwen Xue, A. Huremagic, W. Wang, R. Ram Sundara Raman, R. Ensafi

Measurement 
Target

Client

Standard 
Measurement

Probes to generate replies

Target’s replies to the probes

dMAP : Framework for Fingerprinting DPIs
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Target

Side effects (binary signal)
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dMAP : Framework for Fingerprinting DPIs

Fingerprinting Deep Packet Inspection Devices 
by their Ambiguities

Diwen Xue, A. Huremagic, W. Wang, R. Ram Sundara Raman, R. Ensafi

Some serverClient

dMAP 
Measurement dMAP

Target

Side effects (binary signal)
e.g., throttling triggered vs not triggered

dMAP :
using this binary signal as a side-channel 
to infer 1-bit information each time about the intermediary 
to gradually build a fingerprint.



dMAP : Framework for Fingerprinting DPIs



dMAP : Framework for Fingerprinting DPIs

➔ Probes that contain “ambiguities”, whose handling is not 
well-defined

➔ Ambiguities lead to differing handling across DPIs, 
allowing for fingerprinting



Ambiguities in Interpreting Network Traffic

➔ Under-specified Behaviors
◆ Buffer size, timeouts, state management

➔ Ambiguities in Specifications
◆ Languages leave room for varied interpretation
◆ more than one logical form, missing context

➔ Handling of Edge-cases
◆ DPIs may not implement full protocol behaviors (e.g., 

rare options, short-cuts)

dMAP : Framework for Fingerprinting DPIs
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dMAP : Framework for Fingerprinting DPIs

Example: TCP Timestamp:

Open-source DPIs disagree on*:
1. Process or not?
2. How to parse?
3. What’s a valid time?
4. What to do if the timestamp is 

invalid?

* Zeek, Suricata, Snort, nDPI



dMAP : Framework for Fingerprinting DPIs

➔ Ground-truth testbed with commercial & open-source DPIs
➔ Differential fuzzing generated > 2000 candidate probes



Example Probe: Negative Sequence Number handling

Zeek & nDPI: check 𝑠𝑒𝑞 ≤ client_ISN
Snort: check 𝑠𝑒𝑞 ≤ 𝑟𝑐𝑣_𝑛𝑒𝑥𝑡 +𝑤𝑖𝑛𝑑𝑜𝑤_𝑠𝑖𝑧𝑒 && 𝑠𝑒𝑞 +𝑙𝑒𝑛(𝑝𝑎𝑐𝑘𝑒𝑡) ≥ 𝑟𝑐𝑣_𝑛𝑒𝑥t



Example Probe: PAWS Check

Protection Against Wrapped Sequence number (PAWS):
- discards packet with old timestamp as an old duplicate
- Zeek, nDPI: not implemented at all
- Snort: implemented the opposite behavior

All wrong, but wrong in fingerprintable ways.

RFC 7323: 
“...require that PAWS … to invalidate the 
TS.Recent value when a connection is idle…”

RFC: invalidate the check (accept the packet)
Snort: invalidate the packet (drop the packet)



dMAP : Framework for Fingerprinting DPIs

➔ Send ambiguous probes along with “triggers” (e.g., twitter.com)
➔ Look for side-effects (e.g., throttling triggered vs. not triggered)
➔ For each ambiguity / probe, measure a binary outcome ∈ {1, 0} 



dMAP : Framework for Fingerprinting DPIs

➔ Concatenate binary outcomes together 
into a fingerprint



dMAP : Framework for Fingerprinting DPIs

● Probes are different in their 
discriminative power

● Each probe divides all DPIs 
into two partitions

● More probes => 
smaller, more homogeneous  
partitions
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dMAP : Framework for Fingerprinting DPIs

Probe[0]
Probe[1]

Probe[2]

Probe[3]

Fingerprint = [0, 1, 0, 1]

● Probes are different in their 
discriminative power

● Each probe divides all DPIs 
into two partitions

● More probes => 
smaller, more homogeneous  
partitions



Applying dMAP In Practice
40-probe (40-bit) dMAP fingerprint, projected down into two dimensions with MDS.
Firewalls from the same vendor cluster closer together.



Applying dMAP In Practice



Churn in DPI Fingerprints



Fingerprinting in Noisy Environments

Limitation: Sporadic interference (censorship) causes “bit-flipping”.
Solution: Repeat measurements, then aggregate outcomes with logical OR (prioritize “1”s over “0”s)

       - Under the assumption that most DPIs fail-open rather than fail-close
 



Constraints of Remote Measurements

Limitation: We’re measuring the Path.

Observed apparent blocking, could be due to
-> Ambiguity had no effect
-> Packet dropped or normalized upstream
-> End-host no longer live

(Partial) Solution: Controls & Tests
->  4 measurements per bits
-> (Benign vs. Triggering) x (w/ vs. w/o ambiguity)
-> Keep only valid result pairings

Can’t fully rule out: 2 DPIs, same hop, same policy -> one compound fingerprint 

➔ Only 3 out of 15 possible result pairings are valid



Conclusion

● We need better understanding of how DPIs are deployed and disseminated.

○ Prior approach relied on self-identifying blockpages, not applicable anymore.

● dMAP: A first step to measure DPIs

○ To remotely differentiate and cluster based on their implementations.

○ Key idea: A shift of focus from what DPIs write to how DPIs read.

○ Non-trivial limitations remain open problems.


