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What does web 
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RFC 9518
“Centralization, Decentralization, and Internet Standards”

• Power imbalance


• Limit on innovation


• Reduced resiliency

3

• Concentrated attention


• Intentional design


• Simpler communication



IETF-1264



IETF-1265



IETF-126

Centralization on the web
What is it?

6

Concentration of Internet 
function on a small 

number of providers



IETF-126

What is it?

7

Concentration of Internet 
function on a small 

number of providers

How much?

Centralization on the web



IETF-126

What is it?

8

Concentration of Internet 
function on a small 

number of providers

How much?

How few?

Centralization on the web



IETF-126

What is it?

9

Concentration of Internet 
function on a small 

number of providers

How much?

How few?

Centralization on the web

Which providers?
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RFC 9518 & DINRG 
Centralization affects control, resilience, and protocol innovation

Prior academic work 
Centralization is empirically visible, and growing

Our Work 
What are the real lived experiences of centralization 

dependence? 
How do we continue monitoring it?
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dependence

2. How do we measure it 
going forward?
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Hong Kong Azerbaijan

Top 5 59% 59%

Top 2 33% and 12% 42% and 5%
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Centralization on the web
How have people measured it in the past?

Which one is more 
centralized?
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Dependence on the web
What are we missing?

• Accounting for varying distributions in measuring centralization


• Varying number of providers


• Long tail of globally unimportant but regionally important providers
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“decentralized technology alone does not guarantee 
decentralized outcomes” [Schneider]

RFC 9518
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Centralization

Regionalization
&
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Quantifying centralization
Requirements

• Account for number of providers and distribution between them


• Accommodate skewed distributions with few dominant providers


• Facilitate fair comparison, independent of specific providers


• Match human intuition of centralization
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Quantifying centralization
Metric: Earth Mover Distance (EMD)
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Regionalization

• Geopolitical dependence between or within countries


• Shifts the conversation from solely giant providers and lets us ask questions 
like:


how endemic is a provider to a specific region? 
which countries do not depend on external hosting providers? 
what does geographical context tell us about hosting dependencies? 
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Quantifying regionalization
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Quantifying regionalization

1. Endemicity 
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2. Insularity

Metrics

The deviation from absolute global 
consistency in usage.

The fraction of websites for which infrastructure is 
provided by a provider based in the same country.
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Methodology
How did we apply our metrics?

• Top CrUX sites in 150 countries 


• Three infrastructure layers: hosting, DNS, and Certificate Authority (CA)
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Methodology
How did we apply our metrics?

• Top CrUX sites in 150 countries 


• Three infrastructure layers: hosting, DNS, and Certificate Authority (CA)


• May 2023 and May 2025
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Hosting is not uniformly centralized
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🇦🇹 Austria ranks 140 out of 150 in hosting centralization

Europe (green bars) tends to be less 
centralized
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Provider classes provide context

• Cloudflare and Amazon drive centralization in many countries


• Cloudflare is the top provider in 149 countries


• Less centralized countries tend to rely more on regional providers
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Provider classes provide context

• Cloudflare and Amazon drive centralization in many countries


• Less centralized countries tend to rely more on regional providers


• Large regional providers can matter locally even if they don’t globally
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Provider classes provide context

• Cloudflare and Amazon drive centralization in many countries


• Less centralized countries tend to rely more on regional providers


• Large regional providers can matter locally even if they don’t globally
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🇧🇬 Bulgaria: SuperHosting hosts 22% sites 

🇱🇹 Lithuania: UAB hosts 22% sites 
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Cross-border dependence is common

• Most countries rely heavily on US based infrastructure


• US is the most insular country 


• Historical, cultural, and linguistic ties are often revealed through infrastructure
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CIS countries rely on 🇷🇺 Russian providers 

Former French colonies rely on 🇫🇷 French providers 

🇦🇫 Afghanistan depends on 🇮🇷 Irani providers
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DNS centralization follows hosting patterns

• Hosting and DNS centralization results are largely similar


• Often because services bundle hosting and DNS e.g Cloudflare


• One provider choice affects multiple layers
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CAs are structurally different

• Certificate Authorities generally centralized everywhere


• Only 45 CAs in our dataset, with 7 accounting for 98%
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🇦🇹 Austria ranks 23 out of 150 in CA centralization

• Not necessarily a bad thing:


• Fewer operational resources and less entities to trust
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CAs are structurally different

• Most countries have few or no local CA alternatives

• CAs only work if major browsers trust them

• Let’s Encrypt typically popular in Europe

• Russia heavily depends on Let’s Encrypt after DigiCert exited
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Takeaways
• Centralization is different across countries and infrastructure layers, and varies by 

provider type


• Beyond how concentrated infrastructure is, we need to ask where that dependence 
is located 

• High centralization does not always mean insularity — dependence can be on 
foreign infrastructure


• Regional providers often matter just as much as large global ones
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Rumaisa Habib 🐸 Paper 📄

Thank you for your time! Open to questions.

1. Understanding causal relationships between providers


2. Monitoring progress with quantifications and baselines


3. Accurate estimates about deployment


