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DINRG's main objectives include the following:
 Investigation of the root causes of Internet centralization, and articulation of the impacts of the market economy, architecture and protocol designs, as well as government regulations;
Measurement of the Internet centralization and the consequential societal impacts;
Characterization and assessment of observed Internet centralization;
Development of a common terminology and understanding of (de-)centralization;
Interaction with the broader research community to explore new research topics and technical solutions for decentralized system and application development;
Documentation of the outcome from the above efforts via different means (e.g., research papers and RFCs) as inputs to the broader conversation around centralization; and

Facilitation of discussions between researchers, organizations and individuals involved in Internet standards and regulations.
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Centralization on the web
What is it?

Concentration of Internet
function on a small
number of providers
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RFC 9518 & DINRG

Centralization affects control, resilience, and protocol innovation

Prior academic work
Centralization is empirically visible, and growing

Our Work

What are the real lived experiences of eentralization
dependence?
How do we continue monitoring it?
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1. What does web
infrastructure REEEINEES

look like In practice?

2. How do we measure It
going forward?
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DINRG's main objectives include the following:
 Investigation of the root causes of Internet centralization, and articulation of the impacts of the market economy, architecture and protocol designs, as well as government regulations;
Measurement of the Internet centralization and the consequential societal impacts;
Characterization and assessment of observed Internet centralization;
Development of a common terminology and understanding of (de-)centralization;
Interaction with the broader research community to explore new research topics and technical solutions for decentralized system and application development;
Documentation of the outcome from the above efforts via different means (e.g., research papers and RFCs) as inputs to the broader conversation around centralization; and

Facilitation of discussions between researchers, organizations and individuals involved in Internet standards and regulations.
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Centralization on the web

How have people measured it in the past?

 Top-N lists

* % popularity amongst the top providers

[$] Empirical Security
Research Group " IETE-126



Centralization on the web

How have people measured it in the past?

 Top-N lists

* % popularity amongst the top providers

[+]

Empirical Security
Research Group

Hong Kong

Azerbaijan

Top 5

59%

59%

14

IETF-126



Centralization on the web

How have people measured it in the past?

 Top-N lists

* % popularity amongst the top providers
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Centralization on the web

How have people measured it in the past?

10 1
91 WM Observed -- Country A
+ 8_
o 7 -
= 6-
Y 5 -
N
o) 3_ .l
s>/ M Nm
Z 1 .. .. ..
L
0
A0 Al A2

O NWAUIONOO OO
[T TN TR TR NN TN SN N

Observed -- Country B

BO

Bl B2 B3

Which one I1s more
centralized?

Empirical Security
Research Group
16

IETF-126



Dependence on the web

What are we missing?

* Accounting for varying distributions in measuring centralization
* Varying number of providers

* Long tail of globally unimportant but regionally important providers
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Dependence on the web

What are we missing?

* Accounting for varying distributions in measuring centralization
* Varying number of providers
* Long tail of globally unimportant but regionally important providers

* (Geopolitical dependencies between or within regions: regionalization

RFC 9518
“decentralized technology alone does not guarantee

decentralized outcomes” [Schneider]
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Centralization
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Regionalization
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Quantifying centralization

Requirements

 Account for number of providers and distribution between them
 Accommodate skewed distributions with few dominant providers
* Facilitate fair comparison, independent of specific providers

e Match human intuition of centralization
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Quantifying centralization
Metric: Earth Mover Distance (EMVD)

Mminimum amount of “work” needed to transform one

distribution into another
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Quantifying centralization
Metric: Earth Mover Distance (EMVD)

Mminimum amount of “work” needed to achieve a uniform

distribution of providers
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Quantifying centralization
Metric: Earth Mover Distance (EMVD)

Mminimum amount of “work” needed to achieve a uniform

distribution of providers
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Regionalization

® (Geopolitical dependence between or within countries

e Shifts the conversation from solely giant providers and lets us ask questions
like:

how endemic is a provider to a specific region?
which countries do not depend on external hosting providers?
what does geographical context tell us about hosting dependencies?
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Quantifying regionalization

Metrics

Empirical Security
[$] Research Group 26 IETF-126



Quantifying regionalization

Metrics
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Quantifying regionalization
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Quantifying regionalization
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The fraction of websites for which infrastructure is

provided by a provider based in the same country.
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Methodology

How did we apply our metrics?

 Top CrUX sites in 150 countries
* Three infrastructure layers: hosting, DNS, and Certificate Authority (CA)

[$] Empirical Security
Research Group " IETF-126



Methodology

How did we apply our metrics?

 Top CrUX sites in 150 countries

* Three infrastructure layers: hosting, DNS, and Certificate Authority (CA)
« May 2023 and May 2025
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Hosting is not uniformly centralized
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Centralization Score
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60% of popular sites in Thailand are served

by Cloudflare
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60% of popular sites in Thailand are served
by Cloudflare
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Europe (green bars) tends to be less

centralized
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Europe (green bars) tends to be less

centralized
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Europe (green bars) tends to be less

centralized
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Provider classes provide context

* Cloudflare and Amazon drive centralization in many countries
* Cloudflare is the top provider in 149 countries

» | ess centralized countries tend to rely more on regional providers
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Provider classes provide context

* Cloudflare and Amazon drive centralization in many countries
» | ess centralized countries tend to rely more on regional providers

* |arge regional providers can matter locally even if they don’t globally
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AP @ XS-RP
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Provider classes provide context

* Cloudflare and Amazon drive centralization in many countries
» | ess centralized countries tend to rely more on regional providers

* |arge regional providers can matter locally even if they don’t globally
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Cross-border dependence iIs common

 Most countries rely heavily on US based infrastructure

 US is the most insular country

» Historical, cultural, and linguistic ties are often revealed through infrastructure
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Cross-border dependence iIs common

 Most countries rely heavily on US based infrastructure
 US is the most insular country

» Historical, cultural, and linguistic ties are often revealed through infrastructure
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DNS centralization follows hosting patterns

 Hosting and DNS centralization results are largely similar
» Often because services bundle hosting and DNS e.g Cloudflare

* One provider choice affects multiple layers
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CAs are structurally different

» Certificate Authorities generally centralized everywhere

 Only 45 CAs in our dataset, with 7 accounting for 98%
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CAs are structurally different

» Certificate Authorities generally centralized everywhere

 Only 45 CAs in our dataset, with 7 accounting for 98%

[ )

[

. J

* Not necessarily a bad thing:

 Fewer operational resources and less entities to trust
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CAs are structurally different

 Most countries have few or no local CA alternatives
 CAs only work if major browsers trust them
* | et's Encrypt typically popular in Europe

* Russia heavily depends on Let’s Encrypt after DigiCert exited
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Takeaways

* Centralization is different across countries and infrastructure layers, and varies by
provider type
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Takeaways

* Centralization is different across countries and infrastructure layers, and varies by
provider type

 Beyond how concentrated infrastructure is, we need to ask where that dependence
Is located

 High centralization does not always mean insularity — dependence can be on
foreign infrastructure

 Regional providers often matter just as much as large global ones
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Thank you for your time! Open to questions.



