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Recap: Rapid Advances in Quantum Computing Threaten Classical Cryptography
Q-Day could be as early as 2030
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is no longer secure.
Quantum computing capabilities continue to grow, increasing the risk of Classical Crypto being cracked

“Shor’s algorithm is possible with as few as 10,000 reconfigurable atomic qubits”
-- California Institute of Technology (Caltech), USA, ArXiv

B By 2025, a general-purpose quantum computer has achieved over 6,100 physical qubits (developed by Caltech). It is expected that

by 2035, there will be 4 million physical qubits, which can be used to quickly break RSA-2048 using Shor's algorithm.


https://arxiv.org/pdf/2603.28627

What is CADI? —Cryptographic Asset Discovery and Inventory

e What is CADI?

e CADI is short for Cryptographic Asset Discovery and Inventory

* CADI is a set of tools and guidelines that help you as operator to identify devices and services
that need PQC transition.

* Cryptographic Assets: * Adigital or physical element within a device or service

-- such as an algorithm, module, configuration, credential, secret, or
communication protocol-that protects the confidentiality and integrity of
secure data transmission or storage.
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Why CADI? — Helps with identifying cryptographic assets

e Why?:
* Helps network management and security management to identify all cryptographic asset as an
inventory.

e So what? So CXOs can...

* Be compliant to supervision reporting

* Make practical PQ-transition plans

* Make informed PQ-transition budgets

* Give quantitative assessment on security risk posture
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2025 - Becomes International Year of Quantum Technology, according to United Nations (UN)
2030 - All high security system must complete transition (government, critical infrastructures);
2035 - All systems must complete transition (civil, business),
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Advancing a Coordinated Roadmap for the Transition to PQ

6-Step Framework: Preparation — Inventory Discovery — Risk Assessment — Execution — Testing — Monitoring.
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Tech Maturity: Quantum computing approaches commercial maturity, with key
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2025 Becomes Reality." surging to $15B by 2035. (CAGR~25%)
Govt Spending (2024): Actual global security spending reached $1.8B, led by
Singapore ($222M).


https://www.unesco.org/en/quantum-science-technology/about
https://digitallibrary.un.org/record/4052700?v=pdf
https://home.treasury.gov/system/files/136/G7-CEG-Quantum-Roadmap.pdf
https://www.weforum.org/stories/2026/01/quantum-safe-migration-cryptography-cybersecurity/
https://www.mckinsey.com/capabilities/tech-and-ai/our-insights/the-year-of-quantum-from-concept-to-reality-in-2025

According to the aforementioned 2030/2035 consensus goals, different nations create their own roadmaps.
5 Stages of migration according to US Guidelines: Preparation/Identification/Certification/Procurement/End-of-Service

Observation: Since 2027, new procurement must be PQ-Qualified. Since 2030, NOT-PQ-Qualified services and devices must sunset.

Time Windows: In 2026, we have 1 year of preparation time window, 3 years of actual procurement time window to get ready at 2030.
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e CISA Strategy for Migrating to Automated Post-Quantum Cryptography Discovery and Inventory Tools
* NCCoE Frequently Asked Questions about Post-Quantum Cryptography

White House MEMORANDUM FOR THE HEADS OF EXECUTIVE DEPARTMENTS AND AGENCIES

e NIST SP 1800-38 Migration to Post-Quantum Cryptography

* Cyber Resilience Act (CRA), Regulation (EU) 2024/2847

 EU Coordinated PQC Transition Roadmap

* TNO Cryptographic Asset Discovery and Inventory Report



How do we do CADI? (1/2) — Discovery: Active or Passive

Active Discovery

Also known as voluntary identification

* Devices and services modifies its development
and/or management process, actively self-
announcing their cryptographic assets.

e CBOM Declaration

tificate/google.com@sha256:1el5e@fbd3ced

* CI/CD Integration

e Static Code Scanning

2016-11-21T08:00:00Z",
2017-11-22707:59:592",

* Binary / Image Scanning

t "X.509",

0 = Google Trust LLC, CN = GTS CA 1C3",

hmRef": "crypto/algoxithm/sha-512-rsa@l.2.840.." ,
"crypto/key/rsa-2048@1.2.840.113549.1.1.1",

» Open source tools: 1BM CBOMKit, CycloneDX Cdxgen

Pros: Can have dependency maps. Function->library->protocol

Cons: Does not help with identifying the mass legacy devices,
components or services.

Passive Discovery
Also known as passive scanning

* Devices and services will stay as-is and cannot self-
announce their cryptographic assets. Need tools to
assist discovery.

 Simulated Handshakes

*  Port scan, probing, response extraction, parsing
*  Protocols like TLS, IPSEC, SSH... To get supported ciphersuites

e Configuration Extraction
*  Through YANG models

e Traffic Pattern Analysis
* Process Identification

» Open Source tools: Cisco Mercury

Pros: Agnostic to the design of the target, best for the network with
heterogenous devices from different vendors

Cons: Some internal non-exposable modules will remain silent



How do we do CADI? (2/2) — Inventory

» After discovery, should have a unified view of the cryptographic assets in the
network management side.

* Should be secondary properties of devices, softwares and services
* Should associate cryptographic assets with protocols, IPSEC, TLS, X509, SSH...

* Would this interest IVY people? Would this be an extension to an existing IVY model?

* This is the part we could invite OPS expert’s input!

« Comments, suggestions, contributions, collaborators welcome!

Email: liuchunchi@huawei.com



Appendix: When analyzing, why should we associate cryptographic assets with protocols?
- Because protocols are the atomic factors of PQ-transition
« They are direct risks and postures to the open world

Protocol Category Progress Manuscript
IPSEC PQC PSK Migration Format Completed RFC 8784
q R A RFC 9370
Migration Architecture Completed RFC 9242
IPSEC Key Excha nge . ' Pure 'PQC Working Group Draft — Expected Release 27+ draﬂ—fetf—fpsecme—ikevZ--mIken'T—OS
IPSEC Mlg ration Format Hybrld PQC Working Group Draft — Expected Release 27+ draft-ietf-ipsecme-hybrid-kem-ikev2-frodo-00
Non-NIST Individual draft-skyline-ipsecme-ntru-ikev2-00
Migration Architecture Completed RFC 9593
IPSEC Authenticati Pure PQC Working Group Draft — Expected release in 2027 +  draft-ietf-ipsecme-ikev2-pqgc-auth-06
uthentication q q . L . “pat- id-auth-
Migration Format Hybr|d PQC Individual Draft- Expected release in 2027+ g:gg—agrzszpf;:(?n?i}(:r)rls;ﬁtP?—TIEEV%I}OZ
Non-NIST - +  None
TLS PQC PSK Migration Guidance Completed. RFC 9257
Migration Architecture @IESG - Expected release in 2026 +  draft-ietf-tls-hybrid-design-16
TLS Kev Exchange Pure PQC migration Working Group Draft - Expected Release in 27 «  draft-ietf-tls-mlkem-07
ey Exchang |\/||g ration Format Hybrid PQC Working Group Draft - Expected 27+ Releases «  draft-ietf-tls-ecdhe-mlkem-04
Non-NIST Individual Draft — Expected release 28+ «  draft-yang-tls-hybrid-sm2-mlkem-03
TLS Migration Architecture Completed RFC 8773
Working Group — Expected release in 2027 . draft-ietf-tls-mldsa-02
o Pure PQC Individual — Expected release in 2027+ :__ draft-reddy-tls-slhdsa-02
TLS Authentication . . . Working Group Draft . draft-ietf-uta-pqc-app-01
Mlg ration Format Hybﬂd PQC e +  draft-yusef-tls-pqt-dual-certs-01
e draft-reddy-tls-composite-mldsa-09
Non-NIST - «  draft-ietf-tls-ntru-00
Pure PQC This release is an RFC. RFC9935
LAMPS X.509 Key Excha nge Mlg ration Format Hybrid PQC Working Group — Expected to be published in 2027 «  draft-ietf-lamps-pg-composite-kem-12
Non-NIST Individual draft «  draft-smyslov-lamps-frodokem-certificates
Completed RFC 9881
LAMPS X.509 Identity . . Pure PQC This release is an RFC. RFC 9909
Authentiéation Mlg ration Format Hybl"id PQC @IESG - Expected release in 2026 «  draft-ietf-lamps-pq-composite-sigs-15
£ Non-NIST - +  None
Certificate
d Pure PQC This release is an RFC. RFC9936
CMS Password Message Ke . . -
Exchanae gehey Migration Format Hybrid PQC - T Nome.
g Non-NIST Individual «  draft-chen-lamps-cms-frodokem-00
. Pure PQC Completed RFC 9882 RFC 9814
CMS Cryptographic Message . . :
Svntax yptograp 9 Migration Format Hybrid PQC - - None
y Non-NIST : " Nore

« Then, consider other corner cases. For example, internal modaules like secure boot signatures



