
BBS and Modular Sub-proofs 
with JSON Web Proofs



Core idea: Modular proof system

A modular proof system that can easily be adjusted to concrete use-cases without 
reinventing the wheel every time

Research work

● SoK & Motivation for ZKP for Digital Identity: https://eprint.iacr.org/2026/330
● Vision Paper on modular construction: https://eprint.iacr.org/2025/1981

https://eprint.iacr.org/2026/330
https://eprint.iacr.org/2025/1981


Core idea: Modular sub-proofs (LSZ25)
Core module: Proof over signed attributes (e.g. BBS & Schnorr, ECDSA & zkSNARK)
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Advantages:

● Optimal instantiation per module 
(use case) → better efficiency 

● Crypto agility → easy to switch to 
different sub-proof

● Various requirements can be fulfilled 
by plug & play design



Initial instantiation

● BBS with commitments as core proof system
○ This is based on old & well understood schemes - often called “commit-and-prove”
○ Recently added to the BBS Blind Signatures Draft 

● Device binding to P-256:
○ Initial proposal Sigma protocol based: https://datatracker.ietf.org/doc/draft-cllz-cfrg-ecdsa-pop/
○ See https://eprint.iacr.org/2026/965 for an overview of options

● Other subproofs:
○ Try to re-use as much as possible from existing standards
○ Establish IANA registry for sub-proofs → allows re-use for other drafts as well

● Profile this basic construction with a list of allowed/used sub-proofs for 
specific use-cases 

https://datatracker.ietf.org/doc/draft-irtf-cfrg-bbs-blind-signatures/
https://datatracker.ietf.org/doc/draft-cllz-cfrg-ecdsa-pop/
https://eprint.iacr.org/2026/965


Core Construction questions

Questions & initial answers:

● Credential Data Model? → Re-use SD-JWT VC type system etc.
● How to convey structural information? → Define credential schema and 

mapping to BBS messages in header
○ Alternative proposal would be a more complex system that encodes every key value pair in 2 

separate messages that encode the claim path & value separately
● How to signal raw scalar inputs (by default hash_to_curve is applied to all 

messages for BBS)? → in the header via a flag
● Key binding requires some special handling → currently special header - 

maybe generalize?



SD-JWT VC credential payload

{
 "vct": "https://credentials.example.com/identity_credential",
 "given_name": "Erika",
 "family_name": "Mustermann",
 "email": "erika@example.com",
 "phone_number": "+49 123456789",
 "address": {
   "street_address": "Heidestraße 17",
   "locality": "Köln",
   "region": "Nordrhein-Westfalen",
   "country": "DE"
 },
 "birthdate": 19630812,
 "iat": 1683000000,
 "exp": 1786000000
}



Proposed header syntax

{
 "alg": "BBS-MOD",
 "vct": "https://credentials.example.com/identity_credential",
 "cmap": {
   "given_name": [0, false],
   "family_name": [1, false],
   "email": [2, false],
   "phone_number": [3, false],
   "address": {
     "street_address": [4, false],
     "locality": [5, false],
     "region": [6, false],
     "country": [7, false]
   },
   "birthdate": [8, true],
   "iat": [9, true],
   "exp": [10, true]
 }
} message index

flag for raw scalar



Questions?

Is the WG interested in this and how to best align with the JWP set of drafts


