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What LTV-JWS Is
A lightweight extension of JWS for Long-Term Validation.
main use case: PKI-Based Document (or Data) Signing.
PKI-Based X.509 Certificates (RFC 5280) and Key management, PKI-Based Timestamps (RFC 3161), 
and offline validation.

Key Feature 1: Archiving Documents (Recursive Archive Timestamps)
 Enables renewal to extend the validation period beyond certificate expiration
 Enables renewal of cryptographic algorithm (e.g. PQC)

Key Feature 2: Trusted Time (Signature Timestamp)

Other Features:
 Allows an optional hash list for external references in the payload
 Uses a common `ltv` extension container in the protected header,

unprotected header, and payload
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LTV-JWS Levels and Benefits
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Level Name Benefit

SIG-B Signature Base • protected signing-certificate hash required 
(otherwise almost the same as JWS)

SIG-T Signature 
Timestamp

• trusted time using an RFC 3161 signature 
timestamp (JWS with timestamp)

SIG-LTV Signature Long-
Term Validation

• offline validation (embed all validation data)
• validation beyond signing-certificate expiry

SIG-LTA
Signature Long-
Term Archive 
timestamp

• extended long-term protection
• protection against algorithm obsolescence or 
compromise

Goals:
• Enable long-term offline verification of JWS signatures



For Reference: LTV-JWS Signature and Timestamp Coverage
{

"protected": "AAAAAA",
"payload": "BBBBBB",
"signature": "CCCCCC",
"header":
{

"ltv":
{

"timestamp": "DDDDDD",
"signing": "EEEEEE",
"archive":
{

"timestamp": "FFFFFF",
"archive":
{

"timestamp": "GGGGGG"
}

}
}

}
}

SIG-B: Signature (JWS) over
"AAAAAA.BBBBBB"

SIG-T: Signature Timestamp with Validation Data
Hash of "AAAAAA.BBBBBB.CCCCCC"

SIG-LTV: 1st Archive Timestamp with Validation Data
Hash of "AAAAAA.BBBBBB.CCCCCC.DDDDDD.EEEEEE"

SIG-LTV: Signing Certificate Validation Data

SIG-LTA: 2nd Archive Timestamp (Validation Data Optional)
Hash of "AAAAAA.BBBBBB.CCCCCC.DDDDDD.EEEEEE.FFFFFF"

Archive timestamps are recursively chained, with each new archive timestamp covering all preceding 
data, including the previous archive timestamp.
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For Reference: Comparison with ETSI JAdES
JAdES LTV-JWS

Concept Comprehensive specification
(aligned with the AdES family)

Lightweight specification
(straightforward extension of JWS)

Standards ETSI TS 119 182-1
ISO/AWI 14533-5 under development

Internet-Draft proposed to the IETF 
JOSE WG

Use Cases
Document and data signing and 
archiving, including legal 
documents under EU eIDAS

Document and data signing and 
archiving for lightweight use

In an ongoing project of Japan’s NILIM/MLIT, LTV-JWS was selected 
over JAdES to meet the need for a lightweight implementation.
Internet-connected units sign monitoring data; a central server adds RFC 3161 timestamps 
and creates a chained JWS using external references.
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Implementation and Hackathon
• Java reference implementation of the verifier available
• SIG-B / SIG-T / referenced JWS examples verified
• Tampering experiments prepared
• Feedback welcome

https://github.com/miyachi/draft-miyachi-ltv-jws/blob/main/implementation/HACKATHON.md

 Scan for the Hackathon instructions
At the Hackathon
• Run the test vectors (verify)
• Try the tampering experiments
• Review the draft
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 Several Hackathon participants expressed interest in LTV-JWS, 
including a contributor to the OAuth Token Status List specification.

 A participant expressed interest in a possible C implementation 
based on libjwt.

https://github.com/miyachi/draft-miyachi-ltv-jws/blob/main/implementation/HACKATHON.md


Questions for the WG

1. Is a lightweight, JOSE-native extension for 
long-term validation (LTV) of JWS useful?

2. Is there interest in developing this work in 
the JOSE WG?

draft-miyachi-ltv-jws-00
https://datatracker.ietf.org/doc/draft-miyachi-ltv-jws/
 Discussion and feedback are welcome.

7

https://datatracker.ietf.org/doc/draft-miyachi-ltv-jws/

	Long-Term Validation for JSON Web Signature (LTV-JWS)�� draft-miyachi-ltv-jws-00��IETF 126 Vienna
	What LTV-JWS Is
	LTV-JWS Levels and Benefits
	For Reference: LTV-JWS Signature and Timestamp Coverage
	For Reference: Comparison with ETSI JAdES
	Implementation and Hackathon
	Questions for the WG

