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Reminder: What This Document Is About

➢ JOSE & COSE Post-Quantum/Traditional composite algorithms (ML-DSA with ECDSA/EdDSA)

➢ Description of the Composite KeyGen, Sign and Verify algorithms

➢ Use of the AKP Key Type

➢ Test Vectors

➢ Support only the seed representation for ML-DSA private keys

alignment with the LAMPS composite draft

alignment with the COSE pure ML-DSA draft

➢ Security Considerations (separability, key reuse, key integrity, SUF-CMA, …)

ML-DSA-44-ES256

ML-DSA-65-ES256

ML-DSA-87-ES384

ML-DSA-44-Ed25519

ML-DSA-65-Ed25519

ML-DSA-87-Ed448



Since IETF 125

Update to WG –v2 and –v3

• Remove point compression for ECDSA.

• Remove ASN.1 structures from key and signature serialization subroutines (thus departing from the LAMPS draft).

• Remove base64url encoding step in JOSE, which didn’t correspond to the test vectors provided.

• Update COSE Algorithm values which were already allocated

PQ Interoperability - Hackathon Results at IETF 126 

• Defined artifacts_jose_cose_v1.zip for JOSE and COSE signature testing

• Added artifacts for the composite signatures defined in the draft



Discussion: keys and signatures encoding

ECDSA:
”A signature MUST be encoded as an Ecdsa-Sig-Value”
“The private key MUST be encoded as ECPrivateKey”

➔ Requires ASN.1 DER encoding

LAMPS Composite Document Our JOSE Document

“For the ECDSA component, this document departs from
[LAMPS], which requires Ecdsa-Sig-Value [RFC3279] and
ECPrivateKey [RFC5915]. Instead, the ECDSA signature, private
key, and public key MUST use the raw fixed-length encodings
already defined for ECDSA in JOSE [RFC7518] Sections 3.4 and
6.2.1.1, and in COSE [RFC9053] Sections 2.1 and 7.1.”

➔ No ASN.1 DER encoding

Which path to choose?

1. Keep the document as is, without ASN.1 DER encoding. This departs from strict alignment with the LAMPS draft, resulting in
multiple encoding formats for composite keys/signatures across the two specifications.

2. Align with LAMPS by reintroducing ASN.1 DER encoding. The JOSE draft will provide implementers with the necessary
details (extra tag and length bytes) to make DER encoding simpler. This yields a single, portable composite format.

pk <- SerializePublicKey(mldsaPK, tradPK)
sk <- SerializePrivateKey(mldsaSeed, tradSK)
s  <- SerializeSignatureValue(mldsaSig, tradSig)

serialization subroutines are used in LAMPS and JOSE 



Next Steps

• Update following WG’s feedback about composite keys/signatures encoding.

• WG Last Call?

Comments and suggestions are welcome
https://github.com/ietf-wg-jose/draft-ietf-jose-pq-composite-sigs
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