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Status

® Reviewing before WGLC. Main changes from -07 to -08.

O  #lssuel: Added requirements and considerations of the pre-shared key
#lssue2: Added pre-shared keys resumption requirements
#lssue3: Added text on explaining the "by reference" benefits of ID_CRED_PSK
#lssued: Updated considerations regarding OSCORE and RFC 9668
#Issue5: Added clarification after formal analysis, and updated security considerations
#lssueb: Updated test vectors

o O O O O O

#lssue7: optional PSK Identity Hint in message_2
o  Editorial changes
e  WIP: Integration of EDHOC-PSK into lakers



#Issue1: PSKs associated with a hash function or a cipher
suite?

PSK associated with hash function PSK associated with cipher suite
Flexibility Same PSK can be used with different cipher PSK tied to one cipher suite

suites that use the same hash
Agility Allows to migrate cipher suites Changing cipher suite requires changing PSK
Interoperability Simples negotiation Less flexible
Key length Typically 256-bit resumption keys (SHA-256) Can size PSK length to cipher suite (128-bit for

AES-128 cipher suites)

Constrained Easier long term maintainability Reprovisioning can be hard on devices that are not
devices easily accessible

Since reprovisioning can be highly problematic, we suggest opting for hash function association
(see Section 9.5 of [1] and email thread [2]).

[1] https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-psk-08.html
[2] https://mailarchive.ietf.org/arch/browse/lake/?gbt=1&index=rw-cGY67MONZ7X8WVh0GQubeS5w



https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-psk-08.html
https://mailarchive.ietf.org/arch/browse/lake/?gbt=1&index=rw-cGY67MONZ7X8WVh0GQu6eS5w

#lssue2: Resumption PSKs and application profiles

Issue:

- Erik mentioned:

- “Have you considered allowing parties to negotiate use of resumption, e.qg. by using EAD label(s), rather
than it be “contagious”?” [1]

- “The term “stronger” isn’t succinctly defined. Would you be open to relaxing this to “equal or stronger
EDHOC encryption key strength”? Could discuss whether to also require that the tag length isn’t shortened.”
[2]

- “The proposed scheme in section 6 for automatically generating rKID value has a non-zero probability of
generating the same rKID value for distinct PSKs. The problem is compounded when a node supports
EDHOC sessions with multiple peers.” [3]

[1] https://mailarchive.ietf.org/arch/msa/lake/kdokBewuS _di5cHI8w5RYOcTwZM/
[2] https://mailarchive.ietf.org/arch/browse/lake/?gbt=1&index=rw-cGY67MONZ7X8WVh0GQubeS5w
[3] https://mailarchive.ietf.org/arch/msa/lake/UPX2TZzTEsw40W8NFLOgvSkBLrU/
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Fix:

- Refer to draft-ietf-lake-app-profiles [1] rather than creating a new EAD item [2] (Section 6 of [3])
- Support for resumption MAY be indicated using means defined in [I-D.ietf-lake-app-profiles].
- Remove stronger/weaker statements
- Remove associations with cipher suite in exchange of hash function association (Section 9.5 and 6 of [3])

- [..] EDHOC-PSK takes a conservative approach to PSK usage by binding each PSK to a specific KDF through an
associated hash algorithm. A PSK MUST only be used with cipher suites that employ the same hash algorithm. For
externally provisioned PSKs, the hash algorithm MUST be provisioned together with the PSK. For resumption PSKs, the
hash algorithm is the EDHOC hash algorithm of the cipher suite selected in the EDHOC session in which the resumption
PSK was established, see Section 3.6 of [RFC9528]. If a PSK is combined with a different hash algorithm, the
Responder MUST reject the ongoing EDHOC session

rPSK
rKID
rID_CRED_PSK

Figure 3: Resumption Parameters.
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where:

« hash_length is the output size of the EDHOC hash algorithm associated with the PSK.

« kid_length defaults to 2 bytes.
\ kid_length is set to 2 bytes as a balance between

collision and bytes over the wire. The application
[1] https://datatracker.ietf.org/doc/draft-ietf-lake-app-profiles/ profile, however, allows to change it
[2] https://mailarchive.ietf.org/arch/msg/lake/NpNnvA9T|5XGpVODNnxiRidbY78k/
[3] https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-psk-08.html
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#Ilssue3: by reference benefits of ID CRED PKS

Section 3 [1]

PSKs need to be tied to a identity and other context. Using "by reference" approach of credential representation allows
ID_CRED_PSK to be kept minimal.

This separation allows EDHOC-PSK to minimize overhead for PSK identification while preserving flexibility in both identity
and contextual information, as well as the security properties associated with their use.

[1] https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-psk-08.html



https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-psk-08.html

#lssue4: OSCORE

Issue:

Erik mentioned: “Spec is currently silent as to whether OSCORE may be used to send the 4th message of a
resumption PSK exchange. It would need to update keys before doing so.” [1]

Fix: (Section 8 [2])

[RFC9668] describes an optimized use of EDHOC with OSCORE by combining EDHOC message_3 with the first
OSCORE request. [...] In EDHOC-PSK, authentication of the Responder is provided by message 4. Nonetheless,
the combined delivery, described in Section 3 of [RFC9668], can still be applied to EDHOC-PSK. Note that, in
this case, the Responder is not authenticated until the Initiator has verified a matching OSCORE response.

[1] https://mailarchive.ietf.org/arch/browse/lake/?gbt=1&index=rw-cGY67MONZ7X8WVh0GQu6eS5w
[2] https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-psk-08.html
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#Issued: Fix Security Considerations

Issue:

- Erik mentioned: “In security section, consider mentioning lack of Post Compromise Integrity. Long-lived keys
negotiated with EDHOC for IoT devices would benefit from a procedure similar to the TLS extended key update draft,
especially if a device is located where an attacker can gain temporary physical access and extract keys.” [1]

Fix: (Section 9.11 [2])

- When EDHOC-PSK is used for session resumption, the protocol provides Post-Compromise Security (PCS) for
the resumption key chain [...]

- Specifically, rPSK_(i+1) is derived via EDHOC _Exporter from PRK_out, which incorporates fresh ephemeral keying
material (G_XY) [...]

- This property applies only when resumption is used and new resumption keys are derived for each session. It does
not apply when a long-lived external PSK is reused directly across sessions without key rotation. [...]

[1] https://mailarchive.ietf.org/arch/browse/lake/?gbt=1&index=rw-cGY67MONZ7X8WVh0GQu6eS5w
[2] https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-psk-08.html
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#Issueb: Update Test Vectors

Issue:

- Incorrect naming of id_cred_psk_kid
- The draft states that the default length for id_cred_psk_length is 2 bytes, but the test vectors were calculated
using a 1-byte length

- id_cred_psk_length changed to kid_length
- Corrected the test vectors using a 2-byte long kid_length ( 00 10 )



#Issue?: optional PSK hint sent in message 2

Issue:

Add an optional PSK Identity Hint in message 2, similar to the PSK identity hint used in TLS 1.2 with PSK authentication
(RFC 4279). The content and processing of the hint would be up to the application.

OLD message_2: G_Y, Enc(C_R, EAD_2)
NEW message_2 option 1: G_Y, Enc( C_R, EAD_2[id hint, ...] )

NEW message_2 option 2: G_Y, Enc( C_R, ID_PSK_HINT, EAD_2)

Comments: option 1 seems less invasive and avoids “bigger” changes, such as recalculating test vectors and
formal analyses, and given that it is still an optional value, | believe it would make sense to add it in the EAD
item.
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Next steps

- Publish a new version after the comments on WGLC

- WIP: Merge PSK authentication into EDHOC /akers
https.//qithub.com/lake-rs/lakers/pull/415

11


https://github.com/lake-rs/lakers/pull/415

Thank you!



WGLC Reviews Summary

- Change normative references to informative
- Editorial changes
- Reordering of Processing message 3 (Section 5.3.3)
- OLD:
- Derive K_3 and IV_3 as defined in Section 4.
- NEW:
- Use ID_CRED_PSK to identify candidate authentication credentials and retrieve corresponding
PSK, CRED | and CRED_R
- Select first candidate

- Derive K_3andIV_3 aW This is to account for the possibility

of having multiple PSKs associated
with ID_CDRED_PSK

[1] https://mailarchive.ietf.org/arch/browse/lake/?gbt=1&index=rw-cGY67MONZ7X8WVh0GQu6eS5w
[2] https://mailarchive.ietf.org/arch/browse/lake/?gbt=1&index=rw-cGY67MONZ7X8WVh0GQu6eS5w
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#lssue7: rKID collisions

Issue:

- Erik mentioned: “The proposed scheme in section 6 for automatically generating rKID value has a non-zero
probability of generating the same rKID value for distinct PSKs. The problem is compounded when a node supports
EDHOC sessions with multiple peers.”

Fix:

- The 2-bytes length was chosen as a compromise between collision and bytes on the wire.
- It can always be modified through the application profile (added a reference to this in Section 6 [1])

14
[1] https://www.ietf.org/archive/id/draft-ietf-lake-edhoc-psk-08.html
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