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• draft-ietf-lake-authkem-edhoc-00 by Lidia Pocero Fraile, 
Christos Koulamas, Apostolos Fournaris, Evangelos Haleplidis [1]


• DH schemes can be vulnerable to PQ cryptanalysis!


• Extends EDHOC by incorporating quantum-secure cryptography


• Done via Key Encapsulation Mechanisms (KEMs) for key 
exchange and authentication


• Defines a new signature-free authentication method in which 
both parties authenticate using KEMs
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• Established shared session key and all intermediate key material is secret


• Identity protection for Initiator against active attacks


• Identity protection for Responder against passive attacks


• Mutual authentication 


• Key confirmation


• Integrity of the handshake


• Requirements of KEM: 


• IND-CCA2 security


• Shared secret must be cryptographically bound to the recipient’s public key

Claimed security properties
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• Basic Dolev-Yao attacker model


• Attacker essentially controls the network


• Can capture/block/modify/redirect/replay messages


• Can masquerade as honest principals


• Can interact with honest principals


• But cannot break perfect cryptography 


• For PQ abilities, we use the Store Now, Decrypt Later model


• Code written in Proverif

Formal verification
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• How to specify the KEM functions?


• [1]: EncapsCt/2, EncapsSs/2, Decaps/3

Decaps(EncapsCt(EncapsSs(kemPk(sk), r), kemPk(sk)), sk) = 
EncapsSs(kemPk(sk), r)


• [2]: Encaps/2, Decaps/2


Decaps(Encaps(n, kemPk(sk)), sk) = n


• [3]: KEM library in Tamarin, can set a variety of behavioural 
parameters 

KEM Specification
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• Established session key and all intermediate key material secret


• Mutual authentication and explicit key confirmation 


• At end of the protocol (cannot achieve this before message 2)


• Injective agreement on identities, connection identifiers, ephemeral 
keys, session key from I to R and from R to I


• Perfect forward secrecy of session key


• Identity protection for I against both passive and active adversary


• Identity protection for R only against passive adversary 


• For adversary initiator, R’s credential ID_CRED_R leaked

Verified properties
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Results
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[1] [2] [3]

Classic SNDL Classic SNDL

IKM Sec Y Y Y Y

Prkout sec Y Y Y Y

Injective 
Agreement for I Y Y Y Y

Injective 
Agreement for R Y Y Y Y

Perfect Forward 
Secrecy Y Y Y Y

Identity 
protection for I Y Y Y Y

Identity 
protection for R Passive Passive Passive Passive



Thank you!
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