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Recap

> Two peers have to agree on an EDHOC application profile, specifying:
— The intended use of EDHOC, as to relevant processing and verification of messages
— Parameters playing a role in the execution of EDHOC

» Facilitate the definition, discovery, and coordinated use of EDHOC application profiles
— A la carte: list individual EDHOC features; and/or
— Set menu: point to registered EDHOC application profiles, identified by integer ID

» “Venues” of coordination:
— CBOR Object “EDHOC_ Application_Profile” (for descriptions to store/retrieve and refer to)
— Target attributes for web linking, e.g., in CoRE Link Format
— New EDHOC EAD item “Supported EDHOC application profiles”
— New error code (ERR_CODE) for the EDHOC error message
— SVCB Resource Records (RR) for DNS
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Recent developments

» Version -04 was in WG Last Call from May 19 to June 2

» Thanks for the reviews and comments!
— Yuxuan Song
https://mailarchive.ietf.org/arch/msqg/lake/ZmVe CEgGwImxJewyz1nl540vCcQ/
— Brian Sipos
https://mailarchive.ietf.org/arch/msqg/lake/RJIASCXZrOFn3gEfHpAQYHIL Xu6w/
— Geovane Fedrecheski
https://mailarchive.ietf.org/arch/msg/lake/5ZiSV6AvnGdzoHNOHTvV90P8VRgQ/
— Elsa Lopez Perez
https://mailarchive.ietf.org/arch/msg/lake/FvOW_YstOf1EtYhz2DSGLWV9Iva/
— Gabriel Lopez Millan
https://mailarchive.ietf.org/arch/msg/lake/h2eKdsos9ohdKfVo Q0QZkzKNGZO0/

> New version -05 based on the WG Last Call reviews; replies sent on the list
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https://mailarchive.ietf.org/arch/msg/lake/h2eKdsos9ohdKfVo_QQZkzKNGZ0/

Other fixes

» Minor editorial improvements

» Fixed CDDL definition of the CBOR map EDHOC_Application_Profile
— array =2 [2*int]

> IANA considerations
— Added references to IANA registries
— More encoding considerations for the media type “edhoc-app-profile+cbor-seq”
— Suggested values for requested codepoints

» Notation in the following slides
— LAKE-DOC - This document
— ACE-DOC - draft-ietf-ace-edhoc-oscore-profile
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Yuxuan’s review (1/2)

https://mailarchive.ietf.org/arch/msaq/lake/ZmVeCEgGw9mxJewyz1nl540vCcQ/

» Comment: clarify the purpose of “app_prof” in the EDHOC_Application_Profile object

(from LAKE-DOC) and in the EDHOC _Information object (from ACE-DOC)
— In EDHOC_Application_Profile - Identifier of the defined profile
— In EDHOC _Information - Identifier of a profile supported in a concrete EDHOC context/resource

» Section 1 “Introduction”
— Expanded high-level description of the parameter “app_prof’
— Clarified meaning of “app_prof’ when used in one object or the other

» Section 2 “EDHOC_Application_Profile”
— Clarified meaning when used in the EDHOC _Application_Profile object

» Section 3.2 “In the EDHOC _Information Object”
— Clarified meaning when used in the EDHOC _Information object
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Yuxuan’s review (2/2)

» Comment: explain the motivation for advertising application profiles with EAD items

» Section 5.0 “Advertising Supported (...) Profiles during an EDHOC Session”
— Extended the preable text to clarify that, unlike the other discovery mechanisms:
Supporting the EAD item is the only pre-requisite (unlike, e.g., relying on web-linking or DNS)
A peer can advertise what it supports/prefers even if it is a client-only peer
A peer can advertise information aligned with its current status and the ongoing EDHOC session

» Comment: explain what happens if the session conflicts with an advertised profile

» Sections 1.1 and 5.1 now further clarify that:
— Parameters describing a profile can be prescriptive or non-prescriptive (types defined in ACE-DOC)
— Conflicts are limited to violations of prescriptive parameters, wherever they appear - Session aborted

» Section 3.4 of ACE-DOC also expanded on conflicts with “prescriptive parameter”
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Brian’s review (1/2)

https://mailarchive.ietf.org/arch/msaqg/lake/RIJIAS5CXZrOFn3gEfHpAQyYHILXu6w/

» Comment: give guidelines to extract CDDL definitions using an Xpath expression

» Section 1.1 “Terminology”
— Done, based on similar text from draft-ietf-dtn-bpsec-cose

» Comment: fix and improve the CDDL definition of ead_value for the
new EAD item, to use CDDL sockets for better extensibility

» Section 5.1 In EDHOC Message 1 and Message 2
— OLD
EDHOC _Information = map
— New
EDHOC_Information = { * $$EDHOC _Information_item } .within
IETF 126 Meeting — Vienna | 2026-07-20 | Page 7 {* (int/ tstr) => any }


https://mailarchive.ietf.org/arch/msg/lake/RJA5CXZrOFn3gEfHpAQyHiLXu6w/

Brian’s review (2/2)

» Comment: explain the purpose of each well-known profile;
some are guessable, others are not

» Sections 7.x “Well-Known Application Profile ...”
— Added one paragraph, with the gist that the profile is meant to embody
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Geovane’s review (1/2)

https://mailarchive.ietf.org/arch/msqg/lake/5ZiSV6AvnGdzoHNOHTv90P8VRgQ/

» Comment: for self-containment, change “error code (ERR_CODE) 1”
to be “error code (ERR_CODE) 1 unspecified error”

» Done throughout the document, for all error codes that are mentioned

» Follow-up: improved semantics of ERR_INFO with the new ERR_CODE
— OLD: ERR_INFO advertises the supported EDHOC application profiles
— NEW: ERR_INFO advertises the supported EDHOC application profiles AND indicates
the error that has occurred with a text string (like when using ERR_CODE = 1)
— Updated name of error message: err-info = bytes .cborseq ERROR OUTER SEQ

“Unspecified error and supported , , _
; This defines an array, the elements of which

EDHOC application profiles” ; are to be used in the CBOR Sequence ERROR OUTER SEQ:
ERROR OUTER SEQ = [diagnostic info, APP_PROF SEQ]
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Geovane’s review (2/2)

» Comment: if learning about another peer’s support through unprotected
advertisement, don’t store that information until securely confirmed

» Section 9.3 “Logging and Reporting”
— Updated: verify the information to be reliable and authentic before persisting in local storage

» Section 10 “Security Considerations”
— Updated: stressed that, until verified, the information is just a hint
— Given example: for the Responder, the content of EAD 1 is just a hint, which becomes
reliable when successfully processing message 3 in the same session
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Elsa’s review

https://mailarchive.ietf.org/arch/msqg/lake/FvOW YstOf1EtYhz2DSGLWv9lvg/

» Comment: like mentioned by Yuxuan, clarify the meaning of the
parameter "app_prof", as usable in different places

» Addressed when addressing Yuxuan’s comment
— Updates in Sections 1, 2, and 3.2

» Comment: is “supports PSK resumption” an advertisable profile capability?

> Defined a new parameter “psk_resumption” (boolean, non-prescriptive)
— Update Section 4 - Defined parameter "ed-psk-resumption” for Web Linking
— New Section 5.1.2 - Defined new parameter "psk_resumption®for the EDHOC _Information
object and the EDHOC _Application_Profile object
— Updated Sections 11.3 and 11.4 - Added corresponding IANA registration requests
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Gabriel’s review (1/2)

https://mailarchive.ietf.org/arch/msg/lake/h2eKdsos9ohdKfVo O0QZkzKNGZ0/

» Comment: like mentioned by Yuxuan and Elsa, clarify the relationship
between the objects EDHOC Information / EDHOC_ Application_Profile

EDHOC Information = Circumstance-specific profile description

v

EDHOC_ Application_Profile = Circumstance-independent profile description

A

Section 1 “Introduction”
— New fifth paragraph, explaining the difference between the two objects

N

Section 2 “EDHOC_Application_Profile”
— New third paragraph, restating the differences for the object defined in this section

A
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Gabriel’s review (2/2)

» Comment: clarify purpose of parameters for web linking in the introduction;
why not defined as part of the EDHOC Information element?

» EDHOC Information elements are defined for the corresponding information
— Parameters for web linking are analogous but to be defined separately

» Section 1 “Introduction” — Expanded bullet point on those parameters:
— They are for web linking (RFC 8288)
— They correspond to EDHOC _Information elements
— They extend the set of parameters for web linking that RFC 9668 started
— They can be used as target attributes in a web link to an EDHOC resource
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Next steps

> Received review from IANA [1] on registrations in DNS SvcParamKeys registry
— Section 11.7: change requested values 12 (now taken!) and 13 to TBD1 and TBD2

> Address IANA’s comment in v -06 & Ready for the Shepherd review and write-up

» Three normative references are Internet Drafts
— (A) https://datatracker.ietf.org/doc/draft-ietf-cose-cbor-encoded-cert/

In IESG Evaluation (has enough position to pass)
— (B) https://datatracker.ietf.org/doc/draft-ietf-ace-edhoc-oscore-profile/

Ongoing WG activities, likely to complete soon
— (C) https://datatracker.ietf.org/doc/draft-ietf-lake-edhoc-psk/
Completed WG Last Call

» Hold publication request until (B) and (C) are sent to the IESG?
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Thank you!

https://github.com/lake-wag/app-profiles
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