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Motivation

● Provide a KEM-KEM-based, signature-free authentication method for EDHOC that:

○ Reduces memory overhead and processing time to support more constrained devices. 

○ It’s the method presented throughout Objective 1 as KEM, and when using ML-KEM-512 it shows:

■ Class C1 support without out-of-band PSK provisioning 

● <2.3 KiB RAM, <16 KiB Flash PQC Memory footprint

■ Faster than signature-based authentication in some conditions

● For B2 PHY rates (>10⁵ bit/s) under S1/S2 or larger MTUs Classes
● Example results for 20 MHz CPUs under lossless link-to-link conditions

○ For BLE network (S1/B2)→ ~0,34 s
○ For IEEE 802.15.4 (S1/B2) → ~0,45 s
○ For NB-IoT (S4/B2) →~0,58 s

Method 3 PQEDHOC RF9528
Signature free
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Mutual KEM-Based Authentication Method for EDHOC

EDHOC Message Flow for Method 5: 
Signature-free KEM-based auth for both I and R

● Single-KEM design for both key 
exchange and mutual authentication

INITIATOR  
Static-KEM pair

ID_CRED_I

Ct_I

MAC_3

RESPONDER  
Static-KEM pair

ID_CRED_R

Ct_R

MAC_2
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Mutual KEM-Based Authentication Method for EDHOC – Overview
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Mutual KEM-Based Authentication Method for EDHOC – Key schedule

● Shared secrets replaced with KEM shared secrets

● Two additional messages introduced: msg 4 and 5

● MACs moved from msg 2/3 to msg 4/5, where the 
parties can authenticate themselves 

● MAC contexts updated to include: 
○ The latest available transcript hash
○ Message-specific application data 

● Transcript hash inputs adapted to the new message 
formats

● New TH5 computed and used as AAD for MAC_3

● Msg 4/5 encrypted and authenticated with a key 
derived from a PRK combining all three KEM shared 
secrets

● Application key derived from the same PRK

EDHOC Key Schedule for Method 5: 
Signature-free KEM-based auth for both I and R
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Mutual KEM-Based Authentication Method for EDHOC

● Maintains EDHOC message formats, key schedules, and security 
mechanisms, aiming to preserve equivalent security properties

● TH chaining based on accumulated previous TH values and the current 
plaintext message

● MACs are computed over Message data (credentials), and THs                                
→ verify handshake integrity and authenticity, while also providing credential 
binding.

● Following the Noise Framework/EDHOC key schedule, each new shared secret 
is immediately mixed into the session state

○ message_3 encryption key derived from  ss_R and ss_eph

○ only the Responder owning sk_R can decrypt message_3,

→ Aims to provide Initiator Identity Protection against active attacks
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Adoption Review Messages

● IIANA-Related Comments (Brian S. , Jhon Mattsson, Marco Tiloca)
○ 5.1 COSE Algorithm Registration (COSE needs to define a CBOR object for ML-KEM 

algorithms.)

■ Agree that this should be addressed in the COSE draft and support its reactivation.

■ Until then, keep Section 5.1 to highlight this dependency explicitly.

○ 5.2 EDHOC Cipher Suite Registration

■ Agree that cipher suite registration should be addressed in draft-ietf-lake-pqsuites-00

■ Delete Section 5.2 and reference that draft in the text.

○ 5.3 EDHOC Method Registration 

■ Agree to align with the draft-ietf-lake-pqsuites-00 → By adding corresponding values 
for the new proposed column “Requires DH/NIKE”

■ May should make an IANA early registration for EDHOC method 5?
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Adoption Review Messages

● Erik comments

○ Clarify Fig 2: Agree 

○ Unidirectional Authentication Method

■ It proposes to extend a mode where only the Responder is 
authenticated, and the Initiator remains anonymous.

● That could potentially reduce message overhead

■ Need to assess WG interest and identify concrete use cases 
before considering this extension.

● Would weaken security properties.
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Implementation Feedback for the Next Revision

● Correct Figure 1 so that message_3 is protected using AEAD 
rather than only encryption.

● Reorder the elements in plaintext_4 and plaintext_5 so that 
the MAC precedes the EAD, aligning their structure with 
messages 1, 2, and 3, where application data is encoded as 
the final element.

● Update the formats of messages 3 and 4 to follow the same 
encoding approach used for message_2 and specified in 
Section 5.3.1 of RFC 9528, using direct concatenation of the 
individual elements.



Looking for feedback from the WG !
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