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@ Context and objectives
© Ephemeral KEM EDHOC-PSK

© Formal verification with SapPic+
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Context and objectives

Context
e Post-quantum secure extension for EDHOC
— with PSK authentication mode (part of DT objective 1)
e Extension of previous formal verification of EDHOC-PSK
and based on proposal of draft-ietf-lake-pqsuites-00
e Use of an ephemeral KEM instead of the ephemeral ECDH exchange

Objectives
e Basis for the security proof of this method

e Supplement to the work of Jacomme et al.
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Protocol overview

METHOD, SUITES_I, kem.pkepn, C_I, EAD_1

message_1

kem.Ctepn, Enc(KEYSTREAM_2; C_R, EAD_2)

message_2

Enc (KEYSTREAM_3; ID_CRED_PSK, AEAD(K_3; EAD_3))

message_3
AEAD(K_4; EAD_4)

message_4

Figure: EK-EDHOC-PSK
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e Formal verification with SAPIC+
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The symbolic model with a Dolev-Yao attacker

e Cryptographic primitives are considered perfect

e The (Dolev-Yao) attacker fully control the network
— intercepts, replays, injects messages...

e and is equipped of additional capabilities

— compromise of PSK, PRK_out, kem.Skepn, kem.rdmepy

Clément Papon & Cristina Onete (Xlim) Formal Verification of EK-EDHOC-PSK 8 /12



The symbolic model with a Dolev-Yao attacker

Cryptographic primitives are considered perfect

The (Dolev-Yao) attacker fully control the network

— intercepts, replays, injects messages...

and is equipped of additional capabilities

— compromise of PSK, PRK_out, kem.Skepn, kem.rdmepy

Two model of XOR encryption
— as a classic symmetric encryption, or with the SAPIC+ xor builtins
Two model of KEM

— a classical one (closer from symmetric encryption)

— a more theoretical one (e.g., closer to the structure of ML-KEM)
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Security properties — Traces

e Mutual Authentication and Key Agreement
* The Responder authenticates the Initiator
+ injective agreement on exchanged data to compute PRK_out
* The Initiator authenticates the Responder
+ injective agreement on PRK_out
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Security properties — Traces

e Mutual Authentication and Key Agreement
* The Responder authenticates the Initiator
+ injective agreement on exchanged data to compute PRK_out
* The Initiator authenticates the Responder
+ injective agreement on PRK_out
e Confidentiality
* Secrecy of PRK_out from the Initiator's point of view
* Secrecy of PRK_out from the Responder’s point of view
* Secrecy of PRK_out upon agreement
* Perfect Forward Secrecy

e Resistance to Unknown-Key-Share attacks
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Security properties — Equivalences

e ldentity protection
* Anonymity
% Unlinkability

— over pairs of endpoints (I,R), (I',R’)

Clément Papon & Cristina Onete (Xlim) Formal Verification of EK-EDHOC-PSK



Minimal compromise scenario

Trace property

Compromise

Full agreement R/I PSK

Full agreement I/R PSK

Initiator secrecy of PRK_out PSK V PRK_out

Responder secrecy of PRK_out PSK V PRK_out

|
|
|
|
|
Global secrecy of PRK_out ‘ (PSK A kem.skepn) V (PSK A kem.rdmepn) V PRK_out
|

PFS kem.skepn V kem.rdmep, V PRK out
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Thank you!
Questions?
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