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Background

® [S-IS Process ID is the local identifier to distinguish and manage multiple IS-IS protocol instances running on a
single router.
» It is not affect or serve as a criteria for IS-IS neighbor adjacency establishment.

» It is not transmitted to neighboring routers and does not appear in any IS-IS PDU.

® [S-IS process ID is typically used for route control on a router.
* Route redistribution: Import/export routes from other routing protocol instances into the IS-IS process
identified by a specific process ID.

* Route Filtering: Filter routes that are imported from a specified IS-IS process.

While the IS-IS Process ID is locally significant, the routing control logic bound to it is globally affecting.



Motivation

® Operator networks typically adopt a hierarchical design model, consisting of access, core, and aggregation layers. To achieve routing
isolation, a single IS-IS domain is used within each layer, while inter-layer route import/export is controlled via IS-IS Process IDs.

® For operators, to reduce configuration and maintenance complexity, the interfaces within IS-IS domain are usually configured with
the same IS-IS process ID, while different domains use different IS-IS process IDs.

® In this case, if the IS-IS process ID within the domain is misconfigured, it may lead to routing loops, with difficult troubleshooting

(because the IS-IS adjacency remains up).
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@ Ifthe interface on Spinel that connects to Super-Spinel is misconfigured to belong to Process 2, this causes Super-
Spinel's routes to be directly advertised to A-leafs through Spinel;
(@ At the same time, Spine2 is still advertising the received A-Leafs routes to Super-Spinel, causing the routing loop;

A feasible approach is to verify whether the IS-IS process IDs are consistent
before establishing an IS-IS adjacency within domain.



Solution--Option A: new Process-ID TLV

® A new type of TLV named Process-ID TLV is defined, which carried in the IS-IS Hello PDU.
® [t is an optional TLV, meaning that a router not supporting this extension will silently ignore it.
® [f both ISs on the circuit support Process-ID TLV, the Process ID carried in Process-ID TLV will be verified alongside

Area Address, System ID, and other validation information during the IS-IS adjacency establishment process.
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Solution--Option B: extended IID-TLV

® RFC 8202 (IS-IS Multi-instance) defines the IID-TLV to carry the Instance Identifier (IID) and Instance-specific
Topology Identifiers (ITIDs).

» [ID-TLV identifies the unique instance and instance-specific topology/topologies, 1s carried in all IS-IS PDUs.

* The absence of IID-TLV implies IID #0 (IID #0 reserved for the standard instance supported by legacy systems).

* [IS-IS PDUs associated with the standard instance MUST NOT include an IID-TLV except where noted in this RFC.
® This document extends the applicability of IID-TLV and introduces a new sub-TLV to carry process ID information.

* It permits the standard instance to advertise the IID-TLV with IID #0 in the IS-IS Hello PDU.

* A new Process-ID sub-TLV is specified to carry the Process-ID within IID-TLV(with the same format as Option A).

* [t is an optional function, meaning that a router not supporting this extension will silently ignore it.

Option B could support Process-ID verification by merely upgrading the extension for the

standard instance (without requiring full multi-instance capability)



Next Steps

® Which option is better, Option A or Option B?
® Does the same requirement also exist for OSPF?
® Welcome for suggestions and comments!

® Continue to improve the document.



