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Overview & Motivation

® What: a new IS-IS capability sub-TLV that advertises measurement group
membership for Active Measurement Protocols (AMPS)

® Initially targets TWAMP (RFC 5357) and STAMP (RFC 8762)

® Why: Routers require automated discovery of other routers in the same
measurement group

® Discovery must work within and across IGP areas

® Enables automatic setup of measurement sessions — no manual endpoint
configuration on every IS-IS Router

® How: Advertise membership in the IS-1S Router Capability TLV (242), so it
leaks across area boundaries

® Modeled on S-BFD discriminator advertisement (RFC 7883)



AMP Measurement Group Sub-TLV — Format

Carried in the IS-IS Router Capability TLV (242), per RFC 7981

0 1 2 3
012345678901234567890123456789601
+-t-t-F-F-F-t-F-F-F-t-F-F-F-t-F-F-F-t-F-F-F-F-F-F-F-F-F-F-+-+-+-
| Type | Length | Group ID | Protocol
+-t-t-F-F-t-F-t-F-t-+-F-F-F-t-F-F-F-FoF bttt -ttt -t -t -+ -+-+-
| IPv4 or IPv6 Host Address (4 or 16 octets)
+-t-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-F-+-+-

+— +— +

® Type: TBD (IANA). Length: 6 (IPv4) or 18 (IPv6) octets

® Group ID: identifies a measurement group; a router may advertise several
® Protocol: Single AMP identifier carried as a value (no longer a bitmap)

® Host Address: IPv4/IPv6 interface address (physical or loopback)

® Keyed by (Group ID, endpoint); multiple instances allowed



Active Measurement Group ID

® Currently 1-Octet Field for Group of IGP Routers participating within a
mesh of AMP sessions

® Single octet could be expanded to two octets

® With two octets (16 bits), the group ID could be sole identifier with each unique
IPv4/1IPv6 Endpoint and AMP protocol requiring its own group ID.

® Multiple EPs is advertised with multiple Group IDs in multiple sub-TLVs. Multiple EPs
could be used to measure different paths or even different data planes.

® Multiple Ways to Encode (considering IS-IS constraints):
® 2-Octet Group ID/1-Octet Protocol ID
® 2-Octet Group ID — No protocol ID (reserved ranges of groups IDs per protocol).
® 1-Octet Group ID — Allows reuse for multiple AMP protocols (protocol to DB key)
® List of <group id, protocol, AF, EP> tuples in single sub-TLV



Active Measurement Protocol Value

Protocol field (1 octet) carries a single AMP identifier as a value — not a bitmap

Value Protocol Reference
1 TWAMP RFC 5357
2 STAMP RFC 8762
0 Reserved

3-255 Unassigned

® One protocol per sub-TLV instance
® An endpoint supporting multiple protocols is advertised with multiple sub-TLVs

® Active Measurement Protocol Values assigned via IETF Review (RFC 8126)



Operations & Session Establishment

® Advertising: Participating routers include the sub-TLV in its Router Capability
TLV

® One instance per (endpoint, group ID) or per (larger group ID)
® A multi-protocol endpoint is advertised with a separate sub-TLV per protocol value
® Receiving: build a measurement-group membership database from received
sub-TLVs
® Discover peers in the same group and auto-configure sessions
® Session establishment: Session per protocol between a pair of IP endpoints
® Independent of how many groups the two endpoints share
® The router with the lexicographically greater endpoint address initiates

® Membership change - re-advertise; receivers update their database and
AMP protocol sessions. 6



Next Steps & Discussion

® Individual Drafts — Requesting WG Adoption
® OSPF Extensions
® Questions for the WG

® Group ID (1 or 2 octets) and encoding options?
® Overlap with other STAMP / TWAMP discovery work?

® Ask: comments and feedback concurrent with WG adoption
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Use Case & Requirements

¢ Different IGP routers participate in different measurement groups
® GroupA - TWAMP, Group B - STAMP, Group C - other operational use

® Requirements
® Discover which routers belong to which measurement groups
® Work within and across IGP areas - information must be leakable
® Identify membership by interface address (IPv4 or IPv6)
® Address may be on a physical or a loopback interface

® The same interface address may serve multiple groups



Why an IS-IS Capability Sub-TLV?

® Loopback interfaces must be supported — but a loopback has no adjacency

® Sothere is no per-link ASLA sub-TLV to carry the information

® Solution: carry membership in the Router Capability TLV (TLV 242, RFC
7981)

® Flooded domain-wide and leaked across areas when configured

® Same pattern already used for S-BFD discriminators (RFC 7883)

® One new capability sub-TLV carries everything needed:

® Group ID + protocol value + endpoint address
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IANA & Security Considerations

® |ANA — two requests

New sub-TLV type in the “IS-IS Router Capability TLV sub-TLVS” registry

New “AMP Measurement Group Protocol Values” registry under IGP Parameters

® Value 1 = TWAMP, 2 = STAMP; 0 reserved, 3-255 unassigned; IETF Review (RFC
8126)

® Security

IS-1S security considerations apply (RFC 1195, RFC 5304)
Spoofed sub-TLVs - failed sessions, misconfiguration, resource exhaustion
Mitigate with 1S-IS authentication plus access control and monitoring

Advertised data reveals measurement endpoints — may be sensitive
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