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What’s New? 
• Yang Database Checksum has been split off into a 

different draft
• New area of work, check draft-hegde-lsr-isis-osnc

• Massive expansion of scope 
• Replay protection for ISIS based on timestamping 



Huh, What’s “Replay 
Protection”
• Attack vector 

• By some means get a recording of a Hello Packet with Init State on a link
• For fun and profit sporadically inject that packet onto such link
• Authentication won’t help

• State of the art (assumes cryptographic integrity protection)
• During bring-up offer a random ’soft nonce’ and reflect neighbor’s nonce
• Flip nonces periodically while preserving a window during flips
• Protecting flooding needs an ‘outer envelope’ with hello nonces 
• RFC 9692 implements the state-of-the-art solution 



So, Only the Best for ISIS: Let’s 
Use Nonces; Well …  
• We could be we don’t have an ’outer envelope’ to protect flooding 

• MTU problems for flooding unless changed everywhere
• L2 fragmentation would solve the problem but leads to high complexity

• We do have timestamps 
• Looser protection but a good approximation 
• Backwards compatible 
• Needed anyway for TED and operational measurements
• Clock synchronization problem for replay protection becomes more pressing 
• IIH three-way and authentication MUST be enabled 



Clocks, Skews, Proxies & 
Deltas
• Skew encoding changed in draft to allow for better precision
• Node not having a clock can “proxy” one by simple Paxos approximation 

from timestamps in IIHs from peers 
• Timestamp from a “proxy” clock is indicated as such in IIH
• Only “real” clocks can be used to derive a “proxy” clock 

•  |Small Delta is basically local precision + peer precision on timestamps 
multiplied by small constant 
• Window in which peer’s timestamp is considered valid 

• |Large Delta used for flooding and talked about later 
• |Proxy clock timestamps allow for a somewhat larger acceptance window



Flooding is trickier
• LSP timestamp carries originating lifetime 

• |Large Delta is flooder skew + local skew multiplied by larger constant 

• Very rough acceptance picture 

orig_timestamp                                     now                  

orig_timestamp + orig_lifetime

  |                                                                  

|                                              |

  |=================================|=======================|

  |<--- elapsed since origination ------->|<---------- 

lsp_lifetime ----->|

  |                                                                  

|                                              |

  |<------------- --- orig_lifetime (from Timestamp TLV) ---------

------>| 



IIH acceptance is way trickier 
than one would think … 
• Problem of nodes sending mix of timestamped and not (reconfig)

• IIH acceptance
• On Down reset all previously seen timestamps for things 
• As long no valid timestamps seen in Down accept anything 
• Once a valid timestamp is seen store it and update when packets 

with valid timestamps received 
• Once valid timestamp stored drop e’thing w/o a timestamp
• Drop everything that is not strictly monotonic



And LSP Acceptance even 
more so … 
• LSP lifetime larger than originating lifetime fails

• Lifetime on LSP not computing correctly based on original lifetime in 
timestamp and clock fails

• Once a valid timestamp stored for fragment; anything deviating more 
than |L fails 
• Monotonic is checked but _not_ strict monotonic 

• Newer version w/o timestamp resets the stored valid timestamp 
• High seq# increments recommended to prevent “recorded 

sequences w/o timestamp” attacks 



And purges are worst … 

• And are 
• Documented in the draft
• Or otherwise recommended as exercise for puzzle-

loving reader 
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