
Unobtrusive Signatures

MAILMAINT
IETF 126
Vienna

Kai Engert, Andrew Gallagher, Daniel Kahn Gillmor



Unobtrusive Signatures 2/12

Goals
Reduce cost of signing (sender shouldn’t have to weigh 
whether to sign or not):
● Signed mail must be readable in legacy MUA
● No confusion for naive recipients (“can’t open 

attachment”, etc)
● Broken signature no worse than no signature
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[Non-goals]
● Make cleartext signed messages tamper-resistent
● Anything to do with encrypted messages
● Novel cryptographic work
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Since last time…
● Align canonicalization with DKIM simple
● Report: signature breakage with one common MTA
● CMS in addition to OpenPGP
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Message Normalization
Align with DKIM “simple”
● Structure message robustly before signing:

– Apply Content-Transfer-Encoding to make it 7-bit clean
– Avoid multiple blank lines at the end of message
– CRLF line endings

● Verifier canonicalizes before verifying:
– CRLF line endings
– Trim extra blank lines at end of message
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Signature Breakage with Exchange…
● MS Exchange modifies message body in transit, including:

– Reflowing base64 CTE
– Reformatting HTML in text/html parts
– Stripping some internal MIME part headers

● UO Sigs likely break; no known canonicalization helps
● Exchange does keep known multipart/signed intact as a 

special case (UO Sigs don’t match)
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…Signature Breakage…
● Observations:

– (UOSig Goals) ∩ (Intact Exchange Transport) = ∅
– Any MTA can always break a message signature
– Some MTAs are configured explicitly to break 

signatures (URLDefense, “This Message Is External”, …)
– Exchange can protect UOSig if they choose (like m/s)
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…Signature Breakage
● Tentative conclusion:

– No worse than baseline unsigned message (broken 
UOSig by definition is the same as unsigned)

– Some users might prefer to switch to “obtrusive” sigs if 
they have a known-corrupting MTA in the path and 
that MTA preserves multipart/signed messages 
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Unobtrusive CMS
● Initial draft handles OpenPGP, with room for CMS
● Added proposed specification for CMS
● Concerns about inaccurate text (#28) (thanks, Taavi)

– Need CMS expert to propose concrete improved text
● Please process test vectors and report back!
● Or, should we remove CMS?

https://gitlab.com/andrewgdotcom/unobtrusive-signatures/-/work_items/28
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Implementation status
● Thunderbird (#1958983)
● Emacs mml-mode (#78448)
● Private report of another implementation

https://bugzilla.mozilla.org/show_bug.cgi?id=1958983
https://debbugs.gnu.org/78448
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Asks to Members of WG
● Review draft
● Process test vectors and give feedback
● Report publicly on implementation status
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Any Questions?
https://gitlab.com/andrewgdotcom/unobtrusive-signatures

https://gitlab.com/andrewgdotcom/unobtrusive-signatures

