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About Babel

 Babel 1s based on the distance-vector algorithm
(also known as distributed Bellman-Ford)
augmented with mechanisms for loop and starvation
avoidance. Babel has been described as “RIP on
speed” since 1t 1s based on the same principles but
has refinements that make 1t react much faster to
topology changes.

* In practice, Babel had proven to be particularly
effective 1n networks consisting of a mixture of
links with time varying quality, high- and low-
quality links, such as wireless or hybrid
wireless/wired networks.




About Babel (continued)

 Babel 1s standardized mm RFC 8966.
* Multiple opensource implementations.

 See https://en.wikipedia.org/wiki/Babel (protocol)

 Babel 1n depth:

* https://www.irif.fr/~jch/software/babel/babel-
20150804.pdf
(References earlier RFC 6126 which has been obsoleted
by RFC 8966)
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About IEEE 802.11 Mesh

* 802.11 Mesh (802.11s) was 1nitially targeted just at

“wireless backhaul” to allow multiple hops through
Access Points.
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About |IEEE 802.11 Mesh (cont.)

* Mesh was generalized and, while still useful for wireless
backhaul, 1s actually provides the services of a single link:
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About |IEEE 802.11 Mesh (cont.)

* In an 802.11 mesh, Stations usually send mesh beacon
frames periodically that include Mesh ID, Path Selection
Protocol & Path Selection Metric, etc. Matching mesh
Stations peer with each other and negotiate pairwise keying.
Each distributes its group key to its peers.

* The entire mesh appears from outside to be a multi-access
layer 2 link.

* Frames send over a radio link inside an 802.11 mesh have up
to 6 MAC addresses.
* SA = Source Address, DA = Destination Address

* MSA = Mesh Source Address (where frame enters mesh or
originated inside mesh)

* MDA = Mesh Destination Address (where frame exits mesh or
terminated inside mesh)

 TA = Radio Transmitter Address, RA = Radio Receiver Address
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About |IEEE 802.11 Mesh (cont.)

* How are loops through networks outside the mesh stopped?
This is all layer 2 so 1t just uses spanning tree.
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About IEEE 802.11 Mesh (cont.)

» An 802.11s mesh depends on the Path Selection Protocol and Link
Metric for that mesh to determine how to forward frames.

« It was realized, when 802.11s was developed, that different path selection
protocols would be suitable for different mesh conditions and/or mesh
Station types. Thus 802.11 mesh was designed to be extensible by
specifying additional Path Selection Protocols and Link Metrics,
including those developed outside of 802.

* The default path selection protocol and the only one specified in the
802.11 Standard 1s HWMP (Hybrid Wireless Mesh Protocol) based on
AODYV with tree-based additions. (Early in the standardization effort for

802.11s 1t also had a “Radio Aware OLSR” based alternate Path
Selection Protocol but this was removed.)
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About |IEEE 802.11 Mesh (cont.)

* 802.11s no longer exists as a separate document but has been
merged with the main IEEE 802.11 Standard whose most
recent version 1s 2024. “802.11 Std 2024” is available

through the Get 802 Program.

* See https://ieeexplore.ieee.org/browse/standards/get-program/page

* There are implementations/uses of 802.11s mesh and
HWMP.
* See https://en.wikipedia.org/wiki/IEEE 802.11s
* Has been implemented in Linux and BSD Unix
* Early version in One Laptop Per Child

* Wi-F1 mesh products are widely available but are usually not
fully conformant to the 802.11 Standard for Wi-Fi1 Mesh.
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Babel for 802.11 Mesh

What could Babel for 802.11 encompass?

* Primarily, an IETF RFC specifying how to use the
fundamental Babel routing method inside IEEE
802.11 Mesh as a Path Selection Protocol.

* Secondarily:

* An IETF RFC (or part of an RFC) specifying how to use
Babel delay-based Link Metric inside IEEE 802.11
Mesh. Example metric:

* https://datatracker.ietf.org/doc/html/rfc9616

* Tertiarily (more like 802.11 for Babel):
» Specify how to use the 802.11 Air Time Link Metric in BABEL.
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We Have Explicit Permission from
IEEE 802.11 to Do This

* Presentation to IEEE 802.11 May 2023 Meeting

* https://mentor.ieee.org/802.11/dcn/23/11-23-0769-00-0000-babel-
for-802-11-mesh.pptx

e [1aison to the IETF from IEEE 802.11

* https://www.ietf.org/lib/dt/documents/I IAISON/liaison-2023-06-07-
ieee-802-11-babel-liaison-to-ietf-babel-wg-on-alternative-path-
selection-protocol-attachment-1.pdf

“... While the IEEE 802.11 WG has no view on whether such an activity is
justified or not, the IEEE 802.11 WG has no objection to such work being
undertaken in the IETF. Such work 1s possible because the IEEE 802.11
standard was designed to enable the development of a variety of mesh path

selection protocols and/or link metrics to extend the range of conditions for
which an IEEE 802.11 mesh is suitable. ...”
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Babel for 802.11 Mesh

Questions:
1. Howto form an 802.11 mesh that uses Babel
Protocols.

2. How to exchange Babel routing messages.

3. What extensions are needed to the Babel routing
protocol.
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1. How to form an 802.11 mesh
that uses Babel Protocols

* Mesh stations peer with each other and from an
802.11 mesh if the have the same mesh profile.

* The mesh profile consists of the mesh ID (like an
SSID but identifies the mesh) and several fields in
the Mesh Configuration element which appears in
Beacon, Probe Response, Mesh Peering Open, and
Mesh Peering Confirm messages. Those fields
include the active Path Selection Protocol Identifier
and the active Path Selection Metric ldentifier.

July 2026 MANET WG 14



1. How to form an 802.11 mesh
that uses Babel Protocols (cont.)

* When the Path Selection Protocol and/or Path
Selection Metric identifiers are set to 255 (OxFF),
then the Path Selection and/or Path Metric are
specified by on or more “Vendor Specific”
elements. Using the IANA OUI for IETF specified
vendor element(s):

1111111111222 2

0123456789 01234567890123
e e e e $-m - +
| Element ID=221 | Length |
tom e e e e e e +
| IANA OUI = 0x00000E |
tom e tom e - e e e +
| Subtype | Content
e T - -
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1. How to form an 802.11 mesh

tha

- uses Babel Protocols (cont.)

e To avoid Beacon bloat, we should minimize the
number of vendor specific elements. For example,
we could bit encode the selection of Babel routing

and

the Delay Based link metric into the Subtype

byte:
* 0x01 = use Babel Routing
* 0x02 = use Delay Based link metric
* 0x03 = use both Babel Routing and Delay Based metric
e (Could add encoding for other MANET protocol(s).)
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2. How to exchange Babel routing
messages

* This question needs further work.

* Babel routing messages need an appropriate
encapsulation as 802.11 control frames.

* Babel routing message could be placed in the
“Content” portion of a vendor specific element. For
such an element accompanying a Mesh
Configuration element, this seems like a particularly
appropriate place for a Babel Hello message.
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3. What extensions/changes are
needed in the Babel routing protocol

* This question needs further work.

* Will need a Babel Address Encoding Encoding type
for 48-bit MAC Addresses.

* Would not need to carry prefixes, just sets of MAC
addresses.

* See message on this topic from Juliusz Croboczek at
https://mailarchive.ietf.org/arch/msg/manet/RytJVo8HFy Z
ZKYFr5QmjuyO-Yl/

* If enough changes are made, maybe the result
should be called “Babel-L2” or the like.
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3. What extensions/changes are
needed to the Babel routing protocol

* Notes:

* Babelis very flexible on the link metric used as long as it
is monotonic and thus should work well with the 802.11

standard Air Time metric.

* 802.11 mesh provides its own security so Babel security
(RFC 8967, RFC 8968) is not relevant.

* 802.11 mesh handles multicast by flooding and pruning
duplicates so this is handled automatically.

July 2026 MANET WG 19



Next Step

* The open questions above and the existing
draft needs more work and discussion!
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