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• Traditional Slow Tarpit 

• https://zadzmo.org/code/nepenthes/

Nepenthes

Inspiration - Other Bot Traps

Library of Babel
• “every possible combination of 3,200 characters, 

including lower case letters, space, comma, and period …. 
it would contain every book that ever has been written, 
and every book that ever could be - including every play, 
every song, every scientific paper, every legal decision, 
every constitution, every piece of scripture, and so on.”  

• https://libraryofbabel.info/
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Inspiration - Other Bot Traps

Journal of Astrological Big Data Ecology

• Fictional scholarly 
articles, attempts to 
poison training data 
and search results 

• https://jabde.com/

https://www.reddit.com/r/aiwars/comments/1thmy7i/we_did_it_everyone_we_poisoned_the_well/
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What happens if…

1. You publish a valid 
robots.txt 

2. You have a theoretically 
infinite amount of content 

3. You do not throttle, 
manage traffic, or block 
the AI bots
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A fictitious company website

•Not a real company 

•Attempts to be 
authentic and 
authoritative  

•Content is text-heavy, 
easily crawled, and a 
simple structure

ACPWB.com

￼5

http://ACPWB.com


Quantity vs. Quality
We chose quantity.
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APRIL MAY JUNE JULY

ACPWB server  
overwhelmed by Qwen
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The Results

• 1 billion requests served in 5 months 

• Top 5 bots represent >75% of requests 

• 969,160,516 unique URL’s served 

• 1,842,730 hits on /robots.txt 

• Peak traffic: 
 ~1,500 req/sec 
1.5 Gbit/sec before gzip compression 
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Crawler Behaviors
•Bursty spikes in Traffic 

• Qwen/Alibaba - Hourly spike in traffic exactly on the hour 

•Generic User-Agent and faked HTTP referrer 

• Qwen/Alibaba - “Chrome” with a “google” referrer, 
always: 

• 47.79.202.10 - - [20/Jul/2026:01:06:32 +0000] 
"archives-1988.acpwb.com" "GET /12/06/talent-
acquisition-strategy-1083 HTTP/1.1" 200 23392 
"https://www.google.com/" "Mozilla/5.0 (Linux; 
Android 10; K) AppleWebKit/537.36 (KHTML, like 
Gecko) Chrome/132.0.0.0 Mobile Safari/537.36” 

•Some ignore 301/302 redirects 

•If your site is down, and once back online, some bots 
will IMMEDIATELY come back.
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BOT ROBOTS.TXT TOTAL REQ
Alibaba Qwen 91 247,607,460

OpenAI GPTBot 5 150,735,816
OpenAI SearchBot 194,888 170,080
OpenAI ChatGPT 6 9,274

Tencent 836 97,094,293
Anthropic ClaudeBot 244,916 63,110,939
SemrushBot 1,043,673 45,728,940
Amazonbot 137 41,629,223

Facebook Scraper 104,157 91,116
Meta ExternalAgent 1 32,633,521

Applebot 15,069 29,656,969

Googlebot 8,210 20,090
GoogleOther 1 2,802
Googlebot Mobile 1 5,530,934
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Request Lifecycle
Response returned in ~10ms

Internet (AS16842)

Crawler / Bot

Human Visitor

Spammer
Cloudflare
Email Routing

nginx
(load balancer +
TLS termination)

Django Workers (×N)

BotTracking +
RequestStream Middleware

Views
(honeypots, traps, content gen)

Deterministic Content Engine
(seed → same output)

Redis
(pub/sub + write queue)

WebSocket Service
(live stream)

Live Stats
(browser)

Crons (1-min / 30-min)

drain_crawler_data dashboard stats
+ graphs

PostgreSQL
(CrawlerVisit, ArchiveVisit,

WikiPage, Reports…)

HTTP

HTTP

SMTP

HTTP webhook

round-robin

seed

Async RPUSH

pub/sub

WebSocket
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• Subdomains appear to amplify traffic for 
some bots. 

• Theory: subdomains are treated by many 
bots as a separate website for traffic 
management.

Subdomains - *.acpwb.com

archives-1991.acpwb.com: 10451550
archives-2007.acpwb.com: 10417610
archives-2003.acpwb.com: 10338987
archives-1992.acpwb.com: 10304899
archives-2009.acpwb.com: 10286467
archives-2017.acpwb.com: 10236068
archives-1986.acpwb.com: 10234873
archives-2024.acpwb.com: 10219701
archives-2015.acpwb.com: 10092593
archives-1996.acpwb.com: 10057959
archives-2014.acpwb.com: 10018649
archives-1995.acpwb.com: 9906714
archives-1989.acpwb.com: 9891719
archives-1990.acpwb.com: 9817553
archives-2010.acpwb.com: 9707469
archives-1999.acpwb.com: 9332705
archives-2025.acpwb.com: 7892866
policy-ms-decd.acpwb.com: 3006285
policy-seattle-ols.acpwb.com 1306360
policy-nm-dws.acpwb.com: 1295928
policy-in-mole.acpwb.com: 1238276

policy-abmc-comp.acpwb.co 898069
policy-teamsters.acpwb.co 699058
policy-ak-dol.acpwb.com: 514099
policy-fbi.acpwb.com: 434 853

Amazing AI slop generated art for ACPWB

￼12

http://acpwb.com
http://archives-1991.acpwb.com
http://archives-2007.acpwb.com
http://archives-2003.acpwb.com
http://archives-1992.acpwb.com
http://archives-2009.acpwb.com
http://archives-2017.acpwb.com
http://archives-1986.acpwb.com
http://archives-2024.acpwb.com
http://archives-2015.acpwb.com
http://archives-1996.acpwb.com
http://archives-2014.acpwb.com
http://archives-1995.acpwb.com
http://archives-1989.acpwb.com
http://archives-1990.acpwb.com
http://archives-2010.acpwb.com
http://archives-1999.acpwb.com
http://archives-2025.acpwb.com
http://policy-ms-decd.acpwb.com
http://policy-seattle-ols.acpwb.com
http://policy-nm-dws.acpwb.com
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http://policy-ak-dol.acpwb.com
http://policy-fbi.acpwb.com


The “Archive” is extremely interesting 
Well… at least the bots are interested — 600+ million requests served.
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Generating Random Content on the Fly

• Archives pages have tens of billions of 
possible URL’s. 

• URL pieces seed a random generator, 
which is used to select from lists of pre-
generated content. 

• Seed is always the same for a unique 
URL. The same content will be returned 
every time.

    rng = random.Random(hashlib.md5(f"{year}{month}{day}{slug}".encode()).hexdigest())
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Using Bot Traffic to Generate Random Numbers
Lava Lamps? No, use AI bot traffic as a source of entropy.

• BotSeed.net 

• Displays a live 
stream of 
requests 
hitting 
ACPWB.com
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http://BotSeed.net
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Future Experiments

• Internationalization and multiple 
translations is in the works. 

• What happens when we serve 
other languages to AI bots?
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That’s all…

• Thanks to Anton Kapela/AS16842 
for donating compute and network 
for ACPWB. 

• Questions? Feedback? 

dan@silvers.net 

github.com/dsilvers
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