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Ecosystem A

Large-scale peer-to-peer
networks have a
measurement problem.

The Paradox:

Ecosystems share a networking layer
(1ibp2p) but build completely vertical,
isolated observability stacks.

The Friction:

- Measurement methodologies remain
highly fragmented.

- Observations of identical protocol
behaviors are semantically
incompatible.

- Cross-network comparison and
scientific reproducibility are
impossible.




We share a networking stack but
build isolated observability silos.
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Shared characteristics: Global scale, continuous protocol evolution,
and massive, yet inaccessible, operational datasets.




Measurement fragmentation prevents scientific reproducibility.

: : Walled Gardens Common Artifacts
Dimension (Status Quo) (Proposed)

Focus Dashboard-centric Semantics-centric
ST Text/JSON Logs Deterministic CBOR
Serialization (Implementation specific) (Implementation independent)

" Locked to specific Universally portable
Portability ecosystems across deployments
L oaevit Transient, short-lived Content-addressable,
Sk operational exhaust permanent scientific artifacts
Trust the monitoring Cryptographically verifiable
Trust Model platform provenance




The solution requires standardizing artifacts, not dashboards.’
We must separate measurement semantics from measurement implementation.

Stop trying to standardize: Start standardizing:

- Monitoring platforms - Measurement vocabulary and semantics

- Visualization dashboards - Deterministic telemetry representations

- Implementation-specific logging systems - Exchange formats and cryptographic verification
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Interoperable Measu rement Architecture
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[Vocabulary] [Portability] [Verification] [Extensibility] [Decentralization]
Common Portable telemetry Cryptographically Extensible schemas Decentralized
measurement that moves fluidly verifiable accommodating publication
vocabulary i between Rl measurements [ 1 rapid protocol mechanisms
defining protocol g I independent = ‘] | usingcontent | 4l evolution 4| integrating natively
behavior, not decentralized addressing and and new with IPFS and
internal state. networks. signatures. transports. Filecoin.




A unified taxonomy establishes a common measurement vocabulary.

Security & Trust: Identity, Authentication,
Cryptographic negotiation, Trust, Reputation.

Layer 4: Agent | Discovery, Collaboration, Tool
invocation, Multi-agent reasoning pipelines.

Layer 3: Application | Retrieval latency,
Synchronization, Content delivery, Workflow completion.

Layer 2: Protocol | Peer discovery, Routing efficiency,
DHT lookups, Gossip propagation.
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Layer 1: Network | Connectivity, NAT traversal,
Relay usage, Transport negotiation outcomes.




The Verifiable Telemetry Object (VTO) encapsulates independent observations.

3. Measurement Payload:
The actual standardized

network observations, metric

identifiers, timestamps
and intervals.
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1. Verification Shell: Optional
cryptographic signatures,
Content Identifiers (CIDs),

N and organizational attestations
N\l ensuring authenticity.

2. Provenance Metadata:

o Software implementation,
oo protocol version, collection
i environment, and measurement
methodology.
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/" Result: A reproducible scientific artifact, completely h
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independent of the system that generated it.




Content addressing requires deterministic binary encoding.

Why JSON fails: Why CBOR (RFC 8949) succeeds:
{"metric": "latency "value": 45%, Oxal666d65747269636c6174656¢e
{"value": "metric" . "latency"} 63796576616c7565182d
Zf§§%7 ‘%555& HASH_X = d4c3b. . .
e Compact binary encoding designed for constrained,

HASH_A = e7b8c. .. ||lll HASH B = f9a1d...|

| decentralized environments.

| e Language independent and extensible.

. o | e Deterministic profiles (e.g., CBOR-42) guarantee
Semantically identical measurements produce exact byte matching for equivalent structures.

different byte representations due to field ordering » Enables reproducible hashing, CIDs, and long-term
and whitespace. This breaks cryptographic hashing. archival preservation.
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Telemetry becomes a continuous loop of cryptographic artifacts.

[Analyze] Researchers [Collect] Network node generates [Normalize] The observation
retrieve the CID for cross- an observation of protocol behavior. Is mapped to the common
network benchmarking. taxonomy schema.

nc | { taxonomy schema

observates an
protocol behavior.

}

__>{

"lateny": "latency",
"value"": 45

}

[Publish] The immutable VTO
IS pushed to decentralized
storage.

) [Serialize] Data is encoded into
N -

canonical, deterministic CBOR.

HASH = dd4c3b...

L.Y = identified

N - *_J L CBOR payload:
RECYVENR=1ENGEITC 0xa1666d6577726c617465¢
N Autrpst ... 6379657661c7565182d
[Publish] The immutable VTO is s * [Hash & Sign] A Content Identifier (CID) is

pushed to decentralized storage. generated; provenance signatures are appended.
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The Internet of Agents breaks
traditional telemetry models.

The AGNTCY Stress Test: Multi-agent AI systems
generate continuous, dynamic interactions across
organizational boundaries using the Agent Directory
Service (ADS) and SLIM messaging.

Traditional packet-drop monitoring is insufficient for
AI-native networks. Observability must capture:

- Agent discovery latency and federated registry
responsiveness.

- Cross-framework capability negotiation and
distributed reasoning workflows.

- Collaborative execution delays decoupled from
simple transport congestion.

l—' al
Conclusion: AI-native networks require observing
complex collaborative workflows, necessitating the
shared, layered taxonomy of the VIO framework. ‘
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Standardized measurements compound in value across the community.

+ 1
r Developers o

(Instrumentation) &=

- Adopt common telemetry 8
libraries once.

- Dramatically simplify
interoperability testing.

)

Feeds back into
protocol enhancements.

Flow of Momentum

Standardized

VT0s

Standardized

Researchers VTOs

(Analysis)

Operators
(Deployment)

- Produce reproducible,
scientifically rigorous experiments.

- Publish comparable datasets - Analyze network health using
using stable CIDs. universal tooling.
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Cross-Network Analysis

- Gain the ability to perform
cross-network benchmarking.
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Practical experience proves the necessity of portable measurements.
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Observation: Validating protocol correctness
across Go, Rust, and JavaScript libp2p nodes
generates massive telemetry.

[Unified Testing Framework]

Friction: Lack of a common schema requires
excessive post-processing to compare outcomes.

N/ (_/,/}| [Python Ecosystem (py-libp2p, py-cid)]

Al

Observation: Asynchronous scheduling
differences impact observable performance.

Friction: Measuring interoperability requires
standardized artifacts, much like py-multiaddr.

Observation: Decentralized aggregation of
telemetry across heterogeneous nodes.

[Luminar Prototype]

Friction: Proves that deep provenance metadata
is essential for cross-node trust.

4
] 14| [Wireshark Dissectors]

A |

Observation: Packet analysis relies on strict
protocol standards.

Friction: Higher-level telemetry needs the
equivalent of a standardized dissector to be
universally useful.
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Resolving the remaining open research

guestions requires community action.
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Measurement interoperability must
match protocol interoperability.

1. From Exhaust 2. Deterministic 3. The Next

to Evidence Foundations Frontier

Telemetry must transition CBOR-42 and Verifiable The Internet of Agents

from walled-garden logging Telemetry Objects (VTOs) (AGNTCY) proves that

to mathematically provide the essential shared measurement

verifiable scientific architecture for infrastructureis

artifacts. content-addressed mandatory for autonomous
measurement. collaboration.

A

Call to Action: We invite the MAPRG community to collaborate on standardizing the vocabularies,
schemas, and verifiable profiles that will secure the next decade of decentralized infrastructure.
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