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Motivation

►The current MNA RFCs talk a lot about MNA capabilities but consider their discovery as out of
scope.
 „The node […] needs to know and consider the MNA capabilities of the transit nodes.” [RFC9994]

 “The node […] learns about the capabilities using mechanisms that are out of scope for this document.” [RFC9994]

 „These capabilities are presumed to be signaled by protocols that are out of scope […]“ [RFC9789]

1.  What exactly are the „MNA capabilities“?

2.  How should they be discovered? 
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Updates Since IETF-123 Madrid

►draft-ihlesong-mpls-mna-signaling-00 used IGP (IS-IS / OSPF) to signal MNA capabilities
 The WG concluded that IGP is not the way to go for MNA signaling

 Too much flooded information

►draft-ihlesong-mpls-mna-signaling-04 now uses LSP Ping
 New Title: Signaling MNA Capabilities Using IGP  Discovering MNA Capabilities Using LSP Ping 

►Beside that, the draft is nearly fully rewritten
 Added discovery for PSD solutions

 Relationship to path selection clarified

 References updated (RFC 9789, 9791, 9994), IANA section completed

 …
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What to discover?

►In-Stack MNA Capabilities
 The Readable Label Depth (RLD)

 Maximum NAS Sizes per scope (Maximum Label Depth, 
MLD_NAS)

 Supported In-Stack network action opcodes

►Post-Stack MNA Capabilities
 Post-Stack MNA support

 Readable Label Depth including Post Stack MPLS 
Header (RLD_PSMH)

 Maximum Post-Stack MPLS Header Size (MLD_PSMH)

 Supported Post-Stack network action opcodes
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How and when to discover? – LSP Ping

1. IGP does its thing: path is established without MNA capability input
 Coarse feasibility can come from the IGP: RLD as MSD-Type 3 [RFC9789, RFC8491, RFC8476]

2. Ingress LER probes the established path with LSP Ping → learns the MNA constraints
i. Ingress LER sends MPLS echo requests with the MNA Capabilities Query TLV

 Traceroute mode to reach all nodes on the path

 Ping mode for the egress LER

ii. Each node responds with MPLS echo reply containing the MNA Capabilities Response TLV
 Contains sub-TLVs corresponding to queried capabilities

3. Ingress LER aggregates all received responses and determines path-wide MNA constraints

►Constraints not sufficient?
 Adapt: smaller NAS / fewer actions

 Re-steer: probe alternative candidate path or egress 

 Refrain: no MNA on this path
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MNA Capabilities Query/Response TLV

►Query
 Sub-TLV query flags

 0: Query RLD + MLD NAS

 1: Query ISD Opcodes

 2: Query PS MNA

 3: Query PS Opcodes

►Response
 Contains all queried sub-TLVs

 If all flags were zero, include all available
sub-TLVs
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MNA Capabilities Sub-TLVs – ISD Capabilities

1. RLD and MLD_NAS Sub TLV
 MLD_NAS values per scope

 Maximum possible NAS size per scope, including bSPL and indicator LSE

 Valid range: 2-17

 Value of 0: scope is unsupported
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MNA Capabilities Sub-TLVs – In-Stack Opcodes

2. Supported In-Stack Opcodes Sub-TLV
 Bitmap of enumerated opcodes

 Bit N (0 as most significant) corresponds
to opcode value N
 1: Supported

 0: Not supported
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MNA Capabilities Sub-TLVs – PSD Capabilities

3. Post-Stack MNA Capabilities Sub-TLV
 PS flags

 Bit 0: PS supported?

 Bit 1-7: Reserved

 MLD_PSMH
 Size of post stack header

 Range corresponds to PSMH-LEN field defined in [I-D.ietf-mpls-mna-ps-hdr]

 RLD_PSMH
 RLD including the Post-Stack MPLS Header

 Could also include the offset between bottom of stack and PSMH

4. Supported Post-Stack Opcodes Sub-TLV
 Similar to In-Stack Opcodes Sub-TLV
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Security Considerations

►The security issues discussed in [RFC8029], [RFC9994] and [RFC9789] apply to this 
document.

►Attackers could exploit MNA capability discovery to attack nodes with limited MNA support
 Respond with larger stack sizes than actually supported

  Stacks may be too large for a node  Denial of Service / Packet loss
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IANA Considerations

►TLV assignments

►New Sub-TLV registry

►Return code assignment (MPLS Ping Parameters registry)

►Query Flags and PS Flags registries (see draft)
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Sub-TLV registryReferenceNameValue

NoThis documentMNA Capabilities QueryTBA1

See belowThis documentMNA Capabilities ResponseTBA2

ReferenceNameValue

This documentReserved0

This documentRLD and MLD_NAS1

This documentSupported In-Stack Opcodes2

This documentPost-Stack MNA Capabilities3

This documentSupported Post-Stack Opcodes4

ReferenceNameValue

This documentMNA not supportedTBA3



Summary and Next Steps

► What to discover
 In-Stack MNA Capabilities

 The Readable Label Depth (RLD)

 Maximum NAS Sizes per scope (Maximum Label Depth, MLD_NAS)

 Supported In-Stack network action opcodes

 Post-Stack MNA Capablities
 Post-Stack MNA support

 Readable Label Depth including Post Stack MPLS Header (RLD_PSMH, MLD_PSMH)

 Supported Post-Stack network action opcodes

► How and when to discover
 Using LSP ping (sub)-TLVs

 After path selection via IGP

► Final note: We definitely need MNA capability discovery if we want to use MNA!
 Please review, give feedback, or join as co-authors
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THANK YOU
Questions, Comments, Discussion
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NAS Sizes in Hardware

► A NAS is up to 17 LSEs large [RFC9994]

► LSRs must reserve memory in arrays to parse
maximum-sized NAS

► Not just a „stack of LSEs of size RLD“ but a „stack of differently
encoded LSEs in different arrays“
 Prior to runtime, cannot be changed dynamically

► 34 LSEs must be allocated for two maximum-sized
NAS (select + HBH)
 Even if packets only contain minimum-sized NAS

►↯ Maximum-sized NAS drastically increase
the required RLD for MNA
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Definition of MNA Capabilities – MLD_NAS

►Reduce maximum-supported NAS size in LSRs
based on available hardware [0]

  Allocated resources in LSRs can be reduced

  Must be signaled to ingress LER
 Otherwise: NAS that are too large for an LSR

may be imposed by the ingress

 Proposed at IETF 121

►Scope-specific NAS sizes
MLD_NAS_{Select, I2E, HBH}
 MLD = Maximum Label Depth [rfc8491, rfc8476]

 Maximum number of LSEs in a NAS
 Includes Format A, B, C, D LSEs
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[0]: F. Ihle and M. Menth: MPLS Network Actions: Technological Overview and P4-Based Implementation on a High-Speed Switching ASIC, in IEEE OJCOMS, 2025, doi: 
10.1109/OJCOMS.2025.3557082


