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Motivation

On-path telemetry from live user traffic, with minimal overhead

e Operators need data-plane visibility along the actual
forwarding path and real traffic experience
e Per-hop path, timestamp/latency, and drop location &
reason
e Two modes: passport (in-situ, e.g. IOAM trace) vs.
postcard (export, e.g. IOAM DEX)
e Passport-style headers add per-packet overhead
and stress MLD / MSD / PMTU
e Postcard-style may also need a header to encode
the detailed telemetry instruction
e Marking-triggered Postcard-Based Telemetry -
e SRv6 already standardized marking-triggered export
via the SRH O-bit flag
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The Marking-Triggered
Postcard-Based Telemetry

One marking bit in the packet
triggers each on-path node to emit a
postcard to a collector.

o No telemetry instruction
header needed

o Low overhead, high flexibility

o Data set configured from
management plane



How PBT-M Works

Head marks; each aware node exports a postcard; collector reconstructs the path

Telemetry Collector

f f f dashed = postcards (OAM packets) to cgllector
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mark + postcard postcard postcard unmark

user packets ->

Path & drop diagnosis Decoupled from forwarding Extensible & securable
Postcards from preceding hops stay valid Collect/aggregate in slow-path; in- or out-of- Arbitrary data sets; encrypt/authenticate
even if a packet is dropped band export before export
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Encoding in the MNA Sub-Stack (RFC 9994)

One flag in a Format D LSE - Opcode 1, ECMP-safe in every configuration

0123456701234567012345%67012345%67
t—t—t—F—F—t—F—F—t—F—F—t—t—F—t—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—F—+—+
| MNA-Label = bSPL (4) | TC |S| TTL | (&)
t—t—t—F—F—t—F—F—t—F—F—t—t—F—t—t—F—F—t—F—F—t—F—F—t—F—F—t—F—F—F—+—+
|  Opcode=1 | Data=0 |[R|IHS|S|NASL=1 |U|NAL=1]| (B)
+ +

—f bbbttt bt =ttt —F =t —F =t =t —F =t =t =t =+ —f—N—F—Ft—Ft—Ft—+—+—+
[ 1] Data=0 | S 0 | (D) <- P at Bit Position 42
t—t—t—F—F—F—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—t—F -t —F—F—F—F—F+—+

e Sub-stack = A+ B + D (3 LSEs); Format B uses Opcode 1 (flags without AD), NAL=1
e Pisasingle flagin the Format D at Bit Position 42 (word bit 24)

e Avoid potential ECMP hash bits (top 20bits + TC per RFC 9994 5.2)

e Drop in the flag bit position range for IETF review (per RFC 9994 13.2.1)
e Scope = Hop-by-Hop (IHS=01); no ancillary data
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Main Updates in This Revision

Aligning the -00 text to the published RFC 9994

Encoding figure

Flag placement

ECMP safety

References

IANA

NAI definition
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Redrawn to match RFC 9994 Format; corrected field order & bit widths

P as an Opcode-1 flag in a Format D LSE at Bit Position 42 (sub-stack A+B+D)

New 5.2 analysis; single Format D encoding safe vs label-value and TC-based
ECMP

[-D.mna-hdr -> RFC 9994; framework -> RFC 9789

Correct registry: Network Action Flags Without AD; request a Bit Position (IETF
Review)

Added RFC 9994 required items: Format, Scope=HbH, AD=none, Processing,
Interactions



IANA & Next Steps

e One bit position (TBA1), suggested value 42, from Network Action Flags without AD
Registry (RFC 9994)
e Format D position (bits 24-31)
e ECMP-safe in all configurations
e Flag bit position in range 20-439 = |IETF Review (not experimental or private)

e WG review of the single Format D / Bit Position 42 encoding
e Advance the draft to WGLC
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