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Updates since Shenzhen (IETF 125)

Call Home (section 5)

v Protocol-layer perspective

Server Client

This diagram makes the following points:

* The NETCONTF server begins by initiating a QUIC connection to the
NETCONEF client.

* Using this QUIC connection, the NETCONF client initiates a NETCONF
session to the NETCONF server.

Detailed description of the 'call home' mechanism is out of the scope

of this document.



Updates since Shenzhen (IETF 125)

Yang module (section 9)

v This section just restored from editing mistatke of draft-ietf-
netconf-over-quic-07

* The versions before draft-ietf-netconf-over-quic-07 are

correct

* Draft-ietf-netconf-over-quic-07 has an editing mistake about
this section .

* Now draft-ietf-netconf-over-quic-08 and draft-ietf-netconf-
over-quic-09 restore to the correction version .



Updates since Shenzhen (IETF 125)

» Security considerations (Section 11)

The security considerations described throughout [RFC8446],
[RFC6241], [RFC9000], [RFC9001], [RFC8071] and
[I-D.ietf-netconf-netconf-client-server] apply here as well. "NoQ"
requires verification of server identity and client identity
according to [RFC7589].

"NoQ" relies on QUIC, which itself relies on TLS 1.3 and thus by
defalut supports the protections against downgrade attacks described
in [RFC9325]. QUIC specific issues and their mitigations are
described in Section 21 of [RFC9000].

If invalid data or malformed messages are encountered, a robust
implementation of this document MUST silently discard the message
without further processing and then stop the NETCONF session.



Remaining issues to be discussed

Call home

v Options 1: Concrete implementation of call home
mechansim for NoQ is given in another draft

(suggested by the authors ).

RFC6242 and RFC7589 didn't illustrate "Call home",
and NoQ is technically equivalent to either of them.

* Several candidate solutions(e.g. Stream frame, crypto,
frame or extention fame etc.) are feasible, further
analysis and test are needed to make decision whether we
should support all of them or some of them.

v Options 2: Concrete implementation of call home
mechansim for NoQ is added to the this draft.



Updates for the next version

» No confirmed further requirements for
modification and clarification

> Elaborate the text if there are further
feedbacks



Next step

» Improve draft and address issues if any further
comments or suggestions are going to be
brought forward

» The authors would like to ask for WG last call
after IETF 126 meeting



Thank you!
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