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Network Operations Are Moving Toward Agent-Assisted

From Human-Driven to Agent-Assisted Workflows

Traditional pain points: Manual alert triage, telemetry search, and complex change scripts limit efficiency and 

increase misjudgment risk.

Full-context sensing and execution: Agent can invoke CLI//API tools and correlate topology, logs, traffic, and configuration.

Intelligent decision: Support root-cause analysis, configuration compliance, and traffic engineering with explainable evidence.

Multi-Agent collaboration: Task Agents with different roles coordinate around operational goals, from point automation to 

collaborative intelligence.



Agent does not need more telemetry

01 Cost

Token / bandwidth cost grows 

with data volume

02 Semantic gap

Raw data is not aligned with the 

query

03 Reasoning errors

Missing scope causes wrong 

inference

04 Not traceable

Missing provenance makes 

recommendations irreproducible

05 Security overreach

Sensitive data may be read by 

the Agent

06 Confidence bias

Missing error bounds may make 

the Agent over-confident



Agent needs network state context

What Agents Need

Broader context: Fuse heterogeneous sources into a global view

Multi-dimensional evidence: Move from isolated facts to 
multiple perspectives

Faster correlation: Enable millisecond-level retrieval and 
causal correlation

Explainable reasoning evidence: Avoid black-box decisions;
make reasoning traceable

Cross-domain collaboration: Enable distributed 
collaboration among agents

Operational Constraints

Data volume limits: Full transfer creates major bandwidth 
pressure

Privacy and compliance: Multi-party interactions risk 
sensitive exposure

Time window: State is highly time-sensitive

Sampling and approximation error: Dimensionality 
reduction may introduce errors

Accountability and audit boundaries: Attribution is difficult 
in distributed sharing

Core challenge: How to support Agent complex reasoning while meeting bandwidth, privacy, and real-time constraints?



Network state shifts from data for humans to evidence for Agent 

01 Scenario: multi-domain DDoS collaboration

• Global visibility: DDoS is distributed across domains

• Data heterogeneity: domains keep independent flow records

• Management boundaries: privacy boundaries and policies

02 Key evidence needed by the Agent

• Source attribution: which source IP prefixes dominate？

• Situation assessment: is traffic cross-domain？

• Response decision: should FlowSpec filtering rules be 

generated and deployed？

Limitations of directly transferring raw flow records

Data-scale overload

Fine-grained flow records are 

massive and costly to transfer, 

store, and process.

Privacy and security 

risks

Raw flows may reveal 

communication patterns, 

topology, and business-sensitive 

information.

Policy and compliance 

barriers

Cross-domain sharing may involve 

different countries//regions, 

regulations, and operator policies; 

approval may be too slow for real-

time defense.

Noise and poor 

timeliness

Raw data contains benign 

background noise; downstream 

Agents must clean it, and transfer 

latency may lead to stale 

decisions.



Agent era: communication shifts from data to state evidence



State Artifact = Payload + Context + Accountability



Seven Requirements for Agent-Network State Exchange



Mapping Requirements to Draft REQs

Agent Communication 
requirement

Draft REQ mapping Role and value

Compact REQ-1 Reduce raw telemetry overhead and improve bandwidth efficiency

Scoped REQ-2, REQ-5 Define query scope, devices//domain ownership and time windows

Bounded-error REQ-3
Set explicit error bounds to prevent Agent over-confidence in 
approximate state

Mergeable REQ-4 Support multi-device/domain aggregation with error bounds

Incremental REQ-6 Transmit only deltas for efficient synchronization

Privacy-aware REQ-7 Use minimal disclosure, anonymization, and encryption

Auditable REQ-8 Keep complete logs for traceability, accountability, and audit

Interoperable / Action-safe REQ-9, REQ-10
Integrate with existing systems and separate state access from action 
execution



Hackathon Code Implementation and Results

Sketch is a light weight probabilistic data structure (PDS) designed for high-speed streaming data, compressing 

network observations into small summaries with controlled accuracy loss.



Human-in-the-Loop：LLM Agent Operations Safety Gate
Related draft: draft-cui-nmrg-llm-nm (NMRG)

1. LLM Agent Decision Layer

RAG • Task Agent • syntax validation • access control

2. Config Verification Layer

Syntax validation • permission control • feedback iteration

3. Operator Audit Layer (core)

Risk classification • human review • audit records

4. Existing NMS

Risk classification

Read-only / low-risk / high-risk controls

Four-step review

Result verification -> compliance check -> safety validation -> decision correction

End-to-end audit

Retain input context, model parameters, decisions, and execution records

State Artifact provides evidence,Human-in-the-Loop makes decisions, Audit Record keeps traces



Not Replacing Existing Protocols, but Adding a Downstream State 

Semantics Layer

01. Not replacing existing protocols and systems

NETCONF / RESTCONF IPFIX Telemetry gNMI / gRPC

YANG Push Message Broker Controller APIs

02. Generated downstream: State Artifact Layer

Compact State Artifact Generation Engine

Sketch aggregation / query-driven / lightweight semantic packaging

03. Consumption layer: Agent-Assisted Workflows

Anomaly triage Fault correlation
Configuration 

validation
Traffic optimization

Complementary to existing management systems

Existing telemetry and configuration sources

Reuse NETCONF, IPFIX, gNMI, YANG Push, and other sources

State Artifact semantic layer

Define scope / error / provenance / audit and related operational 

attributes for interoperability

Agent-Assisted Workflows

For anomaly triage, fault correlation, configuration validation, 

and traffic optimization

Clear boundary: evidence exchange != action authorization

Agents form recommendations; execution still needs 

authorization and human review

Key point: not to create a new Agent protocol, but to define operational attributes of state evidence



Thank You

Agent era needs compressible, verifiable, and collaborative 

network state exchange
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