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YANG-based framework for policy sharing

Goal: Define a canonical way to manage and share authorization
policies One model to rule them all

I

AuthZ Policy

YANG-based model for distributing machine-readable
authorization policies

Enables Policy-as-Code (PaC): policies as structured artifacts

« Supports the full policy lifecycle
e creation ¢ validation ¢ versioning e distribution
« Designed for interoperability across systems and domains I FelLe)

Administration Point)

Policy engines (typically PDPs) consume and enforce the policies



Updates

-02: structural refinements

JSON example added to complement the YANG model

Policy language: enum - identityref — extensible without changing the base
model

Diagram updated to show the full PEP <> PDP request/response cycle
version removed; area introduced as the main grouping mechanism
(versioning left as an external/lifecycle concern, e.g. Git)

-03: metadata refinements

author (mandatory) — entity that created the policy; may differ from owner
(e.g. outsourced authorship)
origin (optional) — identifies the upstream object the policy derives from
area field: type changed from string to URI: now a structured, resolvable
reference instead of free text
* PDPuses areato scope its deliberations; PEP uses it to bound its
enforcement reach

o authz-policy
4~ [ policy
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author
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Hackaton

One model to rule them all

Scenario:
* server-dmz-layer1 > OPA #1, server-dmz-layer2 > OPA #2 (each a

separate domain)
. . . . AuthZ Policy
* Policy logic written in Rego
Demo flow:
* Policy artifact (YANG) is created and uploaded to the PAP
PAP

* PAP commits the policy and routes it to the OPA instance (Policy Administration
matching its area Point)

* Queries used to check which policies are currently stored in each
PDP v
) ) ) PDP PDP PDP
* Policy updated and deleted via PAP; changes reflected in the (Policgoﬁ;:ision (Policgol%et')cision (Poncgoﬁ;:ision
corresponding OPA X - "
* Rollback restores a previous version using the commit hash
Demonstrates policy creation, distribution, and verification across IdP PEP

(Policy Enforcement

(Identity Provider) Point)

domains using the YANG-based model



Open points and next steps

One model to rule them all

* Refine the YANG modules a .
* Explore integration with existing provenance AuthZ Policy "O
mechanisms (e.g., COSE signatures)
* Demonstrate heterogeneous multi-domain J’
Interoperability at the next Hackathon e
* Domain A- AWS Verified Permissions with Cedar e
« Domain B - OPA with Rego - ! %: 1
° EXplO re Suppo rt for additional po“cy (Polcgollji:}r%:isionﬂ (PolicEOD?E)cision : (PolicEOD?E;:ision
languages in other systems (e.g., routers) A 0 0

PEP
(Policy Enforcement
Point)

IdP
(Identity Provider)

Feedback welcome!
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