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July 2nd, BGP Routing Loop causing high CPU On July 2nd at 10:02, a new VRF was introduced at 

two Inter-AS Option A peering nodes. This 

configuration change triggered on 42 L3 VPN's

across Swisscom BGP routing Loops. The BGP 

process CPU usage increased on all nodes sharing 

the same routing table. Cosmos Bright Lights 

Network Anomaly Detection observed the 

excessive BGP route withdrawal and alerted.

The network observability team analyzed at 16:18 

the Network Anomaly Detection activity and 

deducted that no packet drops nor missing traffic, 

but excessive BGP update, and withdrawal activities 

were observed and that the origin from the 

excessive BGP activity is originated from the Inter-

AS Option A route-distinguishers at 16:40 and 

contacted at 17:05 network operation control.

At 17:36 the contact to the responsible network 

operation team was established. A maintenance 

window was identified as the triggering event and 

network incident filed. Since no connectivity service 

impact was identified during the network frozen 

zone, the resolvement of the network incident has 

been postponed to business hours next day.

On July 3rd at 13:13, the involved Inter-AS Option A 

peerings were shutdown and the BGP loop was 

terminated.

Network Anomaly detected on 42 L3 VPN's excessive BGP path withdrawals
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July 2nd, BGP Routing Loop causing high CPU
Loop Details

Operational Network Telemetry BMP collected metrics showing on which L3 VPN 
shares multiple Site of Origin Attributes

https://datatracker.ietf.org/doc/html/rfc4364#section-7

How PEs Learn Routes from CEs

Every CE whose site is not in a transit VPN can use the same 

ASN.  This can be chosen from the private ASN space, and it 

will be stripped out by the PE.  Routing loops are prevented 

by use of the Site of Origin attribute

Operational Network Telemetry BMP collected metrics showing on a particular L3 
VPN how the Site of Origin Attributes oscillating

https://datatracker.ietf.org/doc/html/rfc4364#section-7
https://datatracker.ietf.org/doc/html/rfc4364#section-7
https://datatracker.ietf.org/doc/html/rfc4364#section-7
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July 2nd, BGP Routing Loop causing high CPU
L3 VPN Operational Network Telemetry Metrics

Operational Network Telemetry forwarding plane, IPFIX, BMP measured control plane metrics

Shows no drops and 
unrelated decreased 

traffic volume to 
previous week, 

Measured with IPFIX and 
Correlated with with

BGP VPNv4/6, BMP Adj-
RIB In and Local RIB.

Shows excessive BGP 
topology changes and 

no flow count changes. 
Measured with IPFIX 
and Correlated with 

BGP VPNv4/6, BMP Adj-
RIB In and Local RIB.



5

BMP route-monitoring Update/Withdraw 

check recognized the excessive 

withdrawals.

BMP peer Down/Up check detected the 

BGP peer state change, and the concern 

object point to the mgtboro1010zhb and 

mgtboro1010zhh nodes and peers.

Interface Down/Up check did not apply.

Traffic Drop spike did not apply since 

dropped packets where not observed.

Missing Traffic did not apply.

Increased or decreased flow count 

changes did not apply.

Overall: 3 out of 6 checks have detected 

the topology changes without forwarding 

plane impact.

July 2nd, BGP Routing Loop causing high CPU
L3 VPN Network Anomaly Relevant State Notification

Concern Score: 37
Flow Count Spike: 18
Missing Traffic: 19
Traffic Drop: 0
BMP Peer/Interface Down: 99/7
BMP Update/Withdrawal: 99/100

Network Anomaly Detection system monitoring x:44080 
L3 VPN in real-time during maintenance window
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July 2nd, BGP Routing Loop causing high CPU
CPU Usage Impact Analysis

Operational Network Telemetry YANG-Push collected metrics

Shows significant increase of CPU 
resources allocated to BGP process. 
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July 2nd, BGP Routing Loop causing high CPU
BGP Prefix and Peering Detail Analysis

Operational Network Telemetry BMP collected metrics

Shows BGP prefixes and which Inter-AS 
Option peers involved in routing loop.
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July 2nd, BGP Routing Loop causing high CPU
BMP Peering statistics Duplicated Analysis

Operational Network Telemetry BMP collected metrics

Shows that BGP duplicated 
prefix advertisement was 

detected on Inter-AS Option 
A BGP peerings.

Stat Type = 1: (32-bit Counter) 
Number of (known) duplicate 

prefix advertisements

https://datatracker.ietf.org/doc/
html/rfc7854#section-4.8

https://datatracker.ietf.org/doc/html/rfc7854#section-4.8
https://datatracker.ietf.org/doc/html/rfc7854#section-4.8
https://datatracker.ietf.org/doc/html/rfc7854#section-4.8
https://datatracker.ietf.org/doc/html/rfc7854#section-4.8


July 2nd, BGP Routing Loop causing high CPU
Generative AI Expert Operational Analysis
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July 2nd, BGP Routing Loop causing high CPU
Generative AI Novice Operational Analysis
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July 2nd, BGP Routing Loop causing high CPU
Generative AI Expert Analytical Analysis
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IETF NMOP - Semantic Metadata Annotation for Network Anomaly Detection
draft-ietf-nmop-network-anomaly-lifecycle/semantics – Schema Tree

Shows 
the observed 
symptoms, 

the network 
dimensions 

triggering and
connectivity service 

impacted.

notifications:

    +---n relevant-state-notification

       +--ro publisher

       |  +--ro id?        yang:uuid

       |  +--ro name       string

       |  +--ro version?   string

       +--ro id                              yang:uuid

       +--ro uri?                            inet:uri

       +--ro description?                    string

       +--ro start-time                      yang:date-and-time

       +--ro end-time?                       yang:date-and-time

       +--ro smcblsymptom:strategy?          string

       +--ro confidence-score?               score

       +--ro concern-score                   score

       +--ro (service)?

       |  +--:(smtopology:l2vpn)

       |  |  +--ro smtopology:vpn-service* [vpn-id]

       |  |     +--ro smtopology:vpn-id               string

       |  |     +--ro smtopology:uri?                 inet:uri

       |  |     +--ro smtopology:vpn-name?            string

       |  |     +--ro smtopology:site-ids*            string

       |  |     +--ro smtopology:change-id?           yang:uuid

       |  |     +--ro smtopology:change-start-time?

       |  |     |       yang:date-and-time

       |  |     +--ro smtopology:change-end-time?

       |  |             yang:date-and-time

|  +--:(smtopology:l3vpn)

|     +--ro smtopology:vpn-service* [vpn-id]

|        +--ro smtopology:vpn-id string

|        +--ro smtopology:uri?                 inet:uri

|        +--ro smtopology:vpn-name?            string

|        +--ro smtopology:site-ids*            string

|        +--ro smtopology:change-id?           yang:uuid

|        +--ro smtopology:change-start-time?

|        |       yang:date-and-time

|        +--ro smtopology:change-end-time?

|                yang:date-and-time

notifications:

    +---n relevant-state-notification

    +--ro anomaly* [id revision]

          +--ro id                                  yang:uuid

          +--ro revision                            yang:counter32

          +--ro uri?                                inet:uri

          +--ro state                               identityref

          +--ro description?                        string

          +--ro start-time

          |       yang:date-and-time

          +--ro end-time?

          |       yang:date-and-time

          +--ro confidence-score?                   score

          +--ro pattern?                            identityref

          +--ro annotator

          |  +--ro id?               yang:uuid

          |  +--ro name              string

          |  +--ro version?          string

          |  +--ro annotator-type?   enumeration

+--ro symptom!

|  +--ro id yang:uuid

|  +--ro concern-score                 score

|  +--ro smcblsymptom:action?          string

|  +--ro smcblsymptom:reason?          string

|  +--ro smcblsymptom:trigger?         string

|  +--ro smcblsymptom:network-plane?   enumeration

|  +--ro smcblsymptom:template?        string

|  +--ro smcblsymptom:season?          Enumeration

+--ro smtopology:vpn-node-terminations*

[hostname route-distinguisher]

+--ro smtopology:hostname inet:host

+--ro smtopology:route-distinguisher string

+--ro smtopology:peer-ip*               inet:ip-address

+--ro smtopology:next-hop*              inet:ip-address

+--ro smtopology:interface-id*          uint32
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July 2nd, BGP Routing Loop causing high CPU
Problem Confirmed and Analyzed Annotation

module: ietf-relevant-state

+--rw relevant-state

+--rw id                                   yang:uuid

+--rw uri?                                 inet:uri

+--rw description?                         string

+--rw start-time                           yang:date-and-time

+--rw end-time?                            yang:date-and-time

+--rw strategy?                            string

+--rw confidence-score?                    score

+--rw concern-score                        score

+--rw stage                                identityref

+--rw (service)?

|  +--:(anom-srv-topo:l3vpn)

|     +--rw anom-srv-topo:l3vpn-service* [vpn-id]

|        +--rw anom-srv-topo:vpn-id string

|        +--rw anom-srv-topo:uri?                 inet:uri

|        +--rw anom-srv-topo:vpn-name?            string

|        +--rw anom-srv-topo:site-ids*            string

|        +--rw anom-srv-topo:change-id?           yang:uuid

|        +--rw anom-srv-topo:change-start-time?

|        |       yang:date-and-time

|        +--rw anom-srv-topo:change-end-time?

|                yang:date-and-time

+--rw anomaly* [id revision]

+--rw id                                     yang:uuid

+--rw revision                               yang:counter32

+--rw uri?                                   inet:uri

+--rw stage                                  identityref

+--rw description?                           string

+--rw start-time

|       yang:date-and-time

+--rw end-time?

|       yang:date-and-time

+--rw confidence-score?                      score

+--rw pattern?                               identityref

+--rw annotator

|  +--rw id?               yang:uuid

|  +--rw name              string

|  +--rw version?          string

|  +--rw annotator-type?   enumeration

+--rw operational-data

|  +--rw topic-name?     message-broker-topic

|  +--rw subject-name?   message-broker-subject

+--rw symptom!

|  +--rw id                            yang:uuid

|  +--rw concern-score                 score

|  +--rw anom-symptom:action?          string

|  +--rw anom-symptom:reason?          string

|  +--rw anom-symptom:trigger?         string

|  +--rw anom-symptom:network-plane?   enumeration

|  +--rw anom-symptom:template?        string

|  +--rw anom-symptom:season?          enumeration

+--rw anom-srv-topo:vpn-node-terminations*

[hostname vrf-name]

+--rw anom-srv-topo:hostname inet:host

+--rw anom-srv-topo:vrf-id?                uint32

+--rw anom-srv-topo:vrf-name string

+--rw anom-srv-topo:route-distinguisher?   string

+--rw anom-srv-topo:interface-id*          uint32

+--rw anom-srv-topo:interface-name*        string

+--rw anom-srv-topo:peer-ip*               inet:ip-address

+--rw anom-srv-topo:next-hop*              inet:ip-address

INSA Lyon is working in collaboration with Swisscom on a Network Anomaly 
Detection Postmortem system proof of concept with the aim to facilitate 
statistical relevant-state data labeling.

Labels are chosen for an alert-id, where tags can be chosen or defined and 
shared among multiple alerts, and annotations are being defined for a single 
alert-id and time frame by a human in the loop.

Labels
operational-correctness: Correct
analytical-correctness: Correct

Tags
"BGP Routing Loop"

Annotations
{

"Incident Number": "INC000012345",

"reference": "https://oneitsm.example.com/example/inc=INC000012345"

},

{

"Maintenance Window Number": "CRQ0000056789",

"reference": "https://oneitsm.example.com/example/crq=CRQ0000056789"

}

annotate

and tag
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Network Anomaly Detection, Postmortem and Generative AI
Key discoveries and how NMOP documents fit

> draft-ietf-nmop-yang-message-broker-integration

Makes YANG schemas available in YANG schema registry and 

streaming catalog so that humans and AI agents can discover 

which network data is discoverable where. 

> draft-ietf-nmop-yang-message-broker-message-key

Establishes a message broker topic naming and message 

indexing scheme to minimize data consumption. Enables 

topic compaction for current state data compression. 

> draft-netana-nmop-message-broker-bmp-telemetry-msg

Transforms BMP, BGP control-plane, network data in a 

standard fashion to YANG and JSON. YANG semantics enable 

AI agents to understand BMP meta and BGP data.

> draft-ietf-nmop-network-anomaly-semantics Defines human 

and AI agent understandable network anomaly symptom 

semantics. 

> draft-ietf-nmop-network-anomaly-lifecycle Defines the 

network anomaly lifecycle process where AI assisted network 

perform data labeling in a postmortem system.  14

> Key Discoveries

> Large Language Models understand operational 
network telemetry timeseries data. 

> With RAG's (Retrieval-Augmented Gen) network 
and anomaly symptom semantics are given as 
external context to AI agents.

> YANG, YANG schema registry and streaming 
catalog enable RAG's.

> LLM's do have network knowledge. They know 
what a BGP routing loop is. They can subnet. 
They understand the relationship between BGP 
process CPU consumption and BGP routing loop.

> The preliminary results proves that with the 
right operational and analytical network data, 
the right integration and some knowledge 
results are impressive.

https://datatracker.ietf.org/doc/html/draft-ietf-nmop-yang-message-broker-integration
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