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Document Status

* draft-ietf-nmop-network-incident-yang
* Good support to advance this document for publication
e https://mailarchive.ietf.org/arch/msg/nmop/G_IW8wIm4nGNkxXKFUNYNAmgFUg/

* Thanks Benoit Claise,Adrian Farrel, Dan Voyer,Han Sai, Zhou Cheng, Shailesh Prabhu,
etc
* Special Thanks Benoit Claise and Thomas Graf for valuable review on v-09 and v-10.

* A lot of Housekeeping issues and Outstanding issues have been discussed and
resolved.
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Document Update

* The latest update is v-(10), changes compared to the previous versions

e Second alignment with RFC9940

* Fix document references to match Model references

* Add clarification text for min-element set to unknown

* make incident-no mandatory

* Allow create incident without knowing the source

e Update YANG model tree diagram to align with update of YANG data model
* Create ietf-incident-tree diagram

* Clarify the relation with network anomaly architecture

* Add operational consideration section

* Clarify unique index in the Operational Section



Clarify the relation with network anomaly architecture

Issue raised by Benoit: OPS toolchain needs to navigate back and forth between anomalies, incident, probable cause

Discussion:

* Both follows bottom up approach and can use RFC8969 layered architecture as basis

v-(09)

9.5. Relationship with network anomaly architecture

Network anomaly architecture

[I-D. ijetf-nmop—network—anomal y—architecture] focuses on improving
supervised and semi—supervised machine learning systems and
evaluating anomaly detection algorithms and technologies. It also
can be used to monitor network changes holistically by monitoring all
3 network planes simultaneously and detect whether that change is
service disruptive. In case of disruptive changes, the anomaly can
be upgraded into the network incident which trigger troubleshooting
tickets generation.

2026/7/20

v-(10)

.5. Relationship with Network Anomaly Detection Architecture

[I-D. ietf—nmop—network—anomal y—architecture] and related network
anomaly detection documents describe how anomaly detection is applied
to detect service interruption in IP networks by performing outlier
detection on all 3 network planes, preserve relationships among them
and score the result with a concern and with a confidence score.
Section 3 of [I-D.ietfmmopnetwork—anomaly—architecture] describes
the elements of the system architecture where the “Alarm Management
System” maps to the “Incident Server” in Section 4 of this document.
The “relevant—state” YANG notification defined in Section 8.2 of
[I-D. ietf—nmop—network—anomaly—lifecycle] defines an “id” which
should be mapped to “event—id” in the ’ietf—incident’ YANG module
described in this document on the “Incident Server”.

[I-D. ietfnmop—network—anomal y—semantics] augments relevant—state
YANG notification with ' ietf—network—anomaly—symptom YANG module
symptom semantics described in Section 4.2 and service and network
relationships with 'ietfnetwork—anomaly—service—topology’ YANG
module in Section 4.3. “hostname” in “vpn—node—termination” grouping
of ' ietfnetwork—anomaly—service—topology’ YANG module maps to “node—
ref” in ¥ node—ref * grouping respectively the “vpn—id” in the “vpn-—
service” list of the “vpn—service” grouping maps to the “service—
instance” leaf-list of the “incident—info” grouping in " ietf-
incident’ YANG module. Thus, preserving the mapping between
relevant—state notification id, service id and hostname in the
network where the outlier was detected.
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Add Operational Consideration

Issue: Lack Operational Consideration Section
Proposal:

* Move relation with 4 drafts to section 9

e Clarify unique index in the Operational Section

The “ietf-incident” YANG module introduces an incident—centric
architecture designed to overcome the structural silo of traditional
management systems that handle alarms and performance metrics
separately at different network layers. Operators must ensure that
the underlying management system feeding this model maintains
continuous, real-time read access to diverse end to end network
topology data spanning multiple layers.

Because accurate multi—layer troubleshooting depends on establishing
a global view of cross—laver dependency relationships, any disruption
or stale state in the underlying network topology discovery
mechanisms will directly degrade the accuracy of the incident
process’ s probable cause identification and service impact analysis.

In addition, the YANG module defined in this document is intended to
automate and streamline incident dispatching at the network layer,
but integration with trouble—ticketing management system at the 0SS
laver is also required. Operators should implement a deterministic
translation layer between the "ietf—-incident” model states and
external ticket states (e.g., Open, Assigned, In—Progress, Resolved)
to prevent split-brain visibility scenarios where an incident is
closed in the network layer but remains active in the ticketing
system, or vice versa.

This incident data model states that the tuple (name, type and
incident—id) corresponds to a single incident instance. This means
that incident notifications for the same name and same type and
incident—id are matched to update the same incident instance. These
three leafs are therefore used as the key in the incident list:

list incident
key “name type incident—id”:

¥

In the meanwhile, in order to improve processing efficiency, this
incident data model also allows using the unique sequence number
‘incident—no’ to identify each incident instance, this means that
incident rpecs or notifications for the same incident—no are matched
to update the same incident instance.
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Allow create incident without knowing the source

Issue: In some case, we don’t know the source before Incident diagnosis, how do we know how to set the source

v-(08) v-(09)
container sources { container sources {
description description
“The source components. ”; "The source components.
list source { list source {
key “node-ref”; key “node-ref”;
min-elements 1:
description description
“The source components of incident.”: "The source components of incident. An Incident might

be created even if we don’t know yet the sources
(hence we can not populate source list in the sources
container). Therefore the min-elements for the source
list is set to 0. Once the Incident is diagnosed, the
source(s) will be populated.”;
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Next Step

* WGLC?

e YANG Doctor Review?



