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“Our” MAPE system

2AIF: Artificial Intelligence Function

DRL: Deep Reinforcement learning



Data Pipeline System

P. Ntumba, N-E-H. Yellas, S-B. Ruba, F. B. Abdesslem, S. Secci. “Data Pipeline System Designs for In-network Learning” in proceeding 20th International Conference on Network and 
Service Management (CNSM), 2024
Y. Chaouche, P. Ntumba, S. Secci, and V. B. Pedro, “Feature Skew Control for In-Network Federated Learning,” in Proceedings of the 21st International Conference on Network and Service 
Management (CNSM), 2025.
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5G3E dataset

5G3E: 5G End to End Emulation 
• Emulation means using “real” OS, links, ..
• Capacity to mix real systems with emulated ones
• Traffic injection into the testbed to extract monitoring data

Features
• Supports multiple endpoints for probes : UE, containers, servers
• Exploit 5G SA Open5GS stack, srsRAN, OAI, OCUDU, USRP & commercial BSs
• Can support different variants : disaggregated gNB, NTN, custom AppSrv,..

Dataset 
• covers CPU, RAM, I/O and network metrics 
• from container, NF and physical srv levels 
• AI-ready - used to train AI models 4

https://github.com/cedric-cnam/5G3E-dataset

https://github.com/cedric-cnam/5G3E-dataset
https://github.com/cedric-cnam/5G3E-dataset
https://github.com/cedric-cnam/5G3E-dataset
https://github.com/cedric-cnam/5G3E-dataset
https://github.com/cedric-cnam/5G3E-dataset
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5G3E dataset
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https://github.com/cedric-cnam/5G3E-dataset

Metric 

Level
CPU Memory Network Disk

Function 

level

Timeseries/n

ode (upto)
Nb. nodes

Total 

(upto)

Physical 300 –1100 37 – 60 170 – 920 42 – 296 - 2800 7 19600

Container 2-5 10 – 15 8 – 15 5 – 7 - 120 88 10560

VNF* 1-2 3-5 - - 20-25 30 4 120

Table 2: Number of features being collected (every 300ms*)

* Current v2 has : AMF, PCF, SMF, UPF

https://github.com/cedric-cnam/5G3E-dataset
https://github.com/cedric-cnam/5G3E-dataset
https://github.com/cedric-cnam/5G3E-dataset
https://github.com/cedric-cnam/5G3E-dataset
https://github.com/cedric-cnam/5G3E-dataset
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Data streaming

6

Data Source (DS) data 

streaming to AIFs for 
RT exploitation

• Network reconfiguration demands continuous monitoring of distributed 
nodes.

• Need a data pipeline system for distributed learning.

o Collected metrics must be preprocessed and forwarded to AIFs in real time.
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Data Pipeline System (DPS)
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• Topic-based Publish/Subscribe to route network data from specific source to specific AIF 

• ingress/egress NDBF (Network Data Broker Function) for queuing network data on the fly until it is fetched

• NDPPF (Network Data preprocessing Function) integrates on-the fly pre-processing of network data using 
stream processing  
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From DPS to AIFs
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• Function aggregation based on 
load and geo-clustering

• If you want/need to have 
distributed AIFs

• Statistical heterogeneity of data 
features impact learning dataset

• DPS can control the iid-ness 

• at iNDBF and/or eNDBF via fine-
grained load-balancing

• DS grouping beyond 
geographical clustering



Anomaly Detection AIF

N-E-H. Yellas, B. Addis, S. Boumerdassi, R. Riggio, S. Secci, Function Placement for In-network Federated Learning, Computer Networks, Vol 256, 2025.
S. Bin Ruba,  N. Modina, P. Braconnot Velloso, S. Secci, "FLADxG: Federated Learning Based Anomaly Detection Framework for xG Systems", CloudNet 2024.
D. Chi Phung, N-E-H. Yellas, S. Bin Ruba, S. Secci, "An Open Dataset for Beyond-5G Data-driven Network Automation Experiments", 6GNet 2022.
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Anomaly Detection AIF

10

• The Autoencoder (AE) is trained on ideally free from anomaly samples

• Anomaly = deviation from the nominal state

T can be chosen as the n-th 

percentile of the error 

distribution of training 

dataset
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Distributing the AIFs with Federated Learning
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AIF placement/scheduling
Avoid stragglers by minimizing variance of 
a composite delay :
- DPS forwarding delay

- Edge AIF training delay
- modulated using hw accelerators

- Edge-Srv propagation delay

Or use asynchronous FL...



Reconfiguration Agent

P. Ntumba, N-E-H. Yellas, S-B. Ruba, F. B. Abdesslem, S. Secci. “Data Pipeline System Designs for In-network Learning” in proceeding 20th International Conference on Network and 
Service Management (CNSM), 2024
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From AD-AIF to reconfiguration 
• AD fingerprint 

multi-dimensional space

• Reconfiguration actions

get back to normal/nominal 
state(s) convex hull(s)

• Abnormal states

auto-labeling wrt previous visits 13

Runtime phase
Training phase

Feature 

preprocessing 

& selection

Resource-type 

metrics grouping 

CPU group

Training modules

LSTM AE

Memory 

group

Network 

group

Disk group

g/eNodeB 

group

UE

 group

WiFi

 group

Anomaly Detection 

based on 

Global/Group 

features above 

statistical 

thresholds

Anomaly 

fingerprint:

array of 

reconstruction 

errors
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Functional system – current & next
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Questions?

Stefano Secci

Cnam & NeuroTel.ai

stefano.secci@neurotel.ai 
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