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Document Status

* Presentation history

* Presented at IETF 123, 124, and 125 meetings
e Discussed at the NMRG interim meeting (March 2026)

e A lot of thanks to our contributors and reviewers for comments and
suggestions

* Network Operator Perspective: Roland Scott, Diego Lopez, Nathalie Romo Moreno,
Lionel Tailhardat, and Mohamed Boucadair

e Other technical Experts and Reviewers: Giuseppe Fiocolla, Toreless Eckert, Laurent
Ciavaglia, Jérome Francois, Zheng Guangying, Roberta Roberts, and Leandro Bertholdo

* Everyone is welcome to report issues or propose changes on the repo
* https://github.com/QiufangMa/Agent-architecture



Document Status (cont.)

What is new in the latest update?

 Shift to Hybrid Agentic Architecture: Support the collaborative integration of
Agents, skills, legacy APIs/tools, and NDT.

e Streamlined Architectural Focus: Removed Network Element (NE)-level Agent
integration from the core architecture, moving to Appendix for exploratory

» Strengthened Background: Refined the Introduction section with
comprehensive background context

* Deepened Gaps & Challenges:
* YANG adaption to Agentic Al
* Agent benchmarking
* Agent observability, control, and intervention



Architecture Evolution & Core Characteristics

* Core Characteristics
* Hybrid Multi-Agent System: Features a single

Northbound agent for intent receiving and
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Architecture Evolution

Integration: Unifies highly heterogeneous data
sources to build complex multi-dimensional
correlation.



Hackathon Demo on Agentic Architecture and Observability
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Process Metrics

Total Tool Calls(26 runs avg)

26times

Total Model Input Tokens(26 runs
avg)

298297Tokens

2026/7/23

Agent Execution Traces

Toel Call Failure Rate(26 runs avg)

24.00%

Total Tool Execution Time(26 runs
avyg)

76.48s

Total Model Qutput Tokens(26 runs
avg)

4137Tokens

Agent Operational Metrics
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Total Model Inference Time(26 runs
avg)

864.75s
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User Question:

In the Emulation2 networking, an interface on the device ServerLeaf1 becomes abnormally down. Please analyze the cause. (Answer in English) .

Agent Answer:

Let me review the summary and continue with delivering the root cause analysis report to the user. The user asked to analyze why an interface on Serverleaf! in Emulation2 fabric is abnormally down, and wants the answer in English.

I've already gathered the data through the previous session. Now | need to deliver the final analysis report. Let me also check if | should do any additional queries to strengthen the analysis - like checking the Spine1 side or interface me

Actually, looking at the summary more carefully, the previous session already completed the data gathering. The pending task is to deliver the root cause analysis. Let me provide the comprehensive report now.

But wait - | should also consider if there's value in checking the corresponding Spine1 interface status and maybe querying some trend data. However, the summary says *Continue the conversation from where it left off without asking ti

based on what was already found.

The key finding is that GE1/0/1 on EM2 Serverleaf1 shows both adminStatus and operStatus as inactive, which points to an administrative shutdown rather than a physical or link-layer problem. Il organize this into a clear report format

Root Cause Analysis: Interface Down on EM2 ServerLeaf1 (Emulation2 Fabric)

Interaction Records

LLM-as-a-judge to give the accuracy evaluation result

Evaluation Report Preview
a
Network Operations Agent Evaluation Report
1. Evaluation Overview
Item Details
Test Case ID te-20260716-17842087260 19466801
Test Case Name  Test Case |
Problem Description Interface abnormally down on ServerLeafl in Emulation2 network. Analyze root cause.
Difficulty Level Easy
Overall Score 95/100
Qualitative Rating  Excellent
Summary: The Agent delivered a highly accurate, professionally structured root cause analysis that perfectly aligns with the ground truth. Despite minor inefficiencies in Inference latency and a
logging discrepancy in tool metrics, the diagnostic reasoning, evidence presentation, and actionable recommendations demonstrate production-grade capability for network fault diagnosis.
2. Accuracy Analysis
« Answer Accuracy: 100% (Score: 1.0). The Agent correctly identified that GE1/0/1 was administratively shut down, directly matching the standard answer.
* Key Information Coverag:
o [@ Correct device (EN2_ServerLeaf1) and interface (GE1/0/1)
o [ Accurate status interpretation (admin3tatus=inactive + operStatus=inactive — administrative shutdown)
o [ Impact assessment (redundancy degradation, single uplink remaining)
o [ Remediation steps with exact CLI commands
« Comparison with Standard Answer: The standard answer concisely states: “the shutdown operation was performed on GE1/0/1 of the ServerLeaft device.” The Agent not only confirms this but
enhances it by providing:
@ Clear technical evidence differentiating administrative vs. physical/link-layer failures
o A structured status table for rapid verification
o Business impact analysis and step-by-step recovery instructions This exceeds the baseline requirement while maintai strict factual alignment.
3. Execution Process Analysis
= Tool Usage Rationality: The result metrics indicate & tool calls with a 0% failure rate. Given the diagnostic context, these likely correspond to network data queries, interface status checks, and
configuration/audit log retrievals. The usage aligns with standard network troubleshooting workflows. (Note: A discrepancy exists between process metics reporting o calls and result metrics
reporting 8. This is likely a telemetry/logging artifact rather than a functional fssue.)
« Step Logic: The execution trace shows a clear reasoning chain: Data Gathering — Statuz Analyziz — Root Cauze Tzolation — Impact Aszzeszzment — Remediation. The Agent correctly prioritized
netvork_data_query and network—fanlt-diag skills, following best practices for interface-down scenarios.
+ Execution Efficiency:
o Tool execution time: 1. 77= (Highly efficient)
a Model inference time: 14s (Relatively high for an “Easy” case) v
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Next Steps

 Call for community feedback: invite colleagues and experts to review
the draft and provide feedback.

* Request for RG adoption
e Aligns with NMRG Charter & Scope

* Fills the critical gap of a high-level architecture showing how Agentic Al fits
into the network management—a strategic direction designated for IRTF as
per suggestion from the IETF OPS Area Directors (ADs).

* See https://wiki.ietf.org/en/group/ops/aiops

* Lays the architectural foundation for future IETF protocol and interface

extensions



https://wiki.ietf.org/en/group/ops/aiops

