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Why Intelligent Data Plane?

Network data plane is evolving:
® From: pure connectivity & forwarding

® To: in-network sensing, feature extraction, classification, conditional triggering

Problem: Al for Network Management(AlI-NM) & Self-Driving and Self-Managing
Networks(SD/MN) lack standardized DP interfaces

® AI-NM systems rely on ad-hoc data collection
® SD/MN closed loops lack standardized "act" interface

® No common signal / feature / result model exists Research demonstrates feasibility:
NetBeacon (USENIX Sec'23)

. . Brain-on-Switch (NSDI'24)

IDP fills this gap Pegasus (SIGCOMM'25)

® Standardized data-plane interface for Al-driven networking FENIX (NSDI'26)

. . j Common issues across all systems:
Traditional DP Evolution Intelligent DP state, resource, safety, metadata,

Forwarding Only Sense + Process + Action operational control
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IDP: Core Concepts

IDP enables data-plane nodes to perform bounded, policy-constrained, and observable
processing of packets, flows, and states based on standardized signals and decision functions.

Signal
Packet/Flow/State
Telemetry Data

Feature
Derived Values
Aggregation / Stats

Decision Function
Rules / ML / Inference
Bounded Execution

Result Classification
Action Hint
Confidence

Action
Forward / Drop / QoS
Steer / Monitor

IDP Node: forwarding device with IDP capabilities (switch, SmartNIC, FPGA, accelerator)

Online Sensing: acquire packet/flow/queue/buffer/resource info at line rate

Safe Mode: fallback to basic forwarding when intelligent functions unavailable/untrusted

Decision Trace: observable record of inputs, policy, model version, result, action

Out of scope: specific Al/ML algorithms, model training, new packet headers, payload decryption




Reference Architecture & Three IDP Interfaces

IDP Signal Acquisition . Northbound
Packet headers, flow stats, queue/buffer state, telemetry, compute state IDP Node <> AlI-NM / Mgmt
Feature Engineering . East-West
Aggregation, transformation, windowed statistics, time-series features IDP Node <= IDP Node
Decision Function Execution . Internal
Classification, regression, anomaly detection, rules, ML inference FE <> Accelerator

'

Result Application
Forwarding actions, QoS, steering, filtering, telemetry export

Supports local, escalated, and hybrid processing models
IDP Domain: administrative scope with common trust, policy, and capability model



IDP Signals, Features & Results

Signal Categories Feature Representation Result Model
Per-packet: Statistical: Outputs:
header fields, timestamps, queue mean, variance, histogram, entropy, classification label, anomaly
depth, metadata moments indication
Flow-level: Temporal: Confidence:
5-tuple aggregates, byte/packet time-series, windowed aggregates, score, action hint, telemetry
counts, durations trends summary
Device-level: Metadata: Freshness:
buffer occupancy, TCAM usage, link feature ID, type, value, freshness stale signals MUST NOT affect
state, temperature timestamp forwarding
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Decision Function Abstraction

Generalized Processing Primitives

> Partition Classification & Regression

Anomaly Detection & Clusterin

» Map Y &
Feature Extraction & Dimension Reduction

Ensemble Methods & Hybrid Rules+ML

> SumReduce

Key Requirements
REQ-IDP-06: Stable identifier + version
REQ-IDP-07: Bounded execution time, memory, side-effects
REQ-IDP-08: Result confidence exposure
REQ-IDP-09: Policy-authorized actions only

REQ-IDP-10: Dampening/hysteresis for oscillation prevention

Model Representation: stable identifiers, versioning, rollback support, consistency checks

Hardware Mapping Examples

P4 Programmable Switches
Match-action pipelines, table-limited inference

SmartNICs / DPUs
Flow-level processing, stateful offload

FPGA-Enhanced Switches
DNN inference, parallel feature extraction

NPUs / ASICs
Fixed-function acceleration, deterministic latency

Resource awareness: operators SHOULD evaluate max throughput, latency, memory, TCAM limits




IDP Communication Patterns

Northbound

East-West

Internal

IDP Node <> AlI-NM / Mgmt

e Policy & model distribution

e Capability advertisement

e Telemetry & result export

e Configuration management

e Protocols: RESTCONF, gNMlI, gRPC

IDP Node &> IDP Node

e In-band metadata exchange

e Collaborative feature sharing

e State synchronization

e Escalation forwarding

e Carriers: NSH , SRv6

IDP Domain: administrative scope where capabilities, policies, metadata, and decision
behavior are configured, authorized, and managed under a common trust and policy model.

FE <> Accelerator

e Signal / feature transfer

e Decision function invocation

e Result return path

e Resource & capability discovery

e Interconnects: PCle, shared memory
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Collaborative & Escalated Processing

In-Line (Fast Path)

Line-rate processing
Bounded latency
Limited complexity
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Escalated (Slow Path)

Higher complexity
ML inference
External collaboration

Data-Plane Processing Procedure

1. Parse packet/flow signals

2. Match against IDP policy

3. Execute decision function (local or escalate)

4. Apply result as forwarding/filtering/steering action

5. Export result, trace, or telemetry per policy

6. Fallback to safe mode on any failure

Hybrid Processing Model

>

>
>
>

Local: time-critical, bounded decisions at line rate
Escalated: complex analysis, ML, external consultation
Rate limiting + backpressure for escalated traffic

Correlation between escalated results and original context

External Analytics Platforms

Al-NM analytics engines

Security monitoring (SIEM)

Traffic engineering controllers

Distributed learning frameworks




State Management & Metadata Mapping

State Management

>

>

Flow state: per-flow context, counters, timers

Model state: decision function parameters, versions

Configuration state: policies, thresholds, mappings

REQ-IDP-16: State aging MUST be supported

REQ-IDP-17: Hash collision detection or mitigation

REQ-IDP-18: Exhaustion MUST NOT corrupt unrelated flows

REQ-IDP-19: Counters for allocation failure, collision, eviction

Metadata & Protocol Mapping

In-Band Metadata
NSH (RFC8300): context headers
SRv6 (RFC8986): TLV extensions
IOAM (RFC9197): in-situ telemetry

Out-of-Band Metadata
IPFIX (RFC7011): flow export
gRPC/Protobuf: structured telemetry
RESTCONF: configuration state

Internal Metadata
Device-local feature cache
Model inference context
Decision trace identifiers




Requirements Overview

14.1 Signal & Feature
REQ-IDP-01~05

14.2 Decision Function
REQ-IDP-06~10

14.3 Communication
REQ-IDP-11~15

e Fallback independence

e Feature extraction w/o payload

e Queue/buffer/device state

e Feature ID, type, value, freshness

e Stale signal handling

e Stable ID + version

* Bounded time/memory/effects
e Result confidence exposure

e Policy-authorized actions only

e Dampening/hysteresis

14.4 State Management
REQ-IDP-16~19

e Capability advertisement

e AuthN/AuthZ for collaboration
e Domain-scoped metadata

e Rate limiting for escalation

¢ Context correlation

e State aging
e Collision detection/mitigation
e Exhaustion isolation

e Failure/eviction counters

14.5 Security & Privacy
REQ-IDP-20~24

e Control interface protection

e Metadata integrity protection

e Export/event rate limiting

e Sensitive data export control

e Domain boundary filtering

Additional: 15. Manageability | 16. OAM | 17. Performance | 18. Security | 19. Privacy | 20.1ANA




Security, Privacy & Operational Considerations

> Signal Spoofing & Poisoning
Validate source + integrity; treat untrusted as low confidence

> Resource Exhaustion
Rate limiting, quotas, fallback; MUST support resource limits

> Policy Bypass
DF MUST stay within authorized policy; verifiable consistency

» Safe Mode (MUST)
Preserve basic forwarding on any IDP function failure

Privacy

e Data minimization: export only necessary features/results
e No raw packet bytes unless authorized

e Limit retention of decision traces

e Strip/protect IDP metadata at admin boundaries

e Access control for user/tenant-sensitive inference data

> Model & DF Integrity
Verify origin; support versioning, rollback, consistency checks

» Evasion & Adversarial Traffic
Conservative actions for low-confidence; monitor counters

> Metadata Integrity
Protect against tampering within IDP domain

OAM & Manageability

e OAM visibility: task active? matched? fallback? latency?
* Capability discovery & policy configuration

* Model/decision-function lifecycle management

® Resource accounting: tables, memory, bandwidth

* Reject tasks exceeding resource limits

¢ |JANA: no IANA actions in this document
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Relationship to Existing RFCs

IDP builds upon existing IETF/IRTF work and identifies possible protocol-mapping points.

RFC IDP Relevance / Mapping Considerations

RFC7426 SDN Layers & Architecture IDP defines internal DP components for intelligent processing
RFC9232 Network Telemetry Framework IDP defines signal/result models for telemetry preprocessing
RFC9197 In-Situ OAM (IOAM) IDP results map onto IOAM; extend semantics for features & confidence
RFC8300 Network Service Header (NSH) IDP metadata carried as NSH context; new metadata types for features
RFC8402/8986 Segment Routing / SRv6 Decision functions triggered SR-hop; IDP encoded as SRv6 segments
RFC7011 IPFIX Flow Export IDP results, telemetry summaries, decision traces exportable via IPFIX
RFC9637 In-Network Computing (COIN) IDP provides framework for intelligent DP subset of COIN use cases




Thank You!
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