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Challenges and Motivation

• Lack of RAR types metadata providing schema and documentation

• Absence of normative resource error response due to insufficient authorization

• Need for interoperable remediation:

• Can resource servers leverage domain knowledge, to provide actionable RAR 
request objects from failing requests?

• Can clients be assisted in locating eligible access tokens in their possession, 
without fully understanding RAR semantics?
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Draft overview

• Defines a new endpoint for RAR types metadata delivery (includes schema, 
documentation, and examples)

• Specifies normative error response from resource server on insufficient token RAR:

• Standardized error code in WWW-Authenticate header

• Actionable authorization details objects derived from the request

• GNAP-inspired string reference to help client locate an existing eligible token

• Recommendations on when authorization servers may omit RAR in JWT access 
tokens (due to size and privacy considerations)
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AS RAR types metadata endpoint

authorization_details_types_metadata_endpoint

Discussion: separate endpoint or part of main AS metadata document?
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Normative RS Response on insufficient token RAR
• New normative error code: insufficient_authorization

• Optional human readable error_description

• authorization_remediation (base64url encoded JSON, unsigned)

• Provides actionable RAR objects
• And (if multiple-use), authorization_reference to guide client on token selection
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authorization_remediation single-use example
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authorization_remediation multiple-use example
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TokenEntry {
issuer: string,
access_token: string,
expires_in: number,
audience: string,
scopes: Set<string>,
authorization_reference: RS-provided reference handle

}

authorization_reference: Simplifying token selection
• If response includes an authorization_reference matching a token the client already holds, the client 

can directly retry using that token.

• If no reference provided or no token matches, client initiates a new grant using authorization_details.

• This mechanism frees the client from needing to understand authorization details semantics to select 
eligible tokens.

Client’s “token bag”:
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Considerations for omitting RAR from JWT tokens

• Resource servers require approved RAR objects for authorization enforcement

• In JWT tokens RAR is provided in authorization_details attribute

• Authorization servers should consider approved RAR size and privacy

• And in eligible cases provide RAR using token introspection, omitting it from JWTs
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Draft status

Revised following feedback:

• Resource server's response moved to WWW-Authenticate header.

• Removed required authorization details types.

• Clarified authorization_reference usage.

• Clarified AS broader considerations on RAR and JWT access tokens.

• Clarified interoperability with any OAuth grant that supports RAR.

Seeing interest and /adoption in:

• MCP (SEP-2643)

• Raiffeisen Bank International

• Norwegian healthcare provider HelseID
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