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Recap: What MLS Gives OCM

*  Concrete definition of shareType "federation" - groups spanning multiple OCM servers

*  MLS (RFC 9420) as group management layer - not for chat, only key management and group membership via
ratchet tree extension

* Each user gets their own MLS leaf node(s) - individual add/remove

*  Optional encryption och shared data: per-file keys wrapped by the MLS group key

*  Group lifecycle is independent of share lifecycle(s)
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Architecture

Delivery Service

Group Owner Server is the sole committer - eliminates conflicting commits. Can be a regular EFSS or perhaps a bespoke AAI
implementing OCM.

Authentication Service
Each user's home OCM server. KeyPackages at <endPoint>/mls-key-packages

Notification Types (IANA-registered)
MLS_WELCOME, MLS_PROPOSAL, MLS_COMMIT, MLS_APPLICATION, MLS_REJOIN

Encryption
Group Key from MLS epoch secret = wraps per-file key (FK)

Member Removal
Re-encryption (recommended) or key-reuse (trusted federations only)




Updates Since Last Interim

*  |ANA registration of all five MLS notification types (PR #380)

*  New notification type: MLS_REJOIN for state recovery

*  Admin sets for group membership management

*  Group Owner Server failover mechanism specified

*  Vocabulary split clarified: "federation" and MLS handling completely moved into companion I-D to the core
spec
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