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Introduction
● OPS AD (Med) identified several

*-over-QUIC protocol drafts
● Probed for interest in operational 

considerations
● Two discussion calls with interested

participants running up to IETF 126



2026-07-23 IETF 126 OPSAREA 3

Presentation Outline
● Preamble
● Requirements
● Operational Considerations
● Examples of Issues
● Opportunities
● Guidance
● Next Steps
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Preamble
● Several protocols standardized to run over QUIC
● Opportunities beyond TCP and UDP
● What are the operational considerations?

– Benefits
– Difficulties
– Differences
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Requirements
● MUST

– Order guarantee
– Delivery guarantee

● SHOULD (or MAY even?!)
– Integrity
– Confidentiality
– Authentication

● Different requirements between control plane and management plane



OPERATIONAL
CONSIDERATIONS
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Operational Considerations
● MUST

– Order guarantee

– Delivery guarantee

● SHOULD (or MAY even?!)
– Integrity

– Confidentiality

– Authentication

● Different requirements between control 
plane and management plane

● Might be easier to 
solve with QUIC than 
TCP
– E.g. auth and 

encryption embedded 
in the protocol
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Operational Considerations
● Comparison with other transports

– Benefits with QUIC?
– What is common?
– Issues?
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Operational Considerations
● QUIC is not a drop-in replacement for TCP
● Larger/more considerations for QUIC

– Lots of knobs to turn and tune

● Who initiates a connection?
● Some things hidden by protocol
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Operational Considerations
● QUIC is not a drop-in replacement for TCP
● How create a QUIC profile that makes it easy?
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Operational Considerations
● Congestion control

– Examples discussed in RFCs 9000 and 9002:
(TCP) NewReno and CUBIC

– BRR and other algorithms also used (possible interop issues!)
– Many differences from TCP CUBIC

● Packet numbering instead of sequence numbers, no retransmission 
ambiguity

● Congestion window (cwnd) measured in bytes not packets
● Persistent congestion  explicitly defined:

Probe Timeouts, not Retransmission Timeouts
● ...
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Operational Considerations
● QUIC interoperability

– Across versions (RFC 8999)
– Between different QUIC stacks
– ”Interesting issues will arise from

 stack to stack interop”
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Operational Considerations
● Need simplified firewall story

– QUIC: UDP layer 4 considerations including
GTSM (TTL) does most of the job

● Routers implement control plane policing
– How to allow traffic during DDoS?

● Some implementations peek into packets to work
– not possible with QUIC

● Multi chassis transport redundancy
– Requires traffic snooping and transport injection

● Similar to tcpdump / keylog file
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Operational Considerations
● QUIC is a connection oriented reliable transport

– Streams are reliable

● RFC 9221: QUIC Datagram
– Unreliable datagrams over a QUIC connection
– Congestion control but no flow control
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Operational Considerations
● foo-over-QUIC compatibility matrix

– Connection-oriented, connection-less
– Control plane vs management plane vs data plane
– Management protocol vs Telemetry protocol
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Operational Considerations
● Different settings per connection

– Implementation support exists
(unknown how widespread)

– Even possible to have different settings
on either peer (client/server)

● Is this manageable?
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Operational Considerations
● Alternative services indication

– HTTP Alt-Svc header or HTTP/2 ALTSVC frame
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Operational Considerations
● Control plane rate limiting/policing and security 

mechanisms
– Limit BGP ingress
– Limit BGP PDU sent to implementation

● Solved for TCP by standard layer 4 firewall and 
e.g. GTSM (TTL)

● Similar mechanisms needed for QUIC
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Operational Considerations
● Different requirements and aspects

– Control plane
– Management plane
– Data plane

● Who initiates a connection
– When several application protocols can run on one 

transport connection
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Security Considerations
● 0-RTT Connection init

– Weaker security profile
– Typically disabled by protocols



EXAMPLES
OF ISSUES
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TCP
● Issues

– TCP Head-of-Line blocking
– Overhead for e.g. telemetry
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UDP
● Issues

– No guarantees for delivery or order



2026-07-23 IETF 126 OPSAREA 24

TCP Head-of-Line blocking
● TCP connections processes messages in order
● Possible to shard the service

– E.g. img1.example.org, img2.e.o, img3.e.o, …
● HTTP/2 introduced streams

– Still affected by HoL, since it’s TCP
● QUIC streams solves this issue

– Careless QUIC implementation can also render
HoL blocking

● Interdependent stream handling can deadlock
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QUIC, Always Encrypted
● QUIC is always encrypted with TLS 1.3
● TLS 1.3 messages are interleaved into QUIC
● Similar operational issues as TLS for debugging

– Need key log file to decrypt traffic
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QUIC, Reverse Auth
● Authentication is integrated in the protocol
● Makes reverse authentication á la NETCONF Call 

Home more involved
● Existing TLS stacks may constrain client/server 

sessions
– Can’t do client authenticaten from a server socket
– Is this similar for QUIC stacks?
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QUIC, Reverse Auth
● Possible solutions

– Send CertificateRequest upon reverse connection
– Use QUIC CRYPTO frame
– Custom application protocol auth method

● Engage with the QUIC WG
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QUIC, No Standard API
● No standard API, like the socket API
● Each implementation have an API 

implementation
● RFC 9622: An Abstract Application 

Programming Interface (API) for Transport 
Services?
– Only one QUIC stack known to have implemented it
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QUIC, kernel vs library
● TCP implemented in kernel

– Long cycles to deploy new features
– Upgrade requires device reboot

● QUIC implemented in library
– Shortens cycles for deployments
– Upgrade without device reboot
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Opportunities
● Run several application protocols over one 

QUIC connection
– Needs accounting for protocol-stream mapping

● Connection migration
– Peer ID from source IP, source interface
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Opportunities
● Granular flow control

– Both per connection and per stream
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Guidance
● Considerations when porting application protocol

to QUIC
– RFC 9308: Applicability of the QUIC Transport Protocol

● Do we need common design patters for control 
plane protocols?
– Wiki entry
– Informational RFC
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Guidance, Assigned port
● Should the QUIC implementation assign a port?
● Default port 443 for management use?
● If the TCP implementation assigns a port, do so 

also for QUIC?
– draft-ietf-regext-epp-quic-12
– If the UDP port was allocated historically,

use this for QUIC (pre RFC 6335)
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Next Steps
● Continue discussions about operational considerations?

– Interim?
● Collaboration between *-over-quic draft authors

– Create an informational RFC?
● Review WIT guidelines

– Discussed creating guidelines on WITAREA
● draft-netana-opsawg-telemetry-over-quic

– Focuses on telemetry (management and data planes), with router-
initiated connections, as a starting point.
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References
● RFCs 6335, 8999, 9000, 9001, 9002, 9221, 9308, 9622

draft-ietf-regext-epp-quic-12,
draft-netana-opsawg-telemetry-quic-00

IETF 98 QUIC tutorial
<https://www.youtube.com/watch?v=ZF6-KmHz1sU>

D. Stenberg, ”HTTP/3 explained”, February 2018,
<https://http3-explained.haxx.se/>
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