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RAVEN
Routing Analysis, Validation, and Event Network.

Ravens see what you can’t.

· Ritesh Mukherjee · Nokia · Open source, BSD-3-Clause
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WHY WE’RE HERE

BMP still can't tell you if a route is safe
draft-wang-grow-bmp-rpki-mon-reqs is explicit about it: standard BMP implementations don't 
natively support monitoring of RPKI-related validation data. Nothing correlates live routes with 
the ROV and ASPA state as a single operator-facing signal.

<1%
of the global ASN space has an ASPA object 
today, despite ARIN (Jan 2026) and RIPE NCC 
(Dec 2025) shipping object creation. The tooling 
gap is a real barrier — not a hypothetical one.

LAYER SEES LIVE ROUTES DOES ROV DOES ASPA

BMP collectors ✓ ✗ ✗

RPKI validators ✗ ✓ partial

External monitors public only ✓ ✗

ASPA test tooling ✗ ✗ lab only
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WHAT WE BUILT

One binary. Your routers. Your validator.
RAVEN annotates every BMP route with ROV + ASPA state in real time, no mandatory external 
dependencies. Single Go binary, BSD-3-Clause, CLI binary name raven.

CORE

RAVEN
INGEST

BMP
TRUST ANCHOR

RTR v2
routers push routes over BMP ·  RAVEN pulls VRPs + ASPA over RTR v2 from the validator

ROV (RFC 6811) +  ASPA path verification (draft-ietf-sidrops-aspa-verification)

CLI Prometheus Grafana gRPC / HTTP API Webhooks Flowspec
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THE SIGNAL RAVEN PRODUCES

Every route gets one posture
ROV and ASPA results combine into a single security posture per route. This is what the demo 
will show changing, live.

Secured Path-SuspectOrigin-Only

Path-Only Path-SuspectUnverified

Origin-Invalid Origin-InvalidOrigin-Invalid

ROV: Valid

ROV: NotFound

ROV: Invalid

ASPA: Valid ASPA: Unknown ASPA: Invalid Origin hijack
Valid →  origin-invalid (ROV)1

Route leak
Origin-Only →  Path-Suspect 
(ASPA)

2

What-if impact
Policy simulation across the 
full table3
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LAB TOPOLOGY

Containerlab on a laptop
Routinator with live RPKI data. RAVEN is receiving BMP from two peers simultaneously. Three 
scenarios — all reproducible.

Containerlab · management network 172.20.20.0/24

FRR attacker
AS 65099
Hijack/Leak

eBGP
Dashboards

CLI/API
raven routes, etc.

metrics

HTTP/CLI

RTR

RPKI Validator
RTR: 3323

RPKI
Trust Anchors

RRDP/rsync

FRR edge
AS 65001

eBGP

eBGP

Internet
AS 64496 
192.0.2.0/24

FRR upstream
AS 65000

eBGP

RAVEN
BMP:11019
API:11020 Prom:9595

BMP

BMP THREE SCENARIOS

01 · Origin hijack → ROV: Invalid
02 · Sub-prefix hijack → ROV catches, ASPA 
confirms
03 · Route leak → ROV blind, ASPA: path-
suspect

KEY ASNS

AS65000 Upstream transit

AS65001 Edge router (BMP source)

AS64496 Attacker (RFC 5398 range)
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DEMO 1

Origin hijack, caught live
● ● ●

$ raven watch --posture origin-invalid 
[14:23:01] 192.0.2.0/24 via 198.51.100.1 
  origin AS64666  ROV:Invalid (expected 
AS13335) 
  posture:origin-invalid 

matched VRP: 192.0.2.0/24, AS13335, maxLength 
/24 
# attacker announces a more-specific from an 
unauthorized origin

What's happening
An attacker originates a more specific 
covered prefix from an ASN with no 
matching ROA.

What RAVEN shows
The route transitions to origin-
invalid within one RTR/BMP cycle — no 
polling, no external data source.

Why it matters here
This is ROV doing what RFC 6811 says 
— the baseline every operator should 
already have visibility into.
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DEMO 2

Route leak — ROV can't see this
● ● ●

$ raven watch --posture path-suspect 
[14:23:04] 10.0.0.0/8 via 198.51.100.1 
  AS_PATH: [64501 3356 7018]   
  ASPA:Invalid  hop(3356→7018) unauthorized 
  posture:path-suspect 

ASPA(3356) provider set does not include 7018 
# origin has a valid ROA — ROV alone would call 
this clean

What's happening
The origin's ROA is valid, but the AS_PATH 
violates a declared customer-provider 
relationship — a classic leak shape.

The differentiator
No existing operational tool does live 
BMP + ASPA path verification with a 
per-hop breakdown.

Coverage caveat
With <1% ASPA adoption, most hops 
today resolve to Unknown, not Invalid — 
that's expected, not a bug.
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DEMO 3

What would reject-invalid actually do?
● ● ●

$ raven what-if --reject-invalid 
IMPACT SUMMARY: 
  Routes currently received: 1,044,293 
  Routes that would be rejected: 2,341 (0.22%) 
  Prefixes affected: 1,892 
  Unique origin ASNs affected: 487 
  
  Top affected origins: 
    AS64666 - 142 routes (no valid ROAs) 
    AS65001 - 89 routes (maxLength exceeded)

The operator question
"If I turn on reject-invalid tomorrow, what 
breaks?" — answered against the live 
table, not a guess.

Same engine, no new state
This runs against the Route Table 
already built from BMP + RTR — no 
separate simulation environment.

Why it’s here
Deployment hesitancy is a bigger 
adoption blocker than protocol gaps. This 
is the tool that removes the guesswork.
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BRINGING SOMETHING BACK TO THE ROOM

Three observations from building this
AS_SET handling in ASPA verification is an open edge
draft-ietf-sidrops-aspa-verification largely leaves AS_SET segments undefined. RAVEN defaults 
to Unverifiable for any AS_SET-containing path, with a configurable best-effort mode that 
validates AS_SEQUENCE segments and skips the rest.

01

RTR v2 / ASPA PDU integration against Routinator was smooth
Version negotiation per draft-ietf-sidrops-8210bis worked cleanly against Routinator's --enable-
aspa RTR v2 implementation. Worth noting for operators evaluating validator readiness: this path 
is production-usable today.

02

BMP REL is the natural next integration point
RAVEN currently re-validates on RTR serial changes, computed internally. draft-ietf-grow-bmp-
rel's Route Event Logging could let RPKI cache-triggered state changes be observed directly over 
BMP — we're interested in prototyping against it.

03
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GET INVOLVED

Open source. Looking for operational data.

TRY IT

https://github.com/nokia/bgp-routing-security-
monitor
Single binary, BSD-3-Clause, CLI: raven

https://ritmukhe.github.io/raven-docs
Docs, CLI reference, Containerlab demo lab

https://labs.ripe.net/author/ritesh-mukherjee/
"ASPA is live — can you see it working?"

WHAT WE'RE ASKING FOR

Feedback on AS_SET handling in ASPA verification — 
is Unverifiable-by-default the right community 
stance?

Interest from anyone prototyping against draft-ietf-
grow-bmp-rel — RAVEN is a natural test consumer.

Operators willing to run RAVEN against real ASPA-
covered paths — longitudinal data is a scarce 
resource right now.
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