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An IPFIX Design-Choice Since Day One: 
Multiple Identical IPFIX IEs & Ordering

IPFIX Export 
Protocol

Metering Process
Exporting 
Process

Collecting Process

sends IPFIX Messages interprets IE occurrences

Can NOT conclude 
what the Metering 
Process order is

No ordering signal 
coming from the router

« If an Information Element is 
required more than once in a 
Template, the different occurrences 
of this Information Element SHOULD
follow the logical order of their 
treatments by the Metering 
Process. », RFC 7011

=> SHOULD ≠ MUST: no guarantee
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Create Flow Records

• Multi-Layer Encapsulation is everywhere these days
– SRv6, VXLAN, GRE, Q-in-Q: outer/inner header fields repeat
– n-th occurrence of an IE = n-th encapsulation layer?
– This is important for data analytics



Use Cases

• Multi-Layer Encapsulation
– SRv6, VXLAN, GENEVE, GRE, Q-in-Q: outer/inner header fields repeat

– n-th occurrence of an IE = n-th encapsulation layer (outermost first)

• MPLS Label Stack (IE Proliferation)
– 10 positional IEs (IE 70–79) exist solely to work around missing ordering

– Ordered export: one repeated mplsLabelStackSection, N is a free parameter

– Lifts the artificial 10-label cap; full stack depth exported in order

• PSAMP Composite Selectors (Options Template Records)
– RFC 5476 §6.5.1: selectorId occurrences MUST be in application order

– No IPFIX-level signal existed; Set ID 5 closes this gap

Note: thanks to liu-opsawg-ipfix-muti-layer for mentioning the problem
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Solution: New Ordered Set Types

• Two new Set IDs — same wire format as existing counterparts:
– Set ID 2  Template Set (existing, unordered)

– Set ID 3  Options Template Set (existing, unordered)

– Set ID 4  Ordered Template Set  

– Set ID 5  Ordered Options Template Set 

• The new Set ID is the explicit ordering signal
– Collecting Process tracks per-Template-ID which Set type was used

• Backwards compatible: 
– Set IDs 2, 3 unaffected

– A Collecting Process unaware of Set IDs 4/5 skips the Set via the Length field (RFC 
7011 §3.3.2)
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STILL VALID



Protocol Updates

• Update to RFC7011, IPFIX specifications
« If the Template Record is transmitted in an Ordered Template Set (Set ID 4) or 
an Ordered Options Template Set (Set ID 5), the Metering Process MUST record
the repeated Information Element values in the order in which the corresponding 
observations are made at the Observation Point, the Exporting Process MUST 
preserve and follow this order when constructing the corresponding Data 
Records, and the Collecting Process MUST interpret the n-th occurrence as 
corresponding to the n-th observation by the Metering Process at the 
Observation Point. » 

• Update to RFC5476, Packet Sampling specifications
« If multiple Selectors are contained in the Selection Sequence Report 
Interpretation, the selectorId's MUST be identified in the order they are used.  
The corresponding Options Template Record MUST be transmitted in an 
Ordered Options Template Set (Set ID 5) as defined in [this document]

• Update to the RFC 6183, IPFIX Mediation
« An IPFIX Mediator that receives Ordered Template Sets (Set ID 4) or Ordered 
Options Template Sets (Set ID 5) MUST preserve the ordering guarantee when 
forwarding. »
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Feedback So Far

• Joe Clarke: 
– “it’s a real problem”
– “you should split the MPLS IE content into its own, normative document. »
– Opt-in solution, except for PSAMP

• Timmy Schueller: “the problem addressed here is absolutely operationally relevant”
• Paolo Lucente:

– « should you in fact have a variable amount of repeated ordered IEs then you 
should issue N templates » 
=> new orderedBasicList data type
=> nice complementary solution

– What if the Metering Process decides to export the 1st and 3rd observed 
instance, and not the 2nd one. How can we communicate this to the Collecting 
Process?
=> encodes the position of the measurement, ie. <1, foo>, <3, bar>, so the 
collector may know that the second position/measurement was not supplied by 
the metering process for some reason. 
=> this makes sense

We guess that at some point in time, we might want to adopt this draft
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What This Specification Does Not Solve

• What if the Metering Process decides to export the 1st and 3rd observed 
instance, and not the 2nd one. How can we communicate this to the 
Collecting Process?

• This is solved by the old mplsLabelStackSectionX series of IPFIX 
Information Elements
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