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Problem: UDP-based Telemetry Lacks Transport 
Security

• Scope: UDP-based management protocols

– YANG-Push UDP-Notif, IPFIX, syslog, RADIUS (accounting)

– Focus on telemetry: management (and data) plane

– Accept the possibility to lose a few packets for low overhead

• Fragmented certificate management
– certificate per protocol

• No mandatory transport security
– Syslog: no security at all

– IPFIX: DTLS is optional, rarely deployed

– YANG-Push UDP-Notif: optional DTLS

• Weak authentication
– RADIUS uses MD5-based shared secret 2



Solution: QUIC as the Unified Telemetry Transport

• One QUIC connection carries IPFIX, syslog, YANG-Push UDP-Notif, 
RADIUS (Accounting)
– Mandatory TLS 1.3 — mutual authentication, encryption, integrity
– 2-byte Telemetry Type header demultiplexes protocols within one connection
– Connection initiated from the router (new definition: Network Node)

• DATAGRAM frames [RFC9221] — loss-tolerant telemetry
– While retaining QUIC authentication, encryption, integrity, 

congestion awareness, and connection migration
– IPFIX Data Records, syslog, YANG-Push periodic, RADIUS 

Accounting, Syslog

• STREAM frames [RFC9000] — reliable delivery
– IPFIX Templates, YANG-Push on-change, control messages
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Operational Advantages

• Unified Network Node Identity, thanks the connection ID
– Survives interface failover, ECMP re-hashing

• Connection Migration without re-authentication 
– QUIC Connection ID survives IP change

• Single QUIC connection replaces multiple parallel DTLS sessions

• Single Certificate Lifecycle — one renewal per Network Node, not one per protocol

• Enhanced RADIUS Security
– AEAD (AES-128-GCM / ChaCha20-Poly1305) from TLS 1.3 replaces MD5 

shared secret

• Quasi-Anycast: anycast rendezvous 
– unicast via QUIC Preferred Address (RFC 9000)
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