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• This draft aims to provide guidance for the AltMark deployment, especially with regard to the 
manageability

AltMark Framework Summary

Data Export: 
IPFIX, YANG Push

Configuration: 
YANG Model, 
PCEP, BGP

Limited Domain

The scope is to clarify the following aspects:
➢ Deployment Domain: controlled domain for security and compatibility reasons
➢ Measurement Nodes: marking nodes, unmarking nodes, transit nodes
➢ Type of Measurements: One flag, Two flags
➢ Configuration Aspects: YANG Model, PCEP, BGP
➢ Data Export, Collection and Calculation: IPFIX, YANG Push
➢ Encapsulations: IPv6, SRv6, MPLS, BIER, SFC, NVO3 
➢ Implementation Guidelines and Security
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Changes from -05 to -07

Thanks to Xiao Min for the OPSDIR Early review

Thanks to Benoit Claise, Alex Huang Feng, Tjeerd Pinkert and Tim Chown for their reviews during 
the WGLC

• All comments have been addressed and the relevant changes are:
• Clarified in the Introduction that this is the base document to deploy the Alternate 

Marking Method. 
• There are three complementary documents to be considered for the manageability: draft-ietf-

ippm-alt-mark-yang, draft-ietf-ippm-on-path-telemetry-yang, draft-ietf-opsawg-ipfix-alt-mark

• Explained that there are two options for the computation
• The NMS acts as Collector and is responsible for loss and delay metric calculation
• Each node can do directly the computation of loss and delay metrics, assuming that counters and 

timestamps are carried with the packet (see RFC9951)

• Extended the definition of controlled domain to consider the trust relationship between 
different entities

• Revised the references to highlight that the data plane documents are RFC9343 for 
IPv6/SRv6 and RFC9714 for MPLS

• Added the Operational Considerations section
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Changes from -02 to -04
Thanks to Acee Lindem for the YANGDOCTORS 
Early review

Thanks to Benoit Claise and Alex Huang Feng for 
their reviews during the WGLC

• All comments have been addressed and the 
relevant changes are:
• Clarified that this YANG model is for 

configuration, while draft-ietf-ippm-on-
path-telemetry-yang defines the YANG 
model for monitoring on-path telemetry 
data (AltMark, IOAM and on-path delay).

• Redefined the module to include all the 
altmark-profiles under the available-
interfaces

• Revised the cross-references between the 
corresponding parameters in YANG and 
IPFIX

• Added the Operational Considerations 
section

• Waiting for the PERFMETRDIR Early Review 
from Paul Aitken

+--rw altmark
+--rw admin-config
|  +--rw enabled?                            boolean
+--rw available-interfaces

+--rw available-interface*                [if-name]
+--rw if-name                          if:interface-ref
+--rw altmark-profiles

+--rw altmark-profile*              [altmark-profile-name]
+--rw altmark-profile-name       string
+--rw filter
|  +--rw filter-type?            altmark-filter-type
|  +--rw ace-name?            -> /acl:acls/acl/aces/ace/name
+--rw direction                  flow-direction
+--rw interface-action           altmark-interface-action
+--rw protocol-type?             altmark-protocol-type
+--rw flow-mon-id?               flow-id
+--rw method-type?               altmark-method-type
+--rw measurement-period?        uint64
+--rw measurement-mode?          altmark-measurement-mode
+--rw enable-loss-measurement?   boolean
+--rw enable-delay-measurement?  boolean

The AltMark YANG model is shown below:
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Changes from -02 to -04

Thanks to Acee Lindem, Benoit Claise and Alex 
Huang Feng for their reviews

• All comments have been addressed and the 
relevant changes are:
• Redefined the module to include all the 

profiles (altmark-profiles, path-delay-
profiles and ioam-profiles) under the 
available-interfaces

• Revised the cross-references between the 
corresponding parameters in YANG and 
IPFIX

• Added the Operational Considerations 
section

• Waiting for the PERFMETRDIR Early Review from 
Paul Aitken

+--ro on-path-telemetry-data
+--ro on-path-telemetry-info
|  +--ro timestamp-type?
+--ro available-interface*                 [if-name]

+--ro if-name                           if:interface-ref
+--ro filter
|  +--ro filter-type?                   telemetry-filter-type
|  +--ro ace-name?                   -> /acl:acls/acl/aces/ace/name
+--rw direction                         flow-direction
+--ro protocol-type?                    telemetry-protocol-type
+--ro profiles

+--rw altmark-profile*               [altmark-profile-name]
|  +--ro altmark-profile-name        string
|  +--ro flow-mon-id?                uint32
|  +--ro measurement-period-number?  uint64
|  +--ro altmark-loss-measurement?
|  |  +--ro loss-flag                bits
|  |  +--ro in-traffic-pkts?         yang:counter64
|  |  +--ro out-traffic-pkts?        yang:counter64
|  |  +--ro in-traffic-bytes?        uint64
|  |  +--ro out-traffic-bytes?       uint64
|  +--ro altmark-delay-measurement?
|     +--ro delay-flag               bits
|     +--ro in-pkts-timestamps?
|     |  +--ro in-pkt-timestamp?     yang:date-and-time
|     |  +--ro in-pkt-seq-num?       yang:counter32
|     +--ro out-pkts-timestamps?
|        +--ro out-pkt-timestamp?    yang:date-and-time
|        +--ro out-pkt-seq-num?      yang:counter32
+--ro path-delay-profile*            [path-delay-profile-name]
|  +--ro path-delay-profile-name     string
|  +--ro path-delay-mean             uint32
|  +--ro path-delay-min              uint32
|  +--ro path-delay-max              uint32
|  +--ro path-delay-sum              uint64
+--rw ioam-profile*                  [ioam-profile-name]

+--ro ioam-profile-name           string
+--ro ioam-incremental-tracing?
|  +--ro incremental-tracing*     ioam-trace-data
+--ro ioam-preallocated-tracing?
|  +--ro preallocated-tracing*    ioam-trace-data
+--ro ioam-direct-export?
|  +--ro direct-export*           ioam-trace-data
+--ro ioam-proof-of-transit?
|  +--ro proof-of-transit*        ioam-pot-data
+--ro ioam-edge-to-edge?

+--ro edge-to-edge*            ioam-e2e-data

The On-path Telemetry YANG Data Model contains the 
telemetry data for AltMark, on-path delay and IOAM.
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Thanks to Benoit Claise for the detailed review

• All comments have been addressed and the relevant changes are:
• Improved the description of flow aggregation, correlation and measurements

• Changed the names of the new IEs: altmarkFlowMonID, altmarkLossFlag, 
altmarkDelayFlag, altmarkPeriodNumber

• Explained that there are two options for the computation (NMS computation/ 
computation on each node)

• Revised the cross-references between the corresponding parameters in YANG and IPFIX

• Added the Operational Considerations section

Recap
This document requests IANA to create new IEs under the "IPFIX Information Elements" registry.

• With AltMark, each node must export telemetry data at each period for the monitored flow.
• A combination of already existing IEs and new IEs could be used:

• The new IEs are:
• altmarkFlowMonID (FlowMonID: flow monitoring identifier)
• altmarkLossFlag (Loss flag)
• altmarkDelayFlag (Delay flag)
• altmarkPeriodNumber (AltMark Period ID)

• The existing IEs are: source address, destination address, protocol and ports.

Changes from -03 to -06

9



Next Steps

Thank You

• draft-ietf-ippm-alt-mark-deployment and draft-ietf-ippm-alt-mark-

yang just concluded the WGLC

• draft-ietf-ippm-alt-mark-deployment can be moved forward

• draft-ietf-ippm-alt-mark-yang and draft-ietf-ippm-on-path-telemetry-yang

will be reviewed together to check the consistency

• draft-ietf-ippm-on-path-telemetry-yang will be updated in 

preparation for the WGLC

• draft-ietf-opsawg-ipfix-alt-mark can be ready for a joint OPSAWG and 

IPPM/BMWG WGLC

Comments are always welcome!
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