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An Update on Prov·e·nance
|(ə)n ˌəpˈdāt än ˈprävən(ə)ns|
• Updates addressing review comments (-05 version)

• SecDir review comments → addressed in Security Considerations threat model 
• IANA /SID handling → minor comments addressed

• IANA contacted on how to proceed with SID-related aspects → no expert response yet
• Plan to follow-up discussions during the hackathon with relevant experts
• Still an open point, as this is a relatively new area and requires further alignment

• Anyway, on the right track

• YANG Doctors review → Canonicalization of YANG
• Need for a YANG semantic canonicalization approach, independent of the serialization 

format
• This would address other relevant interoperability use cases beyond this specific draft
• We are currently exploring proof-of-concept work in this direction
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An Update on Prov·e·nance
|(ə)n ˌəpˈdāt än ˈprävən(ə)ns|
• Support for COSE countersignatures (-06 version)

• Enables multiple entities to independently endorse the same signed YANG data
• Preserves the original signature while allowing additional trust assertions
• Supports provenance workflows involving producers, validators, notaries, or 

intermediaries → Incremental provenance evidence
• Aligns with existing COSE mechanisms. Not defining a new signature structure
• Validated in the reference implementation and hackathon environment

• Removed leaf ordering constraints from the Notification Envelope YANG 
model
• Following feedback received at IETF 124 Montreal (-07 version)
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Aligning with the Reference Implementation

• Library updated to support
countersignatures with XML, JSON
and CBOR serialization

• Allows the same YANG content to
be signed independently at different
points in time using different keys

• Validation of the original signature, a
specific countersignature, or all
signatures simultaneously

• Workflow in Kafka validated at the
Hackathon
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What Comes Next
• Still pursuing reviews: 

• Updates coming from IANA and YANG Doctors are still pending
• SEC Dir review has been addressed but we need to confirmation it is okay

• The big elephant in the room → YANG canonicalization
• Address this comment from Jan (YANG Doctor) on  YANG data representation
• But this opens a broader discussion beyond this draft, with potential 

interoperability benefits
• Working in alignment with other related proposals

• Provenance, trust, metadata… → security policies, green framework draft metrics, 
notification envelope draft, telemetry-data 

• Experiment and validate within these application scenarios → Indeed this has got a 
big push and being of interest in works with green, attestation and YANG push 

• Evolve the RI as the draft evolves
• As an essential validation and demonstration tool

• We believe that the document is mature enough to go for Last Call
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