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Introduction & Motivation

• What is BIER?
ü Bit Index Explicit Replication (BIER)  is an innovative multicast forwarding architecture.
ü It forwards multicast packets without requiring explicit tree-building protocols.
ü Intermediate nodes do not need to maintain per-flow state.
ü BIER enhances multicast efficiency and scalability.

• The Challenge of monitoring BIER flow
ü BIER has its own specific packet header format, as defined in  RFC 8296 .
ü The existing IPFIX Information Elements (IEs) cannot export their key flow parameters, creating 

a monitoring blind spot.

• Purpose
ü To define dedicated BIER IPFIX IEs.
ü Empower network operators to utilize standard tools for real-time monitoring, in-depth 

analysis, and rapid troubleshooting of BIER flows.

2IETF126



Updates of version 01/02

• The IETF 125 presentation at the BIER WG received positive feedback

• Based on the feedback received at the BIER WG, the BIFT-ID was 

removed, and three new elements (SD, SI, and EncapType) were added, 

along with corresponding registration information.
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New IPFIX Information Elements

BIER Header (RFC8296)

• Define 12 new IPFIX IEs to capture the complete BIER Header information.

• BIER Header contains key information for directly driving multicast forwarding of network devices.

• Allow a collector to fully understand the context of a BIER packet.

• New IEs can answer key questions :

ü Is this packet a BIER packet?

ü What type of encapsulation used by the packet?

ü What are the SD and SI of the packet?

ü What is the BIER packet's TTL?

ü What is the payload type following the BIER 

header?

ü Which Egress Routers (BFERs) are the packet's 

destinations?
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BIER Forwarding Information Elements
These IEs export the fundamental fields from the BIER Header used for forwarding.

l bierSD/bierSI/bierEncapType
ü The three items cannot be directly obtained from the BIER 

Header. SD/SI can be derived from the BIFT-ID; EncapType 
can be gotten from the external header (e.g. ethtype)

l bierBitString
ü Exports the BitString field. Together with the Set Identifier 

(SI) and Sub-Domain (SD), it identifies all destination BFERs 
for this packet.

l bierBFIRid
ü Exports the BFIR-id, which identifies the Ingress Router 

(BFIR) that originated the packet.

l bierTTL
ü Exports the Time to Live (TTL) value, indicating the 

remaining hop count.

BIER Header
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Packet Context Information Elements
These IEs provide additional context about the packet's encapsulation, payload, and handling 

requirements.

l bierNextProtocol
ü Exports the Proto field, identifying the type of payload 

(e.g., IPv4, IPv6, Ethernet) that follows the BIER header.

l bierVersion
ü Exports the Ver field, indicating the BIER version.

l bierBSL
ü Exports the BSL field, indicating the length of the 

BitString (e.g., 64, 128, 256 bits).

BIER Header
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Additional Handling & OAM Information Elements
These IEs cover fields used for traffic engineering, load balancing, and Operations, Administration, 

and Maintenance (OAM).

l bierEntropy
ü Exports the Entropy field, a 20-bit value used to improve 

load-balancing hashing across equal-cost paths.

l bierDSCP
ü Exports the DSCP field (in non-MPLS networks), used for 

Quality of Service (QoS) differentiation.

l bierOAMSection
ü Exports the OAM and Rsv fields. These bits are used for 

in-band OAM functions like performance monitoring and 

continuity checks.

BIER Header
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Next Steps

• Seeking feedback

• Welcome involvement in the proposal

Thank You!
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