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SCION-IP Translation

Motivation
▶ ping, nmap, netcat, curl, etc. don’t work on native SCION
▶ Porting applications to SCION takes a long time
▶ Only UDP and QUIC, no native TCP yet

Idea
▶ Stateless translation between IP and SCION should be possible
▶ Re-use the operating system’s TCP/IPv6 stack for SCION

Approach
▶ Encode SCION (ISD, ASN, Host Addr.) tuple in IPv6 address (SCION-mapped IPv6)
▶ Packet-by-packet translation between IPv6 and SCION
▶ Path selection is outsourced to translator, subject to path policies
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Implementation: Scitra

▶ Scitra = SCION-IP Translator
▶ Make IPv6 hosts/applications behave like SCION-native hosts/applications
▶ Two deployment models:

1. Host: Translator is part of the host’s network stack1 ← Presented today
2. Gateway: Translator is an IPv6 gateway router2

▶ Unlike a SCION gateway, Scitra connections can be “asymmetric”
1. Scitra to Scitra
2. Scitra to Native-SCION
3. Native-SCION to Scitra
4. Native-SCION to Native-SCION

1Schulz et al. Unlocking Path Awareness for Legacy Applications through SCION-IP Translation in eBPF. SIGCOMM
2024 Workshop on eBPF and Kernel Extensions

2Schulz et al. SCION Edge Router for Legacy IP Applications based on Intel Tofino. EuroP4’24.
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SCION-Mapped IP Addresses

▶ SCION addresses are up to 192 bit long, but only a small space is used for global allocations
▶ Encode ISD-ASN as 40 bit prefix

▶ 8-bit prefix (here fc00::/8, reserved half of ULAs)
▶ 12 bits for ISD
▶ 20 bits for ASN split between 19-bit BGP-compatible and 19-bit SCION-specific ASNs
▶ Host address may be IPv4 or IPv6 address

SCION with IPv6 Host Address
128-bit IPv6 address

8 bit 12 bit 20 bit 24 - m bit m bit 64 bit
global routing prefix subnet ID interface ID

SCION prefix ISD ASN local routing prefix subnet ID interface ID

▶ IPv4 hosts represented as IPv4-mapped IPv6 with 40-bit SCION prefix
▶ SCION-mapped IPv6 addresses are only used between application (socket) and translator
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Translating TCP/IPv6 to TCP/SCION

Scitra translates UDP, TCP, and ICMP to SCION
$ ping −s0 −e30041 $(scion2ip 71−20965,10.0.2.1)
PING fc04:7051:e500:: ffff :10.0.2.1 (fc04:7051:e500:: ffff :a00:201) 0 data bytes
8 bytes from fc04:7051:e500:: ffff :a00:201: icmp_seq=1 ttl=64

$ curl https://welcome.scion.host
[...]< p>You are accessing this page on the SCION network.</p>[...]

Name Resolution
▶ SCION domains have DNS TXT records of the form “scion=71-2:0:4a,141.44.25.150”
▶ Stub resolver synthesizes AAAA response from TXT record

$ dig @fc04:7800:4a00:: ffff :8d2c:1996 ethz.ch AAAA
;; ANSWER SECTION:
ethz.ch. 0 IN AAAA fc04:800:900:: ffff :8184:e662
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Try Scitra @ IETF 126
▶ Prebuilt binaries for Ubuntu 24.04 and setup script are available
▶ https://github.com/lschulz/scitra-bootstrapper
▶ Install in a clean Ubuntu 24 VM, select no wireguard and let the script configure DNS-over-SCION

▶ Enter bootstrap server manually:
http://scion-ietf126.ddns.net:8041

▶ Alternative: OvGU Magdeburg router is open
to the public

https://github.com/lschulz/scitra-bootstrapper
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Translating MPTCP/IPv6 to MPTCP/SCION
Mapping SCION Paths to MPTCP Subflows

▶ MPTCP is an extension to TCP, but MPTCP path manager does not know about SCION paths
▶ Approach: Provide surrogate IPs to the in-kernel MPTCP path manager

# scitra−tun veth0 10.128.0.2 −−extra fd00::1 fd00 ::2
# ip address show scion
2: scion : <POINTOPOINT,UP,LOWER_UP> mtu 1476 qdisc mq state UNKNOWN group default qlen 500

inet6 fd00::2/128 scope global
inet6 fd00::1/128 scope global
inet6 fc00:10fc :100:: ffff :a80:2/128 scope global

# ip mptcp endpoint add fc00:10fc :100:: ffff :10.128.0.2 dev scion subflow
# ip mptcp endpoint add fd00::1 dev scion subflow
# ip mptcp endpoint add fd00::2 dev scion subflow

▶ Scitra assigns surrogate source IPs to differentiate SCION paths.
▶ The SCION path of a subflow MUST remain fixed for the subflow’s lifetime.
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Hackathon: Translating TCP/IPv6 to MPTCP/SCION

▶ Force creation of IPPROTO_MPTCP sockets with mptcpize
▶ Ran iperf3 and TCP video stream (Icecast) on local

testbed
▶ Path Policies

▶ “Prefer lowest RTT path, keep some backup paths for
failover”

▶ “Aggregate as much bandwidth as possible”
▶ “Constrain paths to trusted ISDs”

$ mptcpize run iperf3 −c fc00:1000:9700:: ffff :a14:3d6
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Open Question: Path Selection
▶ Inter-domain In-band Network Telemetry (ID-INT) allows end hosts to query the status of SCION

routers and links in real time
▶ Message Authentication Codes generated by ASes for authentication
▶ Works on the router’s fast-path3

▶ Two experimental SCION (or IPv6) hop-by-hop option types4

▶ In the near future: Integrate mptcpd, Scitra, and ID-INT

Flag s Source AS RttNextBr Egre s sL inkTx Ing re s sTs tamp
S −−−C 1−f f 0 0 : 0 : 1 1 2 − − −
0 −E−C 1−f f 0 0 : 0 : 1 1 2 0 .243 7.84% c381a0 fe2c0d
1 I−−C 1−f f 0 0 : 0 : 1 1 1 0 .344 0.09% c381a1020876
1 −E−C 1−f f 0 0 : 0 : 1 1 1 0 .258 0.01% c381a111 fa f0
2 IE−C 2−f f 0 0 : 0 : 2 1 1 0 .211 0.22% c381a11446f3
3 I−−C 2−f f 0 0 : 0 : 2 2 2 − 0.22% c381a116e7b2

0 1 2 3
0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1

+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+
| SCION Main , Address , and Path Header |
+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+
| NextHdr | ExtLen | |
+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+ |
| ID−INT Main Opt ion |
/ . . . /
+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+
| Source Te lemet ry |
/ . . . /
+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+
/ . . . more t e l eme t r y o p t i o n s . . . /
+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+
| One or mu l t i p l e PadN op t i o n s b r i n g i n g the t o t a l /
| l e n g t h o f the t e l eme t r y s t a c k to A l l o cS t a ckLen /
+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+
/ Remain ing HBH op t i on not r e l a t e d to ID−INT /
+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+−+

3Schulz and Hausheer. ID-INT: Secure Inter-Domain In-Band Telemetry. CNSM 2024.
4https://github.com/netsys-lab/id-int-spec

https://github.com/netsys-lab/id-int-spec
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Thank you!


