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QUIC(-MP) over SCION

IETF 123
● Challenges & benefits for QUIC-MP over SCION (which multi-path protocol)
● It works. For security (and other benefits) QUIC(-MP) should be SCION aware

Update 
● Original attack is a non-issue, but a new attack still require SCION awareness
● Outlook & SCION@IETF

QUIC-MP

SCION

QUIC-MP

SCION

client server

request
response

UDP UDP
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SCION Dataplane – Recap 
Common Header

● Packet length etc ...

Address Header

● Destination ISD, AS, IP

● Source ISD, AS, IP
 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            DstISD             |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                             DstAS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|            SrcISD             |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                             SrcAS                             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    DstHostAddr (variable Len)                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                    SrcHostAddr (variable Len)                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Address Header

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|Version| TrafficClass  |                FlowID                 |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    NextHdr    |    HdrLen     |          PayloadLen           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|    PathType   |DT |DL |ST |SL |              RSV              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

Common Header
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SCION Dataplane – Recap 
Path

● UP, CORE, DOWN segments 
● CurrHF: current HopField

Path Segments
● HopFields

Hop Fields 
● Ingress / egress interface IDs
● Cryptographic protection

chained MACs

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
| C |  CurrHF   |    RSV    |  Seg0Len  |  Seg1Len  |  Seg2Len  |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|r r r r r r I E|    ExpTime    |           ConsIngress         |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|        ConsEgress             |                               |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+                               +
|                              MAC                              |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

PathMetaHeader

HopField

 0                   1                   2                   3
 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1 2 3 4 5 6 7 8 9 0 1
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|r r r r r r P C|      RSV      |             SegID             |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+
|                           Timestamp                           |
+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+-+

InfoHeader (Segment header)
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Network Address – Recap
SCION network addresses are globally unique but the IP part is not

QUIC Path Validation is triggered by changes in the IP address

Non-uniqe IPs can be exploited to avoid Path Validation 

● Request Forgery / Traffic Amplification

1-65541 , 198.51.100.1 : 443

1-65542 , 198.51.100.1 : 443

SCION Network Address

Same IP:port, different AS
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Attack – Example

AS
7

AS
5server victim

AS
3

attacker A1

AS 7
IP = a.b.c.dAS 3

attacker A2Cert

Attacker A1 Server Victim

Cert ([5-7])

#3: Data ([3-5-7])

Messages

#3

#0, #1

#2

#0: Init, Hello ([5-3])

#1: Init, Hello, Cert, FIN 
([3-5])

#2: FIN, GET ([7-5-3])

Attacker A2Attackers A1 & A2
● A1 uses same IP as victim
● A1 uses path [5-3] for handshake
● A1 send Cert to A2
● A2 uses path [7-5-3] in GET

Assumption: Server reverts last path

AS 5 / IP = a.b.c.d
SCION SRC: 1-7,a.b.c.d
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Attack – Mitigation
Recommendation still holds:

● QUIC library MUST check full network address, including ISD/AS, when 
triggering QUIC path validation

Alternative: 

● QUIC library MUST respond to full network address of initial request
(rather than reversing last path)
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● New attack & mitigation
– Standard QUIC(-MP) with SCION awareness gives full protection
– Awareness level required: 

QUIC(-MP) library must use ISD/AS-IP:port i.o. IP:port
(at least when checking QUIC path validation trigger)

● Other benefits from SCION awareness
– Path selection
– Improved RTT estimates
– Improved Congestion Control

Summary
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Outlook
● SCION can offer 100s of networks paths:

– Current network: up to 4184 between any two ASes 
(median 204; avg 510)

– How to efficiently select the best network paths to be used as QUIC paths?

→ “What should endpoints and networks tell each other, and how should each act on it?”

● Spoofing protection
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SCION Spoofing Protection

Proposal: All receivers MUST verify packets: 

If path originates outside AS:    

Drop if underlay IP ≠ known BR IP

If path originates inside AS:       

Drop if underlay IP ≠ SCION SRC Address
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SCION Spoofing Protection
Motivation

● Prevent faulty packets from being 
forwarded or processed

● Rule #1 already in spec for border 
routers

Critique: 
● Mixes SCION + Underlay. 

However, rule #1 is already spec
● Additional effort, but no known 

attack
● Negatable by underlay IP spoofing

If path originates outside AS:    

Drop if underlay IP ≠ known BR IP

If path originates inside AS:       

Drop if underlay IP ≠ SCION SRC Address

Opinions?



 

Try SCION Now
This IETF meeting has SCION (almost) native connectivity.

Send packets to the SCION online packet inspector:
https://scionpacketinspector.netsec.ethz.ch/

SCION connectivity 
provided by

$ wget https://github.com/netsec-ethz/scion-java-packet-
example/releases/download/v0.5.0/packet-example-0.5.0.jar

$ java -Dorg.scion.bootstrap.host=scion-ietf126.ddns.net 
-jar packet-example-0.5.0.jar "your unique message"

https://scionpacketinspector.netsec.ethz.ch/


Questions
Future direction?

● handling many paths?

● spoofing protection?

● other? 

General feedback, suggestions, etc?

IETF 126 Vienna – July 2026 draft-zaeschke-scion-quic-multipath-01

https://datatracker.ietf.org/doc/draft-zaeschke-scion-quic-multipath/
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The End
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SCION: Path-Aware Inter-Domain Routing
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Isolation Domain (ISD)
● Grouping of Autonomous Systems (AS)
● Each ISD has its own trust root

Control Plane – Path Discovery
● Paths are based on AS border routers
● Beacons travel the network to build paths
● PKI authenticates path segments

Data Plane – Packet Forwarding
● Clients build end-to-end path from segments
● SCION packets contain end-to-end path
● Border routers forward packets based on path
● Border routers are (almost) stateless
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Old Attack – Example

AS
7

AS
5

server victimAS
3

attacker

Attacker Server Victim

#0: Init, Hello ([5-3])

#1: Init, Hello, Cert, FIN 
([3-5])

#2: FIN, GET ([7-5-3])
#3: Data ([3-5-7])

AS 5 / IP = a.b.c.d

AS 7
IP = a.b.c.d

QUIC messages

AS 3

Attacker

● same IP as victim (in different AS)

● uses path [5-3] for handshake

● injects path [7-5-3] in data request

Assumption: Server reverts last path

#0, #1, #2

#3
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Old Attack – Mitigation
Attacker in on-path AS

Egress border router (AS 5 → AS 3) verifies:
If path has external origin → underlay source IP must be a border router IP

AS
7

AS
5server victim

AS
3 AS 7, IP = a.b.c.d

attacker AS 5, IP = a.b.c.dpath 2 = (7-5-3)

Mitigation: Check already required by DP spec
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