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core components

SCION Specification - Overview
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Control Plane PKI 
Authentication
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Path-aware inter-domain architecture, focusing on 
• High Availability
• Routing Security (path authorization & path security)
• Its users (“endpoints”) choose paths authenticated at each hop.

Deployment:
• critical infrastructure ecosystems (e.g., Swiss interbank 

network SSFN, card payments, utilities, etc)
• public networks (geographical ISDs, e.g., SCIERA). 
• commercial and open-source implementations 

What are the SCION specification draft about?
• Stable, currently deployed protocol components
• Security considerations
• Some operational considerations (e.g., PKI ceremony)

Draft Status: Went through the Independent Stream - in the RFC 
editor queue 

https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/18
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/15/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/15/
https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/
https://sciera.readthedocs.io/en/latest/


draft-dekater-scion-controlplane-18 draft-dekater-scion-dataplane-15 draft-dekater-scion-pki-15draft-dekater-scion-controlplane-18 ,  draft-dekater-scion-dataplane-15, draft-dekater-scion-pki-15

SCION Core Components
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Control Plane – Inter-Domain Routing
• Discover valid inter-domain paths
• Construct and disseminate path segments
• Routing is based on <ISD>-<AS> tuple as “locator”
• Intra-AS communication reuses existing data plane 

and routing (e.g., IPv6/IPv4)

Data Plane - Packet Forwarding
• Packets contain end-to-end ISD-AS path
• Forward packet based on e2e path, agnostic of 

endpoint address
• Combine path segments into end-to-end path 

(ISD-AS level)

Control Plane PKI (CP-PKI) - Authentication
• Authenticate path information
• Used by control plane
• Basis for unique ISD trust model

ISD

ISD

AS

Isolation Domain (ISD): 
Grouping of Autonomous Systems (AS)
•Each ISD has its own trust root
•For routing protocol scalability

ISD

Core

Core

Core
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Common: lots of text clarifications, rewording, references, removed SCIONLab reference

Control Plane
• SCMP: clarify messages, rate limiting, mention congestion control for QUIC transport for RPCs
• RPCs: replace gRPC with Connect RPC in alignment with implementations, ensure all definitions are 

complete and correct

Data Plane
• UDP underlay: clarifications and reference
• Use of private ports in ‘Life of a packet”
• Time synchronization considerations

PKI: 
• ASN.1 modules for TRCs (introducing language tags for the description field) and certificate fields
• Clarified certificate validity periods and that TRC validity uses GeneralisedTime
• Allow use of other algorithms for future evolution

And many more. A change log is in each draft’s appendix. 

ISE Drafts – What Changed Since Last PANRG
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PKI: 
• Extensions and existing libraries : Extended Key Usage prevents standard TLS handshakes according to RFC 

5280, SCION-specific attributes
• Synchronization of CAs: Synchronizing subscriber databases across redundant CAs 
• Post-quantum: implementation of post-quantum ciphers (under experimentation)

Data Plane:
• Use an existing dataplane:  can the SCION data plane fit existing protocols like IPv6 routing EH, or MPLS.
• Checksums across layers

Control Plane:
• PCB policies and Beacon Extensions: define policy language, extensions
• SCMP: further messages, message authentication 

General: 
• Interoperability: dedicated drafts on interoperability mechanisms (e.g., SCION IP Gateways and others) 
• Endpoints: how do endpoints discover a SCION Address (suggested: SVC-B), interfaces to applications

ISE Drafts – Feedback For Future Protocol 
Evolution
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The SCION specification drafts document the SCION core protocol specification as deployed today:
• Reference for implementations
• There is a commercial and open-source ecosystem supported by non-profit SCION Association
• Gowing deployments in specialized sectors

The specification is offered to the IETF community for further evolution:
• Related work

• Deployment on endpoints (e.g., naming)

• Interfaces to transport (e.g., draft-zaeschke-scion-quic-multipath , draft-tjohn-quic-multipath-dmtp )

• Interoperability (e.g., SCION-IP translation)

• …

• Core protocol evolution (e.g., moving to IETF work with further vendor interest)

What Next?
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Thank You For Your Attention!

Questions?
nic@scion.org

7

https://datatracker.ietf.org/doc/draft-dekater-scion-controlplane/18
https://datatracker.ietf.org/doc/draft-dekater-scion-dataplane/15/
https://datatracker.ietf.org/doc/draft-dekater-scion-pki/15/
mailto:nic@scion.org

	Slide 1:                   Specification Drafts Updates
	Slide 2: SCION Specification - Overview
	Slide 3: SCION Core Components
	Slide 4: ISE Drafts – What Changed Since Last PANRG
	Slide 5: ISE Drafts – Feedback For Future Protocol Evolution
	Slide 6: What Next?
	Slide 7

