
Suggestions for AS security 
profiles for secure and resilient 
Internet paths

1

Shyam Krishna Khadka

Suzan Bayhan, Ralph Holz, Cristian Hesselman 
Path Aware Networking RG (PANRG)
IETF 126, Vienna, 21 July 2026



Goal of the presentation
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• This is an early-stage proposal, not a completed standard.
• Get initial feedback on the concept of AS Security Profiles. 
• Open discussion.



Problem statement
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AS A AS B AS C

Internet path security depends on every AS on the path.

What if AS B
• Performs Route Origin Validation (ROV)
• Has vulnerable routers
• Has no DDoS protection ?
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AS A AS B AS C

Internet path security depends on every AS on the path.

What if AS B
• Performs Route Origin Validation (ROV)
• Has vulnerable routers
• Has no DDoS protection ?

Endpoints and network operators lack a unified view of the 
security characteristics of ASes along Internet paths.



Existing initiatives and gap
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Initiatives Related work
MANRS Best practices
Trust Zones (Clark et al. Journal 
of Information Policy '21) 

An approach for incremental 
deployment of routing security

CableLabs Routing security profile
CyberGreen Services (e.g. DNS, NTP, SNMP)
This work unified security view of an AS 



Key idea
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Path security computation Security-aware path 
selection

Security-aware peer 
selection

Applications

Internet measurements

Routing Security 
[Checks  routing information]

Infrastructure Security 
[E.g. Routers, DDoS protection]

AS security profile



Example profile
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Routing Security Infrastructure Security
[     ] Route Origin validation [     ] DDoS scrubbing

[     ] ASPA [     ] Hardened BGP routers

[     ] ROA [     ] RTBH enabled

AS B security profile



Observable security attributes examples
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Attribute Measurement source Key findings

ROV Li et al., IMC 2023 Rovista: Covers ROV deployment of 
around 32k Ases. 

ROA NIST RPKI Monitor Detects RPKI status of a prefix or ASN.

DDoS 
scrubbing

Khadka et al., PAM 2026 Tracked scrubbing using ASes via public 
BGP updates for the top 5 scrubbers.

Router 
exposure

Khadka et al., TMA 2026 Detected exposed BGP using active
control-plane scans (TCP 179).

Many attributes are already measurable today.



Operational feasibility
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• Existing measurement works.  
• Distributed repositories (IRRs, RPKI, PeeringDB).
• Trust zone in BGP or Isolation domain in SCION.
• Path security scoring (Khadka et al. ANRW 2024)

• Infer plausible paths via data collected by BGP route collectors.
• Compute path security based on ROV of constituent ASes.



Challenges
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Incentives
• Why would an AS care about its profile?

• Recognition as a “trusted” and “security-transparent ” network.
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Incentives

Publication

• Why would an AS care about its profile? 
• Recognition as a “trusted” and “security-transparent ” network.

• How do we distribute and update profiles?
• Approach: Distributed repositories (like IRRs) or integrating with 

operational databases (e.g., PeeringDB, MANRS).



Challenges
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Incentives

Publication

• Why would an AS care about its profile? 
• Recognition as a “trusted” and “security-transparent ” network.

• How do we distribute and update profiles dynamically?
• Approach: Distributed repositories (like IRRs) or integrating with 

operational databases (e.g., PeeringDB, MANRS).

Operationalization

• BGP: Requires ADD_PATH (RFC 7911) to be forwarded to peers.
• SCION: Profiles can be embedded in Path Construction Beacons 

(PCBs).



Discussion questions
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• Would AS Security Profiles be useful for path-aware networking?
• Which security attributes are most valuable?
• How could such profiles be published and consumed

operationally?

THANK YOU
s.k.khadka@utwente.nl
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