
C2 
General

ECH needs a
source‑privacy companion
HTTPS centralization, privileged linkability, and the CFR hypothesis

Main thesis

ECH is necessary for destination privacy.
But by itself, it can leave source linkability exposed 
at concentrated front‑door vantage points.

DESTINATION
PRIVACY

SOURCE
PRIVACY
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PROTOCOL EVOLUTION

ECH moves visibility — it does not erase it

HTTP

Content + hostname + endpoint 
metadata broadly visible

content

hostname

source

HTTPS

Payload protected; destination 
still leaks through DNS/SNI-like 
cues

source

destination cues

HTTPS + ECH

Inner destination hidden from 
most of the path; front door still 
receives the connection

source

front door

The privacy surface shifts from many observers to fewer actors with stronger 
front‑door roles.
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OBSERVER MODEL

The missing dimension is privileged linkability
Question: not only “who sees the destination?” but “who can persistently link the source?”

Client
source

Access
path

DNS /
on‑path

CFS
front door

Origin
service

general linkability

privileged
CFS linkability

Source continuity + timing + fronted 
namespace + bot/abuse telemetry 

+ service events

Working thesis: ECH shrinks generic path visibility while making the remaining CFS vantage structurally more 
valuable.
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1M-DOMAIN SNAPSHOT

Concentration turns metadata into infrastructure power

1,000,131
domains processed

17,060
unique ASNs

32.7%
domains in top ASN

53.5%
domains in top 10 ASNs

58.6%
high / very-high generic 
linkability

Full top‑1M scan: domain concentration by ASN and IP

Top 1 ASN 32.7%

Top 10 ASNs 53.5%

Top 1 IP 4.2%

Top 10 IPs 36.4%

Interpretation

Concentration is the amplifier. When 
meaningful visibility is funneled into a small 
front‑door set, a protocol‑level privacy gain 
can still leave an architecture‑level risk.
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EMPIRICAL SIGNAL

In the active‑ECH slice, the front door becomes extremely 
concentrated

Top‑1M ECH validation run: destination privacy is working; the remaining CFS vantage is very concentrated.

99.27%
of ECH‑active enriched domains map 
into a single ASN in this snapshot

AS13335

Concentration jump

Top 1 ASN — full scan 32.7%

Top 1 ASN — active ECH 99.27%

Top 1 IP — active ECH 21.4%

185,957
confirmed ECH successes

99.44%
success among tested active 
domains Takeaway: ECH deployment success and CFS 

concentration can both be true.
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THREAT MODEL

The risk is privacy displacement
ECH reduces wide‑path destination leakage. It also increases the relative value of the actors that still see the front 
door.

Before: many weak observers

destination cues
spread across path

After ECH: fewer strong front doors

CFS

front‑door role
+ source continuity

Do not misframe it: “ECH is bad” is wrong. The right claim is: ECH is incomplete if source privacy never gets 
addressed.
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RISK MECHANICS

CGNAT slows attribution — it does not remove linkability
Address sharing creates ambiguity, but recurrence and auxiliary signals can still support durable pseudonymous 
profiles.

User A
phone + 
laptop

Home /
access

CGNAT
pool

CFS
telemetry

Profile
store

recurring NAT pool timing patterns transport fingerprints service telemetry

Escalation path: if the profile is stable enough, a later login, CAPTCHA, identity check, or anti‑abuse event can enrich 
it.
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PINEAPPLE‑PIZZA SCENARIO
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IDENTITY JOIN RISK

The real escalation is identity join
A long‑lived pseudonymous profile becomes materially more sensitive when the same provider family operates 
identity‑adjacent services.

pseudonymous
front‑door

profile

identity‑adjacent event
SSO / login

bot management

CAPTCHA

analytics / session

identity‑linked
historical

profile
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DESIGN DIRECTION

CFR is a candidate source‑privacy companion to ECH
Goal: reduce stable source continuity at the front door while preserving the destination‑privacy gains of ECH.

Requirements

R1 reduce source linkability

R2 preserve ECH

R3 avoid an extra proxy hop

R4 fit telco/access deployment

R5 remain compatible with accountability

R6 incremental deployment

Client
CFR

address
randomization

CFS
front door

origin

ECH protects destination

CFR reduces source continuity

CFR hypothesis: no extra application relay chain, no need to break ECH, and 
practical operator deployment remains in scope.
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CLOSING

PEARG ask: make source privacy first‑class
Destination privacy without source privacy leaves a 
strategic gap.

1

Treat source privacy as a 
PEARG research topic

Not an appendix to ECH; the next privacy 
frontier after ECH succeeds.

2

Formalize privileged‑linkability 
metrics

Separate generic path visibility from 
concentrated front‑door visibility.

3

Discuss deployable 
companions, including CFR

Protect destination and source privacy together, 
without unrealistic deployment assumptions.

ECH closes one door. CFR aims to close the next one.
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