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What can we do 
with near-term 
Quantum 
Networks?



 

What is a quantum network: node capabilities

Quantum internet: A vision for the road ahead
S. Wehner, D. Elkouss, R. Hanson Science 362.6412 (2018): 
eaam9288. See RFC 9583.

now:
Quantum Key 
Distribution

long-term: 
quantum 
internet

near term 
hardware Can we use the QKD 

infrastructure of today (except 
distance) for other applications?



 

Near-term: what happens inside QKD boxes?
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Near-term: what happens inside QKD boxes?

What other applications are 
there by changing the
classical post-processing?

�𝜃𝜃2

basis

basis

= �𝑥𝑥

output bit

Classical post-processing: 
share partial information about

𝑥𝑥,𝜃𝜃, �𝑥𝑥, �𝜃𝜃

= 𝑥𝑥

output bit

𝜙𝜙 12

𝜃𝜃1



 

check website



 

Quantum communication knowledge bank
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enhance
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computing
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coordination



   

Joint operations on datasets of mutually distrusting parties.

no party learns any other
parties input

each party distrusts the
other’s implementation
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Multi-Party Computing

Classically:
PKI → Oblivious Transfer (OT)→ MPC 



   

Joint operations on datasets of mutually distrusting parties.

no party learns any other
parties input

each party distrusts the
other’s implementation
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Multi-Party Computing

Classically:
PKI → Oblivious Transfer (OT)→ MPC 

can we replace PKI by 
quantum communication?

(similar constrains as QKD)
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Quantum Multi-Party Computing
Assumptions: quantum links between every 2 parties

Steps:

1. quantum comm between every 2 parties

2. classical post-processing  of OT keys:

3. chose a function to jointly compute

4. classical post-processing of MPC
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Bonus: if parties have access to 
quantum computers they can jointly 
compute quantum operations.
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Verify that a message comes from a specific location.

verifiers trust each other

the sender needs
to provide a proof 

Position Verification

Classically:
GNSS positioning, radio-wave signals



   

Verify that a message comes from a specific location.

verifiers trust each other

the sender needs
to provide a proof 

Position Verification

Classically:
GNSS positioning, radio-wave signals

Insecure against jamming, 
spoofing, collusions… 
(classical attacks)



   

Verify that a message comes from a specific location.

verifiers trust each other

the sender cannot lie

  

Quantum Position Verification

Assumptions: quantum links to the prover

Steps:

1. quantum comm from the prover to the verifiers

2. classical post-processing

|𝑥𝑥𝜃𝜃⟩ �𝜃𝜃 = �𝑥𝑥

• Position-based authentication.
• Its security is much less 

understood than QKD.



   

Conclusions

• We need more access to the QKD devices.

• We need to understand what is the quantum advantage (if any) of 
the primitives.

• We need more noise and performance analysis of cryptographic 
primitives.

• We need to know which trade-offs between security and 
performance we deem acceptable.

does any of these 
applications ring a 
bell?

what network
architectures would
they need?



 

•  

garazi.muguruzalasa@surf.nl

Thank you for 
your attention!
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