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Quantum internet: A vision for the road ahead

S. Wehner, D. Elkouss, R. Hanson Science 362.6412 (2018): the Eurapean Union
eaam9288. See RFC 9583.
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2.10 Multi-party computing

Distrusting parties can compute a function jointly on their private inputs, without having to reveal anything other
than the outcome, that is, without having to share their data. In principle such protocol would be possible if we
encrypted all our data in a way that we could compute homomorphically on it (the computations commute with the
encryption), and in fact Homomorphic Encryption is a subset of Multi-Party Computing. However, the idea is that by
relaxing the requirement of no communication between the parties we could obtain more efficient protocols. In
practice, known quantum-enhanced constructions of MPC rely of quantum Oblivious Transfer, such that on a first
stage oblivious keys are pre-processed using quantum communication, and can be later used when the function to
compute is chosen, such that the second stage can consist only of classical communication.

Reference: The typical construction of MPC from OT consists of first obtaining 2-party computing as shown by
https://dl.acm.org/doi/pdf/10.1145/62212.62215 (OT — 2PC) and https://mmp.cs.illinois.edu/pub/mpc-ot.pdf (2PC —
MPC), these constructions where proven to be quantum-secure by Unruh https://arxiv.org/abs/0910.2912. If we
instead assume the QROM, we can construct MPC from OT directly https://arxiv.org/abs/2304.10480.

Classical state of the art: Classically there are multiple constructions based on: secret sharing, FHE, OT... but they all
rely on classical authenticated channels (thus trapdoor-OWF or public-key cryptography).

Quantum advantage: Since quantumly OT can be constructed just from extractable and equivocal commitments,
quantum-enhanced MPC only requires the existence of OWF (as opposed to trapdoor-OWF classically). In practice,
this means that it can be built from symmetric cryptography’s tools, whose security hasn't been challenges by
quantum computers.

Hardware requirements: The construction on top of OT is information-theoretically secure with an addition of
constant rounds of classical communication, thus the same hardware requirements apply. That is, the ability to
generate BB84 states suffices (although there are no complete security proofs for weak coherent pulses).
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Joint operations on datasets of mutually distrusting parties.
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| Quantum Multi-Party Computing

Assumptions: quantum links between every 2 parties
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Position Verification

Verify that a message comes from a specific location.
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Quantum Position Verification

Verify that a message comes from a specific location.

Assumptions: quantum links to the prover

p Steps:

1. quantum comm from the prover to the verifiers

verifiers trust each other

|xg) ]

|
=N

2. classical post-processing

 Position-based authentication.
the sender cannot lie * [ts securityis much less

understood than QKD.




Conclusions

We need more access to the QKD devices.

We need to understand what is the quantum advantage (if any) of
the primitives.

We need more noise and performance analysis of cryptographic
primitives.

We need to know which trade-offs between security and
performance we deem acceptable.
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