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At the Digital Assembly today in Bucharest, Romania, representatives of seven EU countries

(Belgium, Germany, Italy, Luxembourg, Malta, the Netherlands, and Spain) signed a declaration
agreeing to explore together, over the next 12 months, how to develop and deploy a quantum ‘
communication infrastructure (QCI) across the EU within the next ten years. This infrastructure would
enable information and data to be transmitted and stored ultra-securely, and link communication

assets all over the EU. It would integrate quantum technologies and systems into conventional
communication infrastructures, and consist of two elements: an earth-based component making use
of existing fibre communication networks linking strategic sites at national and cross-border level,
and a space-based component to cover long distances across the EU and other continents.

The QCI will help Europe to secure its critical infrastructure and encryption systems against cyber
threats, protecting smart energy grids, air traffic control, banks, healthcare facilities and more from
hacking. It will also enable data centres to store and exchange information safely, and will preserve
the long-term privacy of government data. The long-term plan is for the QCI infrastructure to become
the backbone for Europe's Quantum Internet, connecting quantum computers, simulators and
sensors via quantum netwaorks to distribute information and resources securely all over Europe.

The first service to make use of this new infrastructure will be Quantum Key Distribution (QKD). QKD
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European Quantum Communication
Infrastructure - EuroQCI

The EuroQCl is building a secure quantum communication infrastructure spanning the whole EU,

including its overseas territories. Follow us

Follow the Commission's work on tech and digital

X

The European Commission is working with all 27 EU Member States, and the European Space Agency @DigitalEV
(ESA), to design, develop and deploy the EuroQCl, which will be composed of a terrestrial segment

relying on fibre communications networks linking strategic sites at national and cross-border level, and

a space segment based on satellites. It is an integral part of IRIS?, the EU space-based secure

communication system.

The EuroQCl has to safeguard sensitive data and critical infrastructures by integrating quantum-based
systems into existing communication infrastructures, providing an additional security layer based on
quantum physics. It will reinforce the protection of Europe’s governmental institutions, their data
centres, hospitals, energy grids, and more, becoming one of the main pillars of the EU's Cybersecurity
Strategy for the coming decades.

The EuroQCI uses innovative quantum communication technologies such as those developed by the
researchers of the EU-funded Quantum Technologies Flagship f, and building in particular on the
activities of the Horizon 2020 OPENQKD project . The involvement of European industry partners
and SMEs is also crucial to ensuring that the critical components of EuroQCI are based on European
technologies, and ultimately to boosting Europe's scientific, technological and industrial capabilities in
cybersecurity and quantum technologies. The initiative will thus contribute to European digital
sovereignty and industrial competitiveness, and help to meet Europe’s Digital Decade target of being at
the cutting edge of quantum capabilities by 2030.
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30-50-70% 19 projects 25

CEF co-funding rate Works Member States covered by
funding

€193 million €96 million

Total investment EU grants

CEF Digital funds quantum communication infrastructure interconnections, aiming at building an integrated
satellite and terrestrial system spanning the entire European Union for ultra-secure exchange of
cryptographic keys. This will help keep the EU’s government data and critical infrastructure safe.

The EuroQCI will provide an unprecedented way of securing communications and data, integrating
innovative and secure quantum products and systems into conventional communication infrastructures, by
enhancing them with an additional layer of security based on quantum physics, i.e. guantum key
distribution. It will use existing and new technologies developed and manufactured in the EU.

CEF Digital funding will:

« Enable reliable and resilient transmission of sensitive communications and data between public authorities,
research entities and critical infrastructures in EU Member States.

+ Boost Europe’s capabilities to develop quantum-secure optical telecommunication networks and to secure
its critical public infrastructures.

The projects are still

» Promote quantum-based secure networks and emergence of a new ecosystem that would enable a large
The points on the mJ
exact geographical | market uptake.
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Support standardisation for the EuroQCI (CSA)
DIGITAL-IRIS2-2025-QCI-03

Call for proposal

Internal navigation . .
General information

General information
Programme

Digital Europe Programme (DIGITAL)

Call
European Quantum Communication Infrastructure (EuroQCI) (DIGITAL-IRIS2-2025-QCl)

Topic description

Topic updates

Type of action Type of MGA
Conditions and documents DIGITAL-CSA DIGITAL Coordination and Support Actions DIGITAL Action Grant Budget-Based [DIGITAL-AG]
Budget overview Deadline model Opening date

single-stage 15 July 2025

Start submission
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EXPECTED TOPIC OUTCOME

« Sets of standards for QKD components and systems

» Interoperable systems and applications for the operation of an entire network and
multiple networks.

« Specific requirements, benchmarking tests and metrics on performance and
monitoring of subsystems that are specifically required for QKD purposes.

« Formalized assessments for the acceptance of QKD protocols.

« Contribution to a technologically autonomous European quantum communication
ecosystem.
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TOPIC OBJECTIVE

+ To implement appropriate necessary standardisation activities to efficiently support an
operational EuroQCI infrastructure with dedicated QKD and quantum cryptography
services.
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« To implement appropriate necessary standardisation activities to efficiently support an
operational EuroQClI infrastructure with dedicated QKD and quantum cryptography
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« While the available QKD products have now been made available by industry for a
market of early adopters and innovators, there is the need to intensify standardization
efforts at all levels ...
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TOPIC OBJECTIVE

« To implement appropriate necessary standardisation activities to efficiently support an
operational EuroQClI infrastructure with dedicated QKD and quantum cryptography
services.

« While the available QKD products have now been made available by industry for a
market of early adopters and innovators, there is the need to intensify standardization
efforts at all levels ...

« ... from QKD components, systems and applications to network capabilities and
components for future quantum networks, to enable integration of quantum devices
into wider complex systems, to build a solid industrial base and anticipate foreseeable
work on components for future quantum networks and future certification.
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 Qverview of current QKD standardization activities.

« Standardization of QKD components such as, among others, single-photon sources,
entanglement-based sources, QKD transmitters/receivers and detectors, ultra-low loss
optical fibres. Activities on requirements on the performance of the system, definition of
benchmarking tests, the definition of metrics, calibration at operational environment and
monitoring of the correct behaviour over the entirely lifetime of the system are encouraged.
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 Qverview of current QKD standardization activities.

« Standardization of QKD components such as, among others, single-photon sources,
entanglement-based sources, QKD transmitters/receivers and detectors, ultra-low loss
optical fibres. Activities on requirements on the performance of the system, definition of
benchmarking tests, the definition of metrics, calibration at operational environment and
monitoring of the correct behaviour over the entirely lifetime of the system are encouraged.

« Standardization of multiplexing of quantum signals with third-party classical and noise
compensation technology.

« Standardization of software-hardware interfaces, as well as harmonization of interoperable
key management system APIs.
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TOPIC SCOPE I

« Standardization of systems and applications for the operation of an entire network and
multiple networks, covering network capabilities such as routing, control and

management capabilities, interoperability between different SDN systems, roaming for
cross-border connections.
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TOPIC SCOPE I

« Standardization of systems and applications for the operation of an entire network and
multiple networks, covering network capabilities such as routing, control and
management capabilities, interoperability between different SDN systems, roaming for
cross-border connections.

e Standardization of hybridisation schemes for combined QKD/PQC.

« Evaluation and certification of QKD protocols, via formalization of a rigorous
assessment of different types of implementation constraints in the security proofs.
Accelerating work on certification, by strengthening interdisciplinary collaboration
between national authorities, accredited evaluation laboratories and other relevant
initiatives.
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AWARDED CSA

 Title: Harmonising the Standardisation Activities for EuroQCI
« Acronym: HarmoniQClI

« Call topic: DIGITAL-IRIS2-2025-QCI-03

* Type of action: DIGITAL-CSA (Coordination & Support Action)
* Duration: 36 months

« Programme: DIGITAL Europe Programme
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AWARDED CSA

 Title: Harmonising the Standardisation Activities for EuroQCI
« Acronym: HarmoniQClI

« Call topic: DIGITAL-IRIS2-2025-QCI-03
* Type of action: DIGITAL-CSA (Coordination & Support Action)
e Duration: 36 months

* Programme: DIGITAL Europe Programme

« More information will be available as soon as possible ...
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« The main goal of HarmoniQCI is to facilitate and intensify the standardisation activities
at all levels for an operational EuroQCI
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MAIN GOAL

« The main goal of HarmoniQCI is to facilitate and intensify the standardisation activities
at all levels for an operational EuroQCI

« The project aims to ensure the integration of quantum communication technologies
into telecommunication networks (including the space segment), with a focus on
interoperability, security protocols, and QKD components and systems.
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including its overseas territories
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TAKEAWAYS & KPIS

« EuroQCI enables a secure quantum communication infrastructure spanning the EU
including its overseas territories

« Standards highly relevant for an operational EuroQCI with dedicated KPlIs

* Increase number of EU stakeholders involved in standardisation bodies
« Increase number of proposed (draft) standards
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TAKEAWAYS & KPIS

« EuroQCI enables a secure quantum communication infrastructure spanning the EU
including its overseas territories

« Standards highly relevant for an operational EuroQCI with dedicated KPlIs
* Increase number of EU stakeholders involved in standardisation bodies

« Increase number of proposed (draft) standards

« HarmoniQCI will facilitate and intensify the standardisation activities for EuroQCI
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