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M o t i v a t i o n

We know QKD works, but we don’t know how to work with 
it at scale

Fragmented interoperability

QKD devices, key-management systems, 

and encryption applications from different 

vendors still lack fully mature, universally 

adopted interfaces. 

Limited and variable key-
generation capacity

The network must allocate a scarce key 

material across competing applications 

while maintaining service guarantees. The 

resource-management problem is absent 

in isolated point-to-point demonstrations

Isolated infrastructure layer

End-to-end orchestration across the 

quantum and classical domains is still 

evolving.
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D e s i g n

Technology-agnostic orchestration framework

2 3

3
Paper will be published soon; I hope :)



V a l i d a t i o n

Technology-agnostic orchestration framework
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- 3 QKD vendors both prepare-and-measure and 

entanglement-based. 

- 2 types of PQC devices.

- 2 different emulation platforms.

- 3 different key manager implementations.
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M o v i n g  o n

Beyond QKD, toward general quantum networks

Same design, new target

Quditto is “evolving” beyond point-to-point QKD toward 

general entanglement networks:

• Simulate quantum memory instead of physical links 

once entanglement is distributed.

• Model decoherence as time advances between 

instructions.

• Expose fundamental primitives (“create entangled 

pair”, “swap”) via a standard-inspired API.

Ongoing experiments

• Implementing Quantum Position Verification 

(QPV) to test the protocol using physical 

machines and the emulation platform. 

•  Experimenting with combinations of 

Entanglement Purification Selection (EPS) and 

Swapping and Purification Scheduling (SPS) for 

different repeater network designs. 

•  Exploring monitoring protocols and designing 

control planes for entanglement networks.
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M o v i n g  o n

Beyond QKD, toward general quantum networks

Open questions we want to solve 

• What information must each stratum expose?

• How should cross-domain feedback work?

• How should quantum resources be represented and reserved?

• How should failures and asynchronous operations propagate between strata and 

domains?

• Which interfaces are required for interoperability?

• How can we validate the architectural design choices?
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T a k e  a w a y

Hybrid real–emulated environments are a practical 
research instrument for designing, validating and 
refining scalable quantum-network architectures.

2 3

Blanca Lopez

IMDEA Networks Institute  ·  Universidad Carlos III de Madrid

blanca.lopez@networks.imdea.org

Thank you for listening and let’s keep thinking!
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