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Or “silently discard” considered 
harmful
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REPLY WITH NAK INSTEAD OF “SILENTLY DISCARD”

‣ Allow Protocol-Error response to mean 

‣ “I received your packet, but I cannot process it.  Please try somewhere else” 

‣ Already defined in RFC7930 

‣ In 1-2 paragraphs, with minimal explanatory text 

‣ This document goes into substantially more detail 

‣ When it can / cannot be used, etc.
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MANY ADDITIONAL CONSIDERATIONS

‣ No link-layer negotiation is proposed 

‣ Admins can configure this new behavior manually 

‣ It is always safe (?) to send Protocol-Error responses, as old clients will ignore it 

‣ Much of the document text is explaining what is wrong with implementations, 
and what should be done instead 

‣ To address long-standing issues with implementations 

‣ Perhaps this document could be “improved RADIUS signalling”
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IMPLEMENTATION STATUS

‣ In FreeRADIUS 3.2.10, in development testing for radsecproxy and Radiator 

‣ Will be doing real-world testing before IETF 127
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QUESTIONS / COMMENTS?

‣ The document needs substantial updating, but the basic foundation is there 

‣ Do we care if Protocol-Error contains Proxy-State? 

‣ Will be updated before IETF 127
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