
Delegation Maintenance 
Automation Status Extension 

for EPP
draft-brown-epp-delegation-automation-extension

Gavin Brown <gavin.brown@icann.org>
IETF 126, Vienna, July 2026



● “Operational Recommendations for DNSSEC Delegation Signer (DS) Automation” (soon to be a 
BCP) provides guidance to parent operators on how to deploy CDS/CDNSKEY scanning to 
automate DNSSEC maintenance (“DS automation”).

● Child-to-Parent Synchronization in DNS (RFC 7477) describes CSYNC records, which child 
operators can use to inform the parent of their desired NS/glue configuration (“NS automation”).

● Generalized DNS Notifications (RFC 9859) allows child operators to discover an parent-operated 
endpoint that can receive NOTIFY messages that trigger scanning of CDS/CDNSKEY and/or 
CSYNC records.

Context



Problem Statement
● Section 6.2.1 of RFC 10026 says:

“When performed by the registry, automated DS maintenance MUST NOT be suspended based on a registry update lock 
alone (such as EPP status serverUpdateProhibited)” (emphasis mine)

● The serverUpdateProhibited status can be added to a domain for many reasons, for example:

1. As an administrative security measure (eg for infrastructure domains such as “nic.tld”);

2. Due to a dispute resolution process (eg Uniform Rapid Suspension (URS));

3. Due to a “Registry Lock” being purchased for a high-value domain.

● The server can suspend DS automation for #1 and #2 in accordance with its own operational needs and applicable policy.

● Whether DS automation should be suspended for #3 is ambiguous, and depends on the registrant’s expectations for how 
Registry Lock is supposed to work (which in turn depends on how it was marketed to them by the registry/registrar).

● Third-party DNS operators may publish CDS/CDNSKEY/CSYNC records without their customer’s knowledge or approval.

● Ultimately the registrant (via the registrar) should be able to decide what they want to happen.



Proposed Solution

● The sponsoring client of a domain should be able to specify whether the server should perform DS 
automation and/or NS automation.

● Automation may be disabled because:

1. the sponsoring client wishes to do scanning itself; or

2. The registrant does not want scanning to be done at all.

● The automation state should be independent of the lock status of the domain.

● If set, serverUpdateProhibited should still prevent changes to the automation state.



● Adds two new elements to the domain mapping (RFC 5731):

<nsAutomation enabled=”true|false”/>

<dsAutomation enabled=”true|false”/>

● These elements are included in <info> responses depending on whether the server implements 
DS automation and NS automation, respectively.

● Clients can enable and disable each type of automation in <create> and <update> commands.

● New RDAP status values are also defined, which can be used in RDAP responses.
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Example <info> response
S: <?xml version="1.0"?>
S: <epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
S:   <response>
S:     <result code="1000">
S:       <msg>OK</msg>
S:     </result>
S:     <resData>
S:       <domain:infData xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
S:         <domain:name>example.com</domain:name>
S:         <!-- etc -->
S:     </resData>
S:     <extension>
S:       <automation:infData
S:         xmlns:automation="urn:ietf:params:xml:ns:epp:delegation-maintenance-automation-1.0">
S:         <automation:nsAutomation enabled="false"/>
S:         <automation:dsAutomation enabled="true"/>
S:       </automation:infData>
S:     </extension>
S:     <trID>
S:       <svTRID>54322-XYZ</svTRID>
S:     </trID>
S:   </response>
S: </epp>



Example <create> response

C: <?xml version="1.0" encoding="UTF-8" standalone="no"?>
C: <epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
C:   <command>
C:     <create>
C:       <domain:create
C:         xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
C:         <domain:name>example.com</domain:name>
C:         <!-- etc -->
C:       </domain:create>
C:     </create>
C:     <extension>
C:       <automation:create
C:         xmlns:automation="urn:ietf:params:xml:ns:epp:delegation-maintenance-automation-1.0">
C:         <automation:nsAutomation enabled="false"/>
C:         <automation:dsAutomation enabled="true"/>
C:       </automation:create>
C:     </extension>
C:   </command>
C: </epp>



Example <update> response

C: <?xml version="1.0" encoding="UTF-8" standalone="no"?>
C: <epp xmlns="urn:ietf:params:xml:ns:epp-1.0">
C:   <command>
C:     <update>
C:       <domain:update
C:         xmlns:domain="urn:ietf:params:xml:ns:domain-1.0">
C:         <domain:name>example.com</domain:name>
C:         <domain:chg/>
C:       </domain:update>
C:     </update>
C:     <extension>
C:       <automation:update
C:         xmlns:automation="urn:ietf:params:xml:ns:epp:delegation-maintenance-automation-1.0">
C:         <automation:nsAutomation enabled="true"/>
C:         <automation:dsAutomation enabled="false"/>
C:       </automation:update>
C:     </extension>
C:   </command>
C: </epp>



RDAP status values

State
RDAP status value

NS automation DS automation

Enabled NS automation enabled DS automation enabled

Disabled NS automation disabled DS automation disabled



RDAP example

{
  "objectClassName": "domain",
  "ldhName": "example.com",
  "nameservers": [ ... ],
  "entities": [ ... ],
  "status": [
    "server update prohibited",
    "server transfer prohibited",
    "server delete prohibited",
    "NS automation enabled",
    "DS automation disabled",
    ...
  ],
  ...
}



Next steps

● Would anyone like to co-author?
● WG adoption


