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Overview
 Provide fast failover for multi-home egresses scenarios

 Stateless and planning-free SRv6 egress protection

Egress fast failover mechanism

• Expand the SRH flags(B-Flag)field to indicate that the backup SID is carried into the position of 

Segment List[0] and a primary SID is carried into the position of Segment List[1].

• Define PSD(Penultimate Segment Decapsulation) Flavor to indicate the SRv6 penultimate segment 

decapsulation processing.

Normally, the primary egress receives a SID with PSD Flavor, it removes the outer encapsulation of the packet 

and forwards the packet according to the exposed packet.

• By setting the B-FLAG in the SRH Flags, fast Egress Service SID switchover is achieved at the 

forwarding plane.

In case of a failure, when the penultimate endpoint receives the packet and detects that its next-hop direct    

neighbor is the egress node and is unreachable, it changes the destination of the packet to the backup SID.
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SRH Encap

• Define B-Flag in the SRH Flags field

1 ---- The SID of the backup egress is 
carried in segment list. 

0 ----- Backup SID is not carried.

SRH Flags(B-FLAG)  (TBD)

If the B-flag is set to 1,
• The backup SID is encapsulated 

in the position of SL[0].
• The Active SID is encapsulated 

in the position of SL[1].
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PSD Flavor
• Indicate the SRv6 penultimate segment to remove the outer encapsulation of the packet and forward the packet according to the

exposed packet.

• Can be applied to End.DT4, End.DT6, End.DT46, End.DX4, End.DX6, End.DX2, End.DX2V, End.DT2U and End.DT2M. 

•

• The SRH processing of the SR endpoint behaviors defined in [RFC8986] are modified. The instructions S02 are substituted by the 
following one:

S02.     If (Segments Left != 0) {

==>>

S02.     If ((Segments Left != 0) && (Segments Left != 1)) {

Take END.DT4 as an example:

When N receives a packet destined to S and S is a local End.DT4 SID with PSD Flavor,   N does the following:

S01. When an SRH is processed {

S02.      If ((Segments Left != 0) && (Segments Left != 1)) {

S03.            Send an ICMP Parameter Problem to the Source Address

with Code 0 (Erroneous header field encountered) and Pointer set to the Segments Left field,

interrupt packet processing, and discard the packet.

S04.      }

S05.      Proceed to process the next header in the packet
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Egress Protection Mechanism

PE1   Ingress

PE3   Egress

PE4   Backup Egress

CEx Customer Edge

Px Non-Provider Edge

***      SR Path

• Ingress Node

✓ Calculate primary and backup Egress nodes from multiple 
Egress nodes.

✓ Encapsulate the VPN Service SIDs of both primary and 
backup Egress nodes in the SRH, and set the B Flag to 1.

• Primary Egress Node

✓ Assign PSD-enabled Service SID(DT4, End.DT6, 
End.DT46, End.DX4, End.DX6, End.DX2, End.DX2V, and 
End.DX2M) for VPN services.

✓ After the packet reaches the Egress node, process it 
according to PSD behavior. If both primary and backup 
SIDs are included, only process the primary SID.

• Penultimate Endpoint

✓ Only when the penultimate endpoint receives packets with 
the B-flag set, it will execute the egress fast switching 
process.

✓ When the Primary SID in SRH[1] is unreachable, change 
the destination address to SRH[0] for further processing.
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Example of Processing
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Update history of the draft
 Version-03: Added the processing of transit node. 

The SRv6 multi-homed egress protection mechanism does not take effect on the transit node.

The penultimate endpoint can quickly sense the primary egress node fault.

IGP convergence/ BFD detection/The Outbound interface is DOWN

 Version-05:  

Comments:  Modifications to the SRH behavior at the penultimate hop node are not compliant with RFC 8754.

 Version-11: 

• Restrict usage to specific scenarios and change the Intended status from Standards Track to Experimental.

• Add the B-Flag setting in the SRH header, where the B-Flag indicates that SRH[1] is primary and SRH[0] is 
backup.

• During processing at the penultimate hop node, handle according to the B-Flag without violating RFC8754.

• Add Considerations for SRv6 Segment List Compression
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Summary

• Forwarding plane fast failover, simple and efficient

• No control plane expansion required.

• Based on the source routing idea, primary and backup SIDs are specified at 
the source node.

• Through B-FLAG setting, avoid incorrect destination address jumps.
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Next Steps

• Seeking for adoption call.

• Any questions or comments are Welcomed.
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